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s.17 
Hickey.Donna 
From: Lisa.Catana@international.gc.ca 
Sent: February 28, 2018 4:01 AM 
To: Campbell.Malcolm; Clack.Trevor; Daponte.Andie; 
o = @international.gc.ca; 
' @international.gc.ca; = mE 
@international.gc.ca; Pearson.Ryan; 
Sanan.Sunil; Trevor.Clack@international.gc.ca 

Subject: MOD 3 - Update and Data Definitions 
Attachments: Module 3 - Data Definitions Draft 28FEB2018.xlsx 
Follow Up Flag: Follow up 
Flag Status: Completed 
Hi All, 


This is a long one! Hang on tight. 


MOD 3 DATA DEFINITIONS: 
Please find attached my draft Module 3 Data Definitions: 
Tab 1 = 
Tab 2 = 
Tab3=. 


Current Queries 

We are currently using the following 5 queries to create a ' sheet that feeds the Module 3 viewer: 
1- 

2- 

3- 

4 - 

5 - 


For queries 3-5, we are currently doing some fancy 
| | have requested that SIMB do this as 
part of the data pull (fingers crossed). 


SIMB ask: 
The idea would be that SIMB would: 
e  Pullthis: 
e The mission sheets would be saved in a folder in an easily accessible location ( 
e The name of the sheet would be constant so that it could be easily referenced in the code. 


1 
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Simplifying Data: 
| tried to streamline the data as much as | could to reflect only the data that we require for the 


| have 


| have also tried to that would be 


MOD 3 UPDATE: 


Local Risk Factors/Flags: 

Just an update on this piece. 

Chatting with Trevor and Sunil this week, it sounds like it will be reasonable to incorporate the “ 
LU | | (T/S - Feel free to correct me if | 

misinterpreted this). | think including this in the E | 


MOD 3 - WISHLIST: 
This is the wishlist l've compiled so far based on emails circulating. Let me know if you would like to add 
anything. 


FOR DISCUSSION ON MONDAY'S CALL: 
| know that Trevor/Sunil are now in conversation with additional coders who will soon be tackling MOD 3 tasks. 
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As | mentioned above, the data is currently doing 


As of now, this is a rough summary of how the MOD3 Viewer is being populated (see table below). 
I’m hoping we can simplify that by: 


— we discussed the ETL etc — but maybe we can revisit on the Monday call. 


l'm not clear on what is reasonable to achieve for 


Happy for any feedback on this. 
L 
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Hickey.Donna 
From: Campbell.Malcolm 
Sent: June 12, 2019 10:49 AM 
To: Jacobs.Oscar; @international.gc.ca’; 
: @international.gc.ca’; 
Daponte.Andie; Pearson.Ryan; 
Catana.Lisa; Sanan.Sunil; Clack. Trevor; 
@international.gc.ca; 
@international.gc.ca' MM 
Cc: Campbell.Malcolm ion 
Subject: Chinook Call Summary June 11 
Attachments: Chinook Next Steps for IVDGSC.docx 


Hi everyone, please see summary, next steps and more updates below. 
Present: Trevor, Andie, Lisa and Malcolm 


Summary: 
e Windows 10/Office 16 issue: 
o INHQ spoke with GAC. They do not have coders, they are Windows 10 “integrators”. They do not debug 
Excel sheets but they did advise they are completely up to date on ' 
| As IRCC developed the sheet and 
coding IRCC has to | mE 
(hopefully that makes sense to somebody...) 


the code in Office 16 and it seems to have solved the issue, but more testing is required. 
o The solution is to use the! 


e Agreed that the first priority in the short-term is solving 1 followed by completing V1.0s of 
Mods 2, 6 and 4. 


e Mod 2: completing UAT and fixing bugs, although Windows 10 has resulted in crashes as well. 


e Mod 4: Possibly ready for the final piece and testing now. and Trevor to discuss off line. 

e Mod 5: 
o Piloting with RAOs now. 
o Indicators in the daily Mod 3 zip so any new indicator can be uploaded in 24 hours. 
o Word Flags appear to be working properly 
o  INHAQ still trying to collaborate with IRM on the governance piece. 

e Mod 6: almost ready. Trevor is trying to make it more streamlined. Currently works in an r 

function. MS 


Info about how much Chinook gets is still slowly trickling down. We 
have a meeting with Major Projects Branch coming up soon. 
1 
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e |NHO had a meeting with the new Transformation Sector as part of “Chinook Next Steps" (attached for 
reference) that went to the IVDGSC. We want to maintain business reqs and development coordination but 
want coders from Transformation Sector. They are still sorting themselves out but they are interested but I 
think this would be a longer term strategy. 

e Wecame to an agreement with ATIP that we will not do a full Privacy Impact Assessment for Chinook, but a 
shorter and less detailed Privacy Risk Assessment. We are hiring a consultant to do this full-time work who 
previously worked on the AA PIA so is very familiar with GCMS. 


Next Steps: 
e Trevor and Andie will do more Nindows 10 testing and put together instructions on how to use this 
option. They are trying to get Mexico involved in testing. 
e Malcolm to check to see if CPC-O are on Windows 10 yet for testing. 
e Next Call scheduled for June 26". 


Updates since the call: 


e our CN HQ coder has resigned. His last day is Monday June 17. 
e CNhasconfirmed that Sunil can take over the Development Coordinator position over the summer. 
e Nowwearedownto at 50% time and Trevor until June 28". 


e |have coder job reqs form Sunil and I will send to Olivier Jacques to try and get some term LES hired for coding 
purposes. This would not result in immediate hires though. And Olivier will probably start the conversation on a 
future AD call. 

e Consultant has been hired. We are meeting with him on Monday. 


Thanks, 


Malcolm Campbell 

Senior Analyst | Analyste principal 

Strategic Planning and Delivery | Planification stratégique et exécution 

International Network | Réseau international 

Immigration, Refugees and Citizenship Canada | Immigration, Réfugiés et Citoyenneté Canada 
Government of Canada | Gouvernement du Canada 

maicolm.campbell @cic.gc. 
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From: Campbell.Malcolm 
Sent: June 14, 2018 12:5/ PM 
To: M o Pearson.Ryan; Sanan.Sunil; 
Ho.Nathan; Clack.Trevor; 
Trevor.Clack@international.gc.ca; 
'Andie.Daponte@international.gc.ca'; 
Lisa.Catana@international.gc.ca; 
@international.gc.ca’; 
@international.gc.ca; Jean- 
| @international.gc.ca’; 
Cc: Jacobs.Oscar; Campbell.Malcolm 
Subject: Chinook June 14 Teleconference Summary 


Hi, thanks to those who could attend. The bulk of the 1 hour call was spent on discussing Mods 1 and 3 Roll-out and 
Training and | think we had a good discussion about both. Another email on the way forward to be sent soon. 


Below is a summary of the call and next steps. 


Most important point: Participant missions continue to test and install Module 1 at their missions and provide 
feedback to the Mod 1 team; Sunil and Ryan) 


1. Phase 1 (Participant Missions) and Phase 2 (Area Expert Missions) Roll-out and Training 


a. Mod1: 
-Some Phase 2 missions (Mexico, Singapore) would like to wait until the fall to implement Mod 1 due to 
peak season and posting season. 
-Being used in Ankara and Abu Dhabi 
-Tested and demo'd in Paris, Manila, Riyadh, Mexico, and Delhi 

hits have stalled implementation at some missions. 

b. Mod3: 
-Mandatory use in Abu Dhabi and Ankara 
-Being used and/or tested in Paris, Rabat, Bucharest, Riyadh, India, Warsaw, CPC-O India team, Nairobi, 
Mexico, and Manila (but some challenges) 
-Feedback is positive thus far. Still receiving improvement ideas from missions. 

2. Appears thata (for Mod 4) is necessary from the participants. Malcolm is slightly concerned we 


are moving away from one of our objectives for Chinook which was having a tool which is easy to use for all 


users by Ro 


SIE E LES 


3. Business reqs for Mod 4 appears ready for coding. 
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4. Abu Dhabi MPM is trying to secure the 2"? IN coder for a period of 3 months with a HOM approved EMLES 
extension. 
5. GCDocsonly accessible via CITRIX abroad. 
6. Received written confirmation from ATIP that a PIA for Chinook is not required. Phase 2 missions have been 
asking the question. 
7. Next Steps: 
a. Participant missions continue to install Module 1 at their missions and provide feedback to the Mod 1 
team Sunil and Ryan) 
b. Sunil and Trevor to reconfirm coding plan once 2"? IN coder is secured. 


In Attendance: Trevor, Sunil, Nathan, Andie, and Malcolm 
Missing: Ryan, Lisa, 


Thanks, 


Malcolm Campbell 

Senior Analyst | Analyste principal 

Strategic Planning and Delivery | Planification stratégique et exécution 

International Network | Réseau international 

Immigration, Refugees and Citizenship Canada | Immigration, Réfugiés et Citoyenneté Canada 
Government of Canada | Gouvernement du Canada 


maicolm.campbell@cic.gc.ca 
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s.17 
Hickey.Donna 
From: Campbell.Malcolm 
Sent: May 14, 2019 1:17 PM 
To: Jacobs.Oscar; Catana.Lisa; Pearson.Ryan; 
Clack.Trevor; Sanan.Sunil; 
@international.gc.ca’; 
@international.gc.ca’; 
@international.gc.ca’; 
Daponte.Andie; 
@international.gc.ca' 
Cc: Campbell. Malcolm 
Subject: Chinook Call Summary May 14 
Hiteam, 


Call Summary: 
e Mod1&4- 


o New schema doc and new column seem to be working fine. 
o | “" . Moditraining visit to London went very well. 
o CRsubmitted to IPG-OGCU to amend 
o Need to finalize the portion of Mod 4 to use in Mod 1. - the IN coders last day is today, he 
will be hired back by CN on May 24 to continue this work. 
e Mod2- 
O has done some webinars to various offices and is waiting on feedback from Warsaw, Rome is on hold 


and initial feedback from Singapore has been positive. 

o To do list items for TRVS are almost completed and should have an updated version by the end of the 
week. 

o  TRVs only will be ready for a Version 1.0 of the 6 module tool. 

o SPinclusion could happen over the summer and WP inclusion could happen in the fall, depending on 
development resources. 


O info could be included in Mod 2 or 3. 
e Mod3- 
o Conversion to Windows 10 is ` | B with Mod 3. 
o Trevor and Andie are working on a | 
O approached his local Ankara FSITP and they are not willing to modify the 2017 patch without 
GAC HQ involvement. Malcolm will raise at NHQ now. (see next steps) 
o Update from * ^» ecd via email as her phone was full of static: update from our FSITP here on 


Windows 10 is that all GAC has to be updated by Jan 2020. GAC is also having issues with Windows 10 
on some of their internal applications and so is delaying the upgrades. Our FSITP seems to think that we 
have until Nov 2019 to accept the upgrades as this would give them sufficient time to transition the 
computers over. 
e Mod5- 
o UAT went well for the 40 rules submitted thus far. 


1 
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o Lisa and Andie will send message to IN MPM's now to submit indicator rules. CN welcome to add as 
well. 

o Still working with IRM on getting an indicator governance doc and indicator scoring threshold. 

e Mod6- 

o We have a few less weeks of coding resources than we thought before 
We will develop what we can of it. 

QU has the business reqs. emailed EDW for the data pull. 

e NHQ- 

o Still debating with ATIP on the requirement for a PIA. We are contesting that the use of Chinook is a not 
a ‘substantial modification’ as per the TBS definition (substantial modification) and the possible 
consultant tends to agree however, raised possible privacy and legal issues related to the Historical Data 
used in Mod 3, Mod 5 indicators 
Chinook. 

o CNHQ working on getting remote access to an IRCC laptop with Windows 10 access for Trevor. 

o INHQto present a ‘Chinook Next Steps’ doc to IVDGSC tomorrow. Recommendation is that to maintain, 
improve and expand the tool, we need 2 developer resources, 1 development coordinator and 1 project 
lead going forward. Update: This IVDGSC agenda item has been pushed back to May 22 now. 

e Next Steps — 

o Malcolm to raise Windows 10 issue with IN and CN Directors. Update: Oscar has inquired for a contact 
name at GAC IT. Oscar, myself and Olivier Jacques will contact GAC IT. 

o Andieand todo some ‘word flag’ testing with Manila. 

o Sunil working on remote access for Trevor 


Thanks 


Malcolm Campbell 

Senior Analyst | Analyste principal 

Strategic Planning and Delivery | Planification stratégique et exécution 

International Network | Réseau international 

Immigration, Refugees and Citizenship Canada | Immigration, Réfugiés et Citoyenneté Canada 
Government of Canada | Gouvernement du Canada 


maicolm.campbell@cic.egc.ca 
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Hickey.Donna 

From: Campbell.Malcolm Fe 

Sent: May 31, 2018 11:23 AM EN 

To: 
Andie.Daponte@international.gc.ca; 
Lisa.Catana@international.gc.ca; 

@international.gc.ca'; Pearson.Ryan; 
Ho.Nathan; Sanan.Sunil; Clack.Trevor; Jean- 
@international.gc.ca; 
@international.gc.ca; 
Cc: Jacobs.Oscar; Campbell.Malcolm 
Subject: Chinook ROD from May 29 and Updates 


Hi all, please see the summary of our call on May 29 with a couple May 31 updates. 


and Andie also had a call with IRG on May 29 to go over our Mod 5 business concepts as they are working on a 
Will maintain open communication going forward. 


Now that you know the Module coding plan, please update your work package due dates and send to me. We'll 
continue to be aggressive with due dates and be aware that coding can only begin after the business requirements have 
been set so we need reqs for Mods 4 and 2 asap. 


tem | | | | | May 29 Record of Decision May 31 Updates 


Coding Mods 1, 3 and CN still allowing Sunil and Trevor to work on 
optimizing the Mods 1 and 3 modules. 
will have to be done after that is 
completed 
Coding Mods 2, 4, 5 and 6 CN and IN met and agreed upon the IN has 1 coder only from Manila. 
following plan, which is contingent on 2 IN CN is doing casual employee calls 
coders. this week. Will see if another coder 
Mod 4: end of June can be found. 
Mod 2: end of August 
Mod 5: end of October 
Mod 6: end of November 
Training Plan and Roll-out Paris needs French translations to Mod 1 user manual and SOPs 
Phase 1 start implementation. provided by. 
Manila needs SOPs for Mod 1 
Seems to be going well in Abu Dhabi. 
Registry supervisor involved in Mod 
1 roll-out. 


Training Plan Phase 2 Oscar sent plan to ADs on Friday May 25 Still waiting for feedback. 
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Project Manager Update Still haven't connected with the Manila Still haven't connected with the 
resource Manila resource. IN will made a 
decision soon on next steps. 


Next Steps Provide Lisa with your Logo/UI 
preference — all participants 
Create Chinook Template for 
measuring quantitative and 
qualitative after implementation — 
Andie w/ input from and 


GCDocs Access- — 
GCDocs Access — Malcolm investigated and IN-RIS is in 
Update Work Package Due Dates — charge of this. Malcolm will 
responsible participants be invited to a meeting 
E between IN-RIS and SIMB. 
Malcolm to organize call with EDW To be scheduled by RIS. 
and Andie 


Malcolm Campbell 

Senior Analyst | Analyste principal 

Strategic Planning and Delivery | Planification stratégique et exécution 

International Network | Réseau international 

Immigration, Refugees and Citizenship Canada | Immigration, Réfugiés et Citoyenneté Canada 
Government of Canada | Gouvernement du Canada 


maicolm.campbell@cic.gc.ca 
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Hickey.Donna 
From: Campbell.Malcolm 
Sent: July 11, 2018 12:35 PM 
To: s .. @international.gc.ca; 
Andie.Daponte@international.gc.ca; 
‘Lisa.Catana@international.gc.ca’; 
E — A Qinternational.gc.ca'; Ho.Nathan; 
Sanan.Sunil; Pearson.Ryan; 
@international.gc.ca; 
@international.gc.ca 
Cc: Jacobs.Oscar; Campbell.Malcolm 
Subject: Chinook call summary July 11 


Hi Chinook team, quick summary below and next steps. 


Summary: 
Update from HQ: 
e Oscar presenting Chinook tomorrow to senior management 


e Malcolm writing change request for * for future GCMS release 


e Advised OSPO that our high level business reqs for Chinook are complete. 
Mod 1: 

e Rolled out in Ankara, Beirut, Amman and Abu Dhabi. 

e Others are working on rolling out at their missions. 
Coding: 

e Coding has begun on Module 4. Tentative final date in 4 weeks. 

e Mod 2 reqs to be sent to Sunil. 


Mods 5 and 6: 
e High level business reqs complete. Need Mods 1 to 4 to be. 
Logo: 


e We have a great logo and look now. Lisa to move ahead on those. 


Next steps: 
e Malcolm to share Mod 2 business reqs with Sunil. Done. 
e Andie to investigate ESL purpose of travel by next week. 
e Sunil to share coding project sheet with Oscar and Malcolm. 
e Lisa to organize webinar for outgoing officers at HQ. 
e Malcolm and Oscar to review Chinook template docs. 
e Malcolm to reach out to IN-RIRT for Chinook training possibility. Done. 


e All: respond to email for comment. (there was echo on our end of the line. 


the email in question?) 


can you please resend 
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Thanks 
MC 


Malcolm Campbell 

Strategic Planning and Delivery | Planification stratégique et exécution 

International Network | Réseau international 

Immigration, Refugees and Citizenship Canada | Immigration, Réfugiés et Citoyenneté Canada 
Government of Canada | Gouvernement du Canada 

maicolm.campbell@cic.ec.ca 
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Hickey.Donna 

From: Sanan.Sunil 

Sent: November 13, 2018 10:47 AM 

To: Campbell.Malcolm; | 
Daponte.Andie; Jacobs.Oscar; Catana.Lisa; 
Trevor.Clack@international.gc.ca; Clack.Trevor; 
Pearson.Ryan; @international.gc.ca; 

@international.gc.ca; 
@international.gc.ca; Jean- 
@international.gc.ca 
Subject: RE: Nov 6 Call Summary 
Hello All, 


A development schedule is now available, along with progress tracking. We'll have this updated at the end of each 
week. 


Just finishing up a couple items in Mod 5, will have that out shortly. 


ey 


n //gcdocs2.ci.gc.ca/otcs/cs.exe?tunczll&obiactionzoverviewi&oblidz245388389 


Sunil Sanan 


A/ Senior Policy/Program Advisor, Centralized Network 
Immigration, Refugees and Citizenship Canada / Government of Canada 


Sunil. Sanan@cic.gc.ca / Tel: 613-437-5759 


Conseiller principal en politiques / programmes, Réseau centralisé 
Immigration, Réfugiés et Citoyenneté Canada / Gouvernement du Canada 


Sunil. Sanan@cic.gc.ca / Tél.: 613-437-5759 


From: Campbell.Malcolm 

Sent: November 9, 2018 2:01 PM 

To: @international.gc.ca>; Daponte.Andie 

<Andie.Daponte @international.gc.ca>; Jacobs.Oscar <Oscar.Jacobs@cic.gc.ca>; Catana.Lisa <Lisa.Catana@cic.gc.ca>; 

Trevor.Clack@international.gc.ca; Clack. Trevor <Trevor.Clack@cic.gc.ca>; Sanan.Sunil <Sunil.Sanan@cic.gc.ca>; 

Pearson.Ryan <Ryan.Pearson@cic.gc.ca>;  — - @international.gc.ca; @international.gc.ca; 
@international.gc.ca; @international.gc.ca 

Subject: RE: Nov 6 Call Summary 


Hi ali, 
Based on our current coding capacity, please see below a revised coding sched: 


Will be included with Mod 2 finalization in December 


1 
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s.16(2)(c) 
Mod 1: Ready for roll-out 
Mod 2: Scheduled to have coding complete in mid to late December 
Mod 3: Ready for roll-out. "Narrative" piece is last piece to be added. Should be ready next week. 
Mod 4: Coded. Waiting for Mod 4 team on how to best operationalize its use. 
Mod 5: Scheduled to have a demo version in January before RAO conference followed by UAT in February. 
Mod 6: Mostly already coded. Will be added when the other pieces are finished. Probably Feb. 


s.17 


From: Campbell. Malcolm 
Sent: November 6, 2018 3:55 PM 
To: @international.sc.ca>; Daponte.Andie 


«Andie.Daponte &international.gc.ca»; Jacobs.Oscar <Oscar. Jacobs @cic.gc.ca>; Catana.Lisa «Lisa.Catana cic.gc. ca»; 
Trevor .Clack@international.ec.ca; Clack.Trevor <Trevor.Clack@cic.gc.ca>; Sanan.Sunil «Sunil.Sananicic.ge.ca»; 


Pearson.Ryan <Ryan.Pearson@cic.gc.ca>; cinternational.gc.ca; @international.ec.ca; 
&international.gc.ca;. @international.ec.ca 


Subject: Nov 6 Call Summary 
Hi ali, in addition to the below: 


e Oscar presented the current HO atmosphere and realities of progressing on Chinook while keeping others 
engaged but also not to delay development work. 
e Mod 4: works on Signet. Currently looking at using Mod 4 with Mod 1. Possible to use on its own 
however. 
e Next Steps: 
o Mod 4 team to further discuss how and when to test Mod 4. 
o Sunil to update on when the Mod 3 "narrative piece" will be completed. This is the last update before 
the 6 module tool is ready. 
o Malcolm to set up call with Mod 2 coders and business experts. UPDATE: Message sent to that team. 
Will set up a call if one is requested as times for a call are not great. 
o Sunilto liaise with Lisa and Malcolm re: training at CPC-O 
o Ryan to liaise with Lisa and Malcolm re: demo for DN 
O to advise Malcolm of Association Rules: UPDATE: email sent to OPP/AAL for possible inclusion in 
Chinook after 6 module tool is rolled out. would be the main contact. 
o Malcolm will consolidate training asks from area experts and canvas for Mod 1/3 webinar. 
o Anyone: send list of future ‘asks’ to myself and Mod 1 and 3 teams for future implementation. 


Thanks everyone. 
MC 


From: 

Sent: November 6, 2018 3:56 AM 

To: Daponte.Andie <Ancie. Danonte @international.gc.ca>; Campbell.Malcolm <Maicoim.Campoell @cic.gc.ca>; 

Jacobs.Oscar <Oscar.Jacops@cic.gc.ca>; Catana.Lisa <Lisa.Catana@cic.gc.ca>; Trevor Ciack@internationaigc.ca; 

Clack.Trevor «Trevor.Clack&?cic.gc.ca»; Sanan.Sunil <Suni Sanan@cic.ec.ca>; Pearson.Ryan <Ryan.Pearson@cic.egc.ca>} 
@international.ec.ca: c.ca; @internationalgc.ca; Jean- 


| @international.ec.ca 
Subject: RE: Nov 6 Chinook Call Agenda 


Hi all, 


| may need to leave at 4 pm today, so also including a written update below. 
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Cheers s.17 

s.19(1) 
From: Daponte, Andie -ABDBI -IM 
Sent: November-06-18 8:15 AM 
To: 'Campbell.Malcolm'; Jacobs.Oscar; Catana.Lisa; ANKRA -IM; Clack, Trevor -CICHQ; 
Clack.Trevor; Sanan.Sunil; Pearson.Ryan; -ROME -IM; -MXICOA - 


IM; -HOCHI -IM 
Subject: RE: Nov 6 Chinook Call Agenda 


Hi Malcolm 


| will try to join the call today but the time change with Ottawa now places it at 5pm, which is squarely 


i've provided some updates below just in case | cannot join 


From: Campbell.Malcolm [maiteo:Maicoim.Campbel @cic.gc.ca | 
Sent: November-05-18 10:22 PM 


To: Jacobs.Oscar; Catana.Lisa; Daponte, Andie -ABDBI -IM; . -IM; Clack, Trevor -CICHQ; 
Clack.Trevor; Sanan.Sunil; Pearson.Ryan; -PARIS -IM; -ROME -IM; -MXICOA - 
IM; HOCHI -IM 


Subject: Nov 6 Chinook Call Agenda 


Chinook Call Agenda: 


e Message from Oscar 
e Mod 4 update from the Mod 4 team. 


SMB: Wi th Eu | E tested using on Si ignet. Wi ith some very ¿mall Nesle it appears to work 
f ine, Next steps are e to figure out how to put together a phase 1 approach. The goal is to use 
` For this we need templates, sufficient data from SIMB, and a way 
to use Mod 1 file list manually to select applications. Phase 2 is envisaged as sending the 
Mod 1. So, still some business requirements work to be done, but not a huge hill to climb. 


e Coding update from Malcolm and Sunil. 
e No further abu M" on oe 1 uL 3c Needs to get the rest coded. 


Agreed. 
e Goal to have eue to show for Mod 5 at Die E nan RAO conference and Mod 2 ready for UAT in 
one am v ; f sample rules | T 


CRETE 


o IN coder still pending clearance to send letter of offer. 
O n Manila on 50% time on Mod 2. 
o 2 coders in Abu started Tuesday October 30^. 
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until December 3. Working on Mod 2 


2 M. E 


" until February 11. Working on Mod 5 
e Training in December to FSDPs. Agreed to train for next SOAT course as well. | 


SMB: All TDs passing through Ankara are being trained on Mods 1 and 3. They are coming through in a continuous 
stream and we were pleased to get our first 'already trained" TD (on Mod 3) this week. s.17 
e Mod 5 meeting with IRG: Malcolm and Lisa 
e Chinook Area Experts now confirmed by ADs: 
o Will consolidate training asks and share. 
o Mod 1 and 3 webinar to Area Experts? SMB: I’m happy to do a webinar on Mod 1 when required. 
o List of 'asks' for Mods 1 and 3 for future discussion and possible implementation after 6 module tool 


Malcolm Campbell 

Strategic Planning and Delivery | Planification stratégique et exécution 

International Network | Réseau international 

Immigration, Refugees and Citizenship Canada | Immigration, Réfugiés et Citoyenneté Canada 
Government of Canada | Gouvernement du Canada 


maicolm.campbell@cic.gc.ca 
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Hickey.Donna 

From: Campbell.Malcolm 

Sent: December 11, 2018 10:26 AM 

To: Jacobs.Oscar; 

@international.gc.ca’; 
@international.gc.ca’; 
@international.gc.ca; 

| @international.gc.ca'; Daponte.Andie; 
Catana.Lisa; Pearson.Ryan; Clack.Trevor; 
Trevor.Clack@international.gc.ca; Sanan.Sunil; 
Campbell.Malcolm 

Subject: Dec 11 Chinook Call Summary 


Hi everyone, please see below for a summary of the call today and next steps. 
December 11 Summary: 
Release Schedule: 


e The first release message was appreciated. We'll continue like that going forward. See Appendix 1 for details. 
Mod 1: 


e Sunil went over the data changes for the. versions. 

e Users should have to amend the country lists but other amendments should be minimal. 
Mod 2: 

E provided an update from the Mod 2 call last month and recent propositions 


e Sunil indicates those propositions would take about 2 to 3 week up front coding and provided. (in an email 
yesterday) what propositions are included now, could be included in a Version 1 and what could be in Version 2. 
Mod 3: 
e Feedback from new release has been positive. 
e One bug identified regarding SP refusal grounds. 
e Clarification on the purpose of enabling/disabling some of the columns discussed. 


Mod 4: 
e Mod 4team will put together business requirements for January as a coding resources not available until then. 
e Remaining coding work with about 1 week. 

Mod 5: 
e Coding has begun by Trevor, and with goal to have a demo version ready for the January 21 RAO 


Conference being held in Otttawa. 

e Meetings with IRG: Lisa provided some input on the meetings held to date on governance, validating rules, and 
monitoring of rules. Until IRG has a stronger grasp and are ready to take on those functions, they will remain 
with Lisa as the IN RAO Coordinator in the short-term. 

Mod 6: 
e Updated Business reqs submitted by 
e Likely to begin coding after Mods 2, 4 and 5. 
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Other NHQ: 

e Dynamic WebForm team will want everybody to use the for that purpose once the new 
webforms are ready (tentatively October 2019). They will create a ' specifically for 
Chinook with the same parameters the currently has. 

Inter-network Chinook Use: 
e | provided an explanation of how the team is using Mods 3 and 4 by sending Action Lists to 


CN to enter refusal notes and generate refusal letters. Has noticed a 20-2596 increase in officer production. 


Next Steps: 
e Everyone: respond with any comments to. Mod 2 propositions (sent last week) by Thursday. 
e to respond to Sunil on the Mod 2 propositions by Thursday COB December 13. 
e Trevor working on fixing the Mod 3 
e Everyone: send troubleshooting tips and tricks from the field to Malcolm. i.e. changes to Windows 10, ~ 


Mod 3, etc. 
® to provide Trevor with additional info using Chinook on Windows 10 from India. 
e Malcolm to follow up with the dynamic web form group for more details on their proposed Chinook 


instead of the l.e. character limit, name. 
e Andie: Share the Module 6 data pull reqs with Malcolm (not urgent) 


Absent: Oscar, 


Appendix 1: Release Schedule 
When a new version of a Chinook module or Data is ready for general release: 
a. Chinook Area Experts are notified three days in advance of the release. 
b. Chinook Area Experts notify missions that a new release is coming, and on what date. 
c. The new module or data is released on the agreed date by updating the relevant files in GCDOCS. 
d. Chinook Area Experts are notified that the versions have been updated. 
e. Chinook Area Experts notify missions to update their versions of Chinook from GCDOCS. 


Appendix 2: Our Current Coding Resources: 


e in Abu Dhabi until February 11 
e in Aub Dhabi until March 20. 
e in Manila at 5096 time 


e Trevor for varying %ages of the time 
e We will have an IN coder starting January 7* for a 90 day contract. 


*The Appendix 3 list below is not meant to capture everything we are doing, as I’m sure I’ve missed some things, but 
wanted to put in general what we are doing for clarity with your managers if required. 


Appendix 3: General Reminder on our Roles and Responsibilities 


e Mod Leads (Accountable): X Andie, Lisa 
o Accountable for business requirements sent to the coding supervisors and to discuss development 
priorities. 


o Answer their questions and those of the coders on business content. 
o Engage the larger group on changes in direction/scope regarding your mod from the May incubator. 
o Coordinate UAT with the coding supervisors. 
e Mod Team Members (Responsible): 
o Work together on the business requirements of your respective module. 
e Coding Supervisors: 
o Worked with the business experts on initial module scope and direction. 
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o Prepare work packages for the coders based on the business reqs from the mod leads and develop the 
priorities along with the mod leads. Seek clarification from the mod leads as required. 

o Track progress s.16(2)(c) 

o Feedback to the coders. s.17 


e HQ Managers: Oscar & Malcolm 


O 


O O O O © 


Engaged SIMB before the January incubator for us to start building Chinook with | 

Ensure NHQ buy-in and support remains at the right level with other branches. (SIMB, IRG, IPG, OPP) 
Ensure the mod leads provide the support needed to the coding supervisors and vice versa. 

Secure coders (from the May incubator. CN provided coders from the January incubator) 

Set up the Chinook Area Expert informal network 

Coordinate training requests and plans from the Chinook Area Experts. 


Malcolm Campbell 

Senior Analyst | Analyste principal 

Strategic Planning and Delivery | Planification stratégique et exécution 

International Network | Réseau international 

Immigration, Refugees and Citizenship Canada | Immigration, Réfugiés et Citoyenneté Canada 
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maicolm.campbell@cic.gc.ca 
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Hickey.Donna 

From: Campbell.Malcolm 

Sent: February 22, 2018 11:55 AM 

To: Pearson.Ryan; 

@international.gc.ca; 
Lisa.Catana@international.gc.ca; Daponte.Andie; 
Sanan.Sunil; Clack.Trevor; 
@international.gc.ca; Jean- 
@international.gc.ca; 

Campbell.Malcolm 

Cc: Jacobs.Oscar 

Subject: Summary and Next Steps Innovation Incubator 


Follow Up Flag: 
Flag Status: 


Innovation Incubator Feb 22 Teleconference 


Call Summary: 


Teleconference Feb 22 


Follow up 
Completed 


e The group discussed and confirmed the following: 

o Project scope which is having a new tool with and | functionality. 

o Demand for the new tool is high and peak season is starting, but missions are to continue using 
whichever tool they are currently using. Previously used tools will no longer be introduced and spread 
to missions. There is a risk that project goals get derailed, effort is duplicated working in silos, and 
introducing new and/or merged tools in the short-term could result in change management challenges. 

o Important to have a single lead on the coding side. CN has yet to have their meeting but Trevor has 
provisionally agreed to be the lead. 

o Project management will remain with IN-RIC. 


e Module work: 


o 1: Sunil + 2 coders are on schedule for early April UA testing. is the business contact for the 


coders. 


and Ryan continue to review. 


o 2:. andLisa are testing some mock ups. Coding from Module 3 could be used for this module which 
would speed up the development. 
o 3: Trevor + 2 coders are on schedule for early April UA testing. Lisa is the business contact for coders. 


are all providing input. 


o 4: No work currently being done. 


o 5: Andie testing some data. 


e Other: 
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o The business requirements were identified as a potential bottleneck point for coding. Currently, the two 
module business reqs were put together by volunteers Mod 1 and ~ and Lisa Mod 3) in 
their spare time. Going forward, mission managers may have to set aside specific time for participants 
to prioritize the business requirements. 
o Tool branding to be set aside for another discussion. 
o Focus is on getting Modules 1 and 3 ready for the new tool, however, we also need to start thinking 
about the user acceptance testing plan for offices and funding if travel required. 


Next Steps and tasking: 
e Malcolm will put Trevor in contact with Manila AD Liz Snow to discuss additional coding options for Module 3. 
e Sunil and Trevor will update their coding progress here on a daily and every second day basis respectively: 
O  //eccdocs? ciec.cafotcs/es.exertuncaliSobiaction=overviewéoblid=190324539 | 
e Business Requirements: 
o Module 1 reqs sent to SIMB for review. SIMB should have a response by Feb 23 COB. Malcolm will 
follow up. 
o Module 3 reqs are being worked on by Lisa. 
o Sunil to send everybody an example of past business reqs for reference. 
e Malcolm to set up weekly call with participants and SIMB, OPP and IPG on Mondays from 7:30 to 8:30 AM. 
e Malcolm to send regular updates to CN, DN and IN directors on the project. Will start next week on a bi-weekly 
basis. 


Attendees: Ryan Pearson, Sunil Sanan, Trevor Clack, Lisa Catana, Andie 
Daponte, Malcolm Campbell 


Hopefully | didn’t miss anything and thanks, as always, for your participation given the odd working hours for some of 
us. 


Cheers 
MC 


Malcolm Campbell 

Senior Analyst | Analyste principal 

Strategic Planning and Delivery | Planification stratégique et exécution 

International Network | Réseau international 

Immigration, Refugees and Citizenship Canada | Immigration, Réfugiés et Citoyenneté Canada 
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Hickey.Donna 
From: Campbell.Malcolm 
Sent: March 5, 2018 10:12 AM 
To: Trottier.Sarah; Strong.Alexandre; Pittana.Benjamin; 
Daponte.Andie; 
Lisa.Catana Qinternational.gc.ca'; 
@international.gc.ca; Sanan.Sunil; 
Clack.Trevor; 
@international.gc.ca; 
@international.gc.ca'; Pearson.Ryan; 
Campbell. Malcolm 
Subject: Summary of March 4 Teleconference: London 
Incubator 
Attachments: MOD 3 - Update and Data Definitions 
Hi all, 


Please see a summary and next steps from today's call. Trying to facilitate discussion and take notes at the same time so 
hopefully I hit on all the keys points. 


1. Update on Business Requirements for 
e Module 1 —Sarah advised by email that SIMB are still working on the extract and will have 
something early next week. 
e Module 3 — Lisa sent out a message last week to participants for comment on ¢ 
Participant comment is requested in the next 24 hours. Afterwards, the 
business requirements will be sent to SIMB for review and vetting of data. 
2. Update on Coding 
e Module 1 — Coding remains on schedule to be completed in early April. 
o Coding will begin on the group distribution testing this week. 
o Sunil's team reached two milestones last week: 
" Triaged 23K files in under 4 minutes 
" Rules and criteria had a response time of 0.53 seconds 
e Module 3 — Trevor has 2 additional coders from Manila and 1 from Ankara. He is training them and 
getting them up to speed as quickly as possible. Due to this extra time training, Module 3 may be 
behind the projected schedule, however Trevor is not concerned at this point. The project is still in a 
good position and some of the coding will have to be done after SIMB vets the Module 3 business 
reqs that have not been finalized yet. 
e lf coders run into errors, they are to document and advise Trevor immediately. 
3. Other: 
e Discussed and came to an agreement on the basic User Acceptance Testing strategy. Basic UAT 
will occur at the participant missions | 
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s.17 
s.21(1)(a) Andie has 
travel to Riyadh and Warsaw scheduled. 
e advised that his presentation on the tool was well received at the MPM meetings in 
Bucharest. 
e Malcolm advised that he has been asked to present the tool at the AD meetings in Ottawa in 
April. 


e Trevor advised he can be contacted via MITNET now with the number in his email signature. 
4. Next Steps: 
e Malcolm to send update to ADs and CN, DN managers 
e Participants to make comments on Lisa’s Mod 3 definitions in the next 24 hours. (email attached) 
e Lisa to send Mod 3 business requirements to SIMB for review and vetting of risk data. 
e Malcolm to follow up with SIMB on Thursday about Mod 1 if nothing received. 
e Participants to share April travel plans with Malcolm for possible inclusion in basic user acceptance 


testing. 
Attendees: Alex Strong — OPP, Ryan Pearson — DN, Trevor Clack — CN, Sunil Sanan — CN, — Paris, Lisa Catana — 
London, - Ankara, — Manila, Andie Daponte — Abu Dhabi, Malcolm Campbell — IN 
Missing: Sarah Trottier — SIMB, Benjamin Pittana — IPG, - Manila. 


Malcolm Campbell 

Senior Analyst | Analyste principal 

Strategic Planning and Delivery | Planification stratégique et exécution 

International Network | Réseau international 

Immigration, Refugees and Citizenship Canada | Immigration, Réfugiés et Citoyenneté Canada 
Government of Canada | Gouvernement du Canada 


maicolm.campbell@cic.gc.ca 
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Hickey.Donna 

From: Campbell.Malcolm 

Sent: December 18, 2019 1:22 PM 

To: Ngu.Alexander; Brunet.Philippe 

Subject: FW: Business Request - Demande d'Affaires: Add 


privacy sentence to WP application forms IMM1295 
and 5710 (2019-09-26 11:27) 


Hi Alex, Philippe, 
Not sure if you have this one on the tracker. It's related to Chinook and the Privacy Action Plan. 
Please add if not already there. 


Thanks 
Malcolm 


From: IRCC.DoNotReply-NePasRepondre.IRCC@cic.gc.ca [mailto:IRCC.DoNotReply-NePasRepondre.IRCC@cic.gc.ca] 
Sent: September 26, 2019 11:27 AM 

To: IM-IT-Request-Demande-GI-TI ; Campbell.Malcolm ; Manhas.Davinder 

Cc: Vezina.Alain ; Kemp.Heather 

Subject: Business Request - Demande d'Affaires: Add privacy sentence to WP application forms IMM1295 and 5710 
(2019-09-26 11:27) 


(Le francais suit) 


Your request has been registered under Intake Request #514354 and assigned to the appropriate lead 
who will reach out to you directly for further information. 


Please retain the ticket number and use it in all future correspondence. 


Thanks, 
Intake Team 


Family name 
Manhas 

Given name 
Davinder 

Email address 
Davincer.Vanhnas@c! 
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RIC 


Type of request 
Change request for GCMS, eServices or GCS 


e of request 
Add privacy sentence to WP application forms IMM1295 and 5710 
Please identify the problem you are currently facing 


The TRV (IMM5257) and SP (IMM1294) have a privacy sentence on the application but the WP 
(IMM1295 & 5710) do not. The sentence was specifically added for ». which is why it 
wasn't added for WPs at the same time. Now that we are going through our Chinook Privacy Risk 
Assessment action plan, ATIP are recommending that sentence be added to the WP form as well. 
The Workers team in TRPD agrees to add those lines to the Privacy statement on the IMM 1295 
and the IMM 5710 APPIA POM in and outside of Canada). 


Please describe what you are try 


Add this sentence to the Work Permit forms, IMM1295 and IMM 5710: "The personal information 
collected on an application and other information collected in support of an application, may be 
used for | - to support processing of applications and decision making, including 
your application. Personal information, including from 


Business D 
2019- 10- 01 


|] V i Malesia 
ail address 


IRCC 
Branch 
_ International Network 


RIC 
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Votre demande a été enregistrée sous le #514354 et elle a été assignée à l'équipe responsable qui vous 
contactera sous peu pour plus d'information. 


: : Jus s.21(1)(a 
Veuillez conserver votre numéro de demande et l'utiliser pour correspondre avec nous. bi 


L'équipe de réception 


Nom de famille 
Manhas 


Davinder 
Adresse de courriel 
Davinder. Manhas(@cic.ac. 


de demande 
Change request for GCMS, eServices or GCS 
Titre de la demande 
Add privacy sentence to WP i ead forms IMM1295 and 5710 
Svp indiquer la nature de votre problem 
The TRV (IMM5257) and SP (IMM 


Type 


M1294) have a privacy sentence on the application but the WP 
(IMM1295 & 5710) do not. The sentence was specifically added for which is why it 
wasn't added for WPs at the same time. Now that we are going through our Chinook Privacy Risk 
Assessment action plan, ATIP are recommending that sentence be added to the WP form as well. 
The Workers team in TRPD agrees to add those lines to the Privacy statement on the IMM 1295 
and the IMM 5710 applications (both in and outside of Canada). 

Veuillez svp décrire le résultat escomp 
Add this sentence to the Work Permit forms, IMM1295 and IMM 5710: "The personal information 
collected on an application and other information collected in support of an application, may be 
used for - to support processing of applications and decision making, including 
your application. Personal information, including from 


heit 
SVP fournir une breve justification de votre date de mise en oeuvre 
As soon as it could get done. 
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m de fa 11 ille 
Campbell 


Adresse de courriel 
Malcolm.Campbell(2cic.gc.ca 


Adresses de courriel à ajouter en cc: (séparées par des vir: 


gules) 


alain.vezina@cic. 
Ministère 
IRCC 


Générale 


RIC 
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Accountability | 


Accountability | 


Identifying 


Accountability purpose 


| Risk Description 


There isa 

in Module 3's 
Section is inaccurate, ineffective and 
unnecessary in the processing of TR 
applications. 


There is a risk that Chinook is not a 
temporary tool and that it will be a 
long-term solution to assist in the 
processing of TR applications. 
Moreover, it could be expanded to 
process other IRCC applications. 


There is a risk that Chinook 
continues to operate without a 
formal governance structure which 
could negatively impact necessary 
privacy protections. 


Chinook PRA Action Plan 6/30/20 


À Collection 


Limiting Limiting Use, 


Retention 
| Recommendation 


Recommended that IRCC validate 
the necessity and effectiveness of 
the such that it 
supports the continued presentation 
of the criteria in Module 3. 


It is recommended that IRCC 
consider this risk and ensure 
contingency plans are in place to 
ensure proper privacy protections 
are in place if Chinook becomes a 
long-term solution or is expanded to 
other application types. 


Recommended that IRCC develop a 
formal governance structure to 
support the development, 
management, and necessary privacy 
protections related to Chinook in five 
areas 

in Module 3, 
Module 5 1 ; 
procedures, training, and awareness 


Disclosure, and 
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Chinook Privacy Risk Analysis Action Plan 


s.16(2)(c) 


s.21(1)(b) 


Individual 
Access 


Mitigation 


We are removing the 
that include the ~ 
from Module 3. 


Change scheduled for release in July 
2020. 


Chinook 2.0 is a funded IRCC project 
with Projects Branch leading. 
Privacy protections and IT Security 
will be up to IRCC standards for the 
enterprise solution. 

We are not expanding Chinook 1.0 to 
other applications types. 


There is a draft governance structure 
in place for Chinook 1.0 


IN is working with IRM on 
governance for the Module 5 

Latest meeting June 
29, 2020. 


A3244685 30-000030 


Immigration, Refugees Immigration, Réfugiés 


Citoyenneté Canada 


L'information divulguée en vertu de la loi sur l'accés à l'information 


Chinook Privacy Risk Analysis Action Plan 


aum s.21(1)(b) 
Individual 
Access 


s.16(2)(c) 


Limiting Use, 
Disclosure, and 
Retention 


Limiting 
, Collection 


Identifying 


Accountability NS = : Purpose 


| Recommendation 


| Risk Description 


Mitigation 


There is a risk that Chinook's use of | e It is recommended that IRCC | | in module 3 is being 
Module 5 and the - determine if the use of Module 3 | removed from Chinook. 
section of Module 3 is inconsistent and Module 5 | : | 
with TBS's Directive on Automated | and Module5 |. IN and CN have reviewed the TBS 
Decision Making. - | utilize analytics in a manner | directive on Automated Decision 
| wherein the TBS Directive on - Making and agree that it does not 
Automated Decision Making applies. ph. apply. 


Accountability | 


GCMS Change Request #514354 
approved and awaiting for 
implementation. 


There is a risk that are 
being processed in absence of proper 
notice to the applicant that prior 

is used for "^ and 
 . | purposes and that such data 


may be used to support the processing 
of the individual's application. 


Recommended that IRCC modify 
the Privacy Notice Statement (PNS) 
on Form IMM 1295 (paper and e- 
application) such that it contains 
the same paragraph which is found 
in the PNS on the TRV and SP 
application forms. 


Purpose 


It was submitted September 26, 
2019 and is pending TDSS 
implementation. 


Identifying : 


There is a risk that access tothe GC |. Recommended that IRCC restrict || Since January 2020, Chinook 

Docs folder where IT Operations staff | | access to the EDW extracts to the | were moved to a 

upload daily Enterprise Data | | least number of staff as possible. : - | 

Warehouse (EDW) extracts allows | - Furthermore, it is recommended o | The access is granted 


Limiting | 
Collection 


more access than is | | that once EDW data is extracted and | - by EDW after receiving a list of 
necessary/justified. i stored in the folder for consumption : - names from IN Chinook team. 
Li by IN offices, the data files cannot be mL The list of access names will be 
modified. wae reviewed bi-annually. 
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Limiting Use, | 
Disclosure, and 


Limiting Use, | 


Disclosure, and 


Limiting Use, | 
Disclosure, and 


Retention Retention 


Retention 


Identifying 
Purpose 


Accountability 


| Risk Description 


There is a risk that Chinook is a 
System of Record (SOR) and the daily 
purging of data files is inconsistent 
with the retention practices of TR 
application data. 


There is a risk that Chinook Experts, 
who are responsible for purging EDW 
extracts on a daily basis, are not 
doing so. 


There is a risk that there are multiple 
copies of Chinook being stored by 
Officers/Managers in email accounts 
and local drives. 


Chinook PRA Action Plan 6/30/20 


À Collection 


Limiting Use, 


Limiting 


Retention 


| Recommendation 


Recommended that IRCC consult 
with the Department's Information 
Management (IM) SMEs to 
determine if Chinook is transitory 
information or if it is a SOR. 


Notwithstanding the outcome of 
Risk #7, it is recommended that 
IN's awareness material remind 
Chinook Experts that their 


should contain only one version of a 


each EDW data extract. 


It is recommended that Chinook 
procedures and awareness are 
issued to staff regarding the 
creation, retention, and destruction 
of Chinook versions. 
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Individual 
Access 


Mitigation 


IN met with Info Management on 
June 22, 2020. Their email of June 26 
indicated the consensus at that time 
was that the Mod 3 worksheets are 
transitory. 


A message to replace the EDW 
extracts each day has been shared 
with Area Experts. 

This will be included in User Manuals 
as well. 


A message to delete Excel 
spreadsheets has been shard with 
Area Experts on monthly 
teleconferences. This will also 
include be included in the Module 
3+4 User Manual currently in 
development by CN. Mod 3 
disclaimer now reminds officers to 
delete spreadsheets on a daily basis 
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Limiting Use, 
Disclosure, and 
Retention 


Identifying 


1 Limiting 
b Purpose 


1 Individual 
&& Collection 


Access 


Accountability Safeguarding 


| Risk Description 


Recommendation 


Mitigation 


There is a risk that Module 5 ~ | : f It is recommended that IN interface | | IN has received guidance from 
| | | e with the IRCC DSO and determine | 0 Admissibility Branch and IPG Branch 
in accordance with Protected/ 0 th iate inf t uu | on the classification of information 
Classified information requirements | end cb iD CL bebe T received from The 
of IRCC and the Government of || designation for the Module 5 E classification is the responsibility of 
Canada. | E the receiving RAO. IN has instructed 

> a || RAOs that information submitted to 

MM Chinook must have a maximum 
: of the Module 5 De peo ido e 


Les 


There is a risk that Chinook | | Recommended the following portion | | We are removing the 


information will not be released to | of the Module 3 disclaimer is | columns from Module 3 therefore, 
an individual or requester duetothe | a de | 
Module 3 ich not | reviewed and approved by ATIP: E the disclaimer is not required. 


been reviewed/approved by IRCC | | We are replacing it with info to 
ATIP. || E reinforce etc. 
a a Due July 2020. 


Individual 


Note that there were no risks identified with the following principles: Consent, Openness, and Compliance. 
No risks were identified regarding Accuracy that have not already been identified in another risk; for example, see Risk #1. 


For more detail, please see: http//gcdocs2.c.ec.ca/otcs/cs.exe?tunczli&obiactionzoverview&obiid-z242026475 


PROBABILITY x IMPACT = RISK 


High 
Élevée 


T PROBABILITÉ x INCIDENCE - NIVEAU D 

z = High risk: May require Minister or Deputy Minister involvement 
2 Be 4d = = Risque élevé : Peut exiger l'intervention du ministre ou du Sous- 
is x un Ministre 

coU c mm | 

ak "s 3 M = Medium risk: May require involvement at Assistant Deputy 

E E finister (ADM) level 

U # = Risque modéré : Peut exiger l'intervention au niveau de Sous- 
«i 

a " linistre Adjoint (SMA) 

2 Es 

x ep OS z Low risk: Managed by routine procedures, or may require 


nvolvement of Director General (DG 


= Risque faible : Risque géré dans fe cadre des procedures 
Unlikely Possible Likely sueles, ou peut exiger l'intervention du Directeur/Directrice Générale 
| ig DGj 
improbable Probable 
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1. OVERVIEW 


This Privacy Risk Assessment (PRA) has been developed to assess the privacy risks associated with the 
use of Chinook; a tool assisting IRCC staff in the processing of temporary residence (TR)! visa 
applications and actioning decisions in the Global Case Management System (GCMS). 


Section 6.3.1 of Treasury Board Secretariat's (TBS's) Directive on Privacy Impact Assessment, in part, 
requires a Privacy Impact Assessment (PIA) to be authored and submitted to the Office of the Privacy 
Commissioner (OPC) when a program or activity involving personal information undergoes 'substantial 
modification.’ In consultation with IRCC's Access to Information and Privacy (ATIP) Division, IRCC has 
determined that the use of Chinook to support the processing of TR applications is not a substantial 
modification to the existing TR application processing and, therefore, a PIA is not required. However, 
IRCC desires a PRA on Chinook and staff's use of the tool to ensure appropriate safeguards are in place. 


This document is not a PIA nor is it intended to be submitted for review and recommendation to the 
Office of the Privacy Commissioner (OPC). It is intended for internal consideration only and written in 
accordance with the scope section of this report; see Section 1.4. 


1.1 Description and Development of Chinook 


Over the last approximately five (5) years, IRCC has been experiencing significant increases in the 
volume of TR applications. In parallel, overseas offices have been experience processing and 
connectivity issues with GCMS. First, for some offices, the Canadian mission's connection to GCMS (via 
Citrix) is slow or unavailable, or GCMS is otherwise not responding quickly. Second, updates to GCMS 
are performed by National Headquarters (NHQ) during business hours of some overseas offices. While 
not a daily occurrence, when GCMS maintenance is performed it removes an office's ability to process 
any applications for several hours. Regardless of what time NHQ decides to perform maintenance, 
multiple overseas offices are impacted. Third, the manner in which data is searched for and presented 
to users in GCMS can be time consuming — the data required for consideration in approving or refusing a 
TR application is not always presented in GCMS in an efficient and effective manner. 


Considering the pressure IRCC has in processing TR applications, some overseas offices have developed 
workarounds for these issues. For example, Smartbook was a MS Excel solution developed in 
collaboration between offices in Abu Dhabi, Ankara, and London. Hiraya, a similar tool, was developed 
by the IRCC office in Manilla. Both tools utilized data from Answers, GCMS's reporting tool, to populate 
MS Excel spreadsheets to assist officers in considering details of an application and reaching a decision. 
Once decisions were made, GCMS's bulk approval/refusal process was used in conjunction with these 
home-grown applications to enable offices to close off/action applications more efficiently. It typically 
entailed a manual process of copying and pasting GCMS Application Numbers into GCMS. 


! For the purposes of this PRA, a TR application is considered an application to visit Canada, as well as permits to 
study or work. 
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Smartbook and Hiraya represent the most sophisticated tools developed by overseas offices to assist in 
processing TR applications. Smartbook was used in London, Ankara, Abu Dhabi, and several other 
Offices for approximately one-year spanning 2017 and 2018. Hiraya was used in Manila and several 
surrounding offices in Southeast Asia for less than 12 months in 2017. The data retention of Answers 
reports and Excel spreadsheets created as part of those two solutions have likely been purged, but it has 
not been verified from all users of Smartbook and Hiraya. 


Other offices are known to have used far less advanced solutions which followed the same model — 
assess applications outside of GCMS faster and subsequently access GCMS to record the TR decision. 


With multiple, and sometimes similar, processing tools being developed across the networks, subject 
matter experts (SMEs) from the International Network (IN), Centralized Network (CN), and Domestic 
Network (DN) met in January 2018 and again in May 2018 to plan/design a global processing tool that 
could be used across all networks for TR applications. The aim of the meetings was to consolidate and 
hone existing concepts and to create a universal tool that uses GCMS data and presents it in a way that 
allows the user to select multiple cases outside GCMS for bulk processing while realizing considerable 
processing efficiency gain. Buy-in for the project was secured from Solutions and Information 
Management Branch (SIMB), Operations Planning and Performance (OPP), and Immigration Program 
Guidance (IPG). In preparation for the January 2018 SME meeting in London, the following 'Guiding 
Principles" were developed to ensure bias was not the driver for tool choice, thereby ensuring the best 
solution was selected. 


Provide ease of use for users, including an intuitive interface; 


2. Rely on repairable technology (i.e.: low tech so that no specialized technical knowledge is 
required if repairs and adjustments are needed); 

3. Applicable to e-applications and paper applications; 

4. Use global, not office- or caseload-specific, data sets to provide context and risk dimensions; 

5. Can be universally applied (for use by IN, CN, an DN); 

6. Incorporate articulated risk factors in a statistically significant way; 

7. Are scalable for use in large or small offices with a range of diverse or homogenous caseloads; 

8. Compatible with other external data/toolsets (i.e. 12); and 

9. Increase the quantity and quality of TR decision-making across the networks in a consistent 


manner. 


Ultimately, the result of these meetings was the development of a tool called Chinook. While different, 
it is most aligned with the Smartbook tool. Development of Chinook was organized into modules with 
each module adding a different layer of functionality to the tool. Initially, the modules were prioritized 
and modules 1 (File Management), 3 (Decision-Maker) and 4 (Post Decision) were planned and 
developed in 2018. The coding, testing and deployment of the remaining modules have either been 
completed or are planned for deployment in fiscal year (FY) 2019-20. Section 2.4 of this PRA provides a 
more detailed description of the deployment schedule and users for all six (6) modules. 
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1.2 Project Peacock 


In December 2018, Project Peacock mandated the use of Chinook at the Delhi Office by a team of 20 
experienced Visa Officers. The intent of the project was to process all pending VAC TR applications in 
the Delhi inventory. Over the course of four weeks, Chinook was used in the following manner: 


e  Decisions-makers reviewed application details in Module 3 and used Module 4 to generate 
refusal notes and refusal grounds. 


e Decision makers recorded final decisions in GCMS but did not enter notes, grounds for refusal, 
or generate letters in GCMS. 

e The Chinook Action Lists from Module 4 (for refusals) were compiled into a master spreadsheet 
and sent to CN/Operations Support Centre (OSC) on daily basis. 

e |n GCMS, CN/OSC copies and pastes the refusal notes, generated refusal grounds, and 
generated the refusal letters in the appropriate print queue 


By having CN perform the GCMS activities, the Peacock team of officers were able to process 17% more 
decisions during their temporary duty assignment. Over the course of the four weeks, the team of 20 
officers, with OSC's support, completed approximately 42,000 TR applications. 


1.3 Future of Chinook 


The current plan for Chinook is to finalize the development and deployment of all Chinook modules to 
all regions of IN and CN. In parallel to Chinook deployment, IT Operations (a branch within 
Transformation and Digital Solutions Sector — TDSS) is tasked with developing GCMS functionality which 
provides the features of Chinook or building the Chinook functionality in an IT Operations maintained 
and supported tool with an ultimate goal of decommissioning Chinook within five years. 


1.4 Scope of this PRA 


The scope of this PRA is to assess the privacy risks associated with Chinook (modules 1 to 6), as well as 
the uses of the tool. As such, this PRA scope includes a description and analysis of the following: 


. Data stored in Chinook, including the origin of that data 
2. GCMS data extracts performed by EDW staff to support the use of Chinook by IRCC regions 
3. Identification of any new data in Chinook 
a. Specific focus on Module 3's Historical Data section 
b. Specific focus on Module 5 and the presentation of Module 5 risk flags in Module 3 
User roles/access to Chinook 
5. Safeguarding, retention and disposal of Chinook data extracts and decisions recorded in Chinook 


Conversely, the following is out of scope for this PRA: 


1. Adetailed description and analysis of the TR application process. 
2. Safeguards, user roles, and accessibility of information in GCMS and the EDW 
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3. Integrity/Investigative activities of IRCC regarding TR applications, including any immigration 
enforcement activities. 

4. Chinook Toolbox: this module provides users with tools which does not utilize any of the EDW 
data extracts from GCMS. It provides links to the /mmigration and Refugee Protection Act 
(IRPA), the Criminal Code of Canada, currency converter, and other similar tools. No personal 
information is stored/used in the Toolbox, therefore, no privacy analysis is required. 
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s.16(2)(c) 
2. CHINOOK ADMINISTRATION 
This section provides an overview of various administrative functions related to Chinook, including 
governance, user roles, training, and GCMS data extracts. 


2.1 Roles and Responsibilities 


The following groups/divisions within IRCC have responsibilities in the development, maintenance, and 
use of Chinook. 


1. IN: SMEs on the processing of TR applications in GCMS. Every office in the IN maintains a 
Chinook Expert, who are the SMEs on Chinook for that office/region. The Chinook Experts, or 
their designees, are responsible for downloading EDW data extracts daily, provide training and 
leadership on the use of Chinook, and act as a liaison to IN NHQ regarding Chinook. 


IN at NHQ also maintains several key resources in the maintenance and training of Chinook. 
Furthermore, the Risk Assessment Officer Coordinator (RAOC), who approves all Module 
ind Module 5's s part of IN NHQ. 


2. CN: isresponsible for the IT development of Chinook. 


3. DN: the DN is less involved in the use of Chinook, as well as the development of the tool. DN 
does not process TR applications so, at this time, there is one DN Chinook Expert who is the DN 
liaison to the Chinook project; however, there are no DN Chinook users. 


4. Transformation and Digital Solutions Sector (TDSS)/Information Technology (IT) Operations: IT 


Operations maintains a dedicated team to the department's Enterprise Data Warehouse (EDW). 
Daily, one person is responsible for extracting the data files necessary for Chinook to be used 
across the globe. Also, TDSS is responsible for integration of Chinook into GCMS. 


5. Integrity Risk Management (IRM): provides IN with assistance on the development of a Module 
5 governance structure. 


2.2 Governance 


In the formulation of Chinook, there was no formal governance structure regarding approvals and 
decisions. As reflected throughout this PRA, some decisions and parts of Chinook were approved 
informally. Additionally, certain aspects of Chinook are migrating to a more established governance 
framework with robust procedures to reflect approvals and activities. 


2.3 Chinook Training 


IRCC has established a list of Chinook Experts within the NHQ area of Ottawa as well as throughout the 
IN. Those persons who have been identified as Chinook Experts are expected to receive training on 
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those modules which have not been released and pass on that training to staff within their office. 
Moreover, they are the first point of contact within their region related to reports and troubleshooting s.16(2)(c) 
of any Chinook-related issues. 


When an office deploys Chinook and new modules of the tool, the following training sessions are 
delivered by Chinook Experts in NHQ or in the local office by Chinook Experts: 


Familiarization 

Engagement 

Functional training 

Distribution of SOPs and User Guides 
Virtual implementation 

Pre-launch set up and adjustments 


PU UO ducas AE 


Go Live 
Additionally, there is support after Go-Live as well as troubleshooting and resolution provided by NHQ. 


To date, there have been approximately 15 Chinook training sessions provided by Chinook experts in 
various offices within the IN. 


2.4 Current Users (July 2019) 


The following provides a summary of Chinook users; currently as well as planned. 


Table 1: Chinook Users 
Module Number and Name Description of Users and Plan 


Module 1: File Management Approximately 1/3 of 53 TR processing offices (including CPC-O) use this 
Module 2: Pre-Assessment No users as of July 2019; deployment schedule is to go live with this 


Module 3: Decision-Maker and Except the U.S. Network, all 53 TR processing offices and the CPC-O use 


Module 4: Post Decision these two modules. Note these two modules are used in conjunction with 
each other. Module 3 brings the application data, and 
Module5 into one MS Excel spreadsheet, while Module 4 supports 
the decision and recording of those decisions in GCMS. 
Module 5: Indicator Management | Available for all offices (including the U.S. Network) to request 
to be populated into Module 3. 
Module 6: Quality Assurance 


Toolbox No data extract from the EDW; just a group of useful tools like IRPA 
Out of Scope for this PRA language, and currency converter, as well as others. All users have access 
to this module. 
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The U.S. Network does not use Chinook due to their caseload which require more officer involvement 
and analysis, including a higher percentage of specialization TR applications including diplomatic and 
Official visits, rehabilitation applications, permanent resident determinations, temporary resident 
permits and authorities to return to Canada. However, as stated in the above table, they can create 
Module 5 indicators which can be used within Chinook by all offices. 


IRCC would like to see each office use all modules but the decision to use all six modules is a decision left 
at the discretion of each office. The current timelines for deployment across the IN varies from one 
Office to another. 


2.5 Chinook Data Files/Data Extracts by EDW Staff 


Daily (including weekends), data extracts are obtained from the Enterprise Data Warehouse (EDW) 
which contains a copy of GCMS. The extract queries are performed at approximately 9:00 a.m. EST but 
may be later based on the updates from transactional databases to the EDW. An assigned staff person 
performs multiple queries of the EDW and saves those files to a dedicated area of GC Docs; specifically, 
the TR » Report » Chinook folder. 


The extracts performed are: 


1. Extract for Module 1 (daily): an extract of all open TR applications with the data/fields listed in 


Table 2 below. 

2. Extract for Module 3 (daily): an extract of open TR applications with the data/fields listed in 
Table 3 below. 

3. Extract for Module 3 (daily): an extract forthe = ` section of 


Module 3 with the data/fields listed in Table 4 below. This data is used to assess up to 
on open applications with past applications with the same 
While this data is 
extracted daily and made available to staff in the above referenced GC Docs folder, Chinook 
experts do not update the data files daily; most, if not all offices, update their data files monthly. 
4. Extract for Module 4 (daily): an extract of refusal letters not sent to the applicant. As of July 
2019, this daily extract is queried from the EDW and stored in the above referenced GC Docs 
folder; however, use of this data set is current under User Acceptance Testing (UAT) in the 
Ankara office. Outside of Ankara, no one is currently using this EDW extract. Plans are for the 
extract to be used sometime in Fall/Winter 2019 (dependent on development resources). 
5. Extract for Module 6 (daily): an extract of EDW which is the same as the Module 3 


. The data extracted for Module 6 is listed in Table 5. 


All queries are performed and then structured via region such that each region obtains, for example, 
Module 1 data specific to their region. 
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When a new extract is stored in the TR » Reports » Chinook folder, the EDW staff person writes over the 
previous day's file. However, GCDocs maintains a version history of all files; therefore, on a monthly 
basis, the EDW staff person purges all prior versions except for the prior seven days. At any given time, 
the GC Docs folder may have the existing version of the above five extracts and the prior 7-30 calendar 
days of data extracts. 


All regions are aware of the timelines for these data pulls and each office functions on data that is at 
least 24 hours old. 


The following tables provides a high-level description of the five EDW data extracts. 


Table 2: Module 1 Data Extracts from EDW/GCMS 

Received Date 

Application Number 

Language 

Primary Office 

Assigned To 

Category 

Subcategory Requested Item 
Counterfoil Category Biometric Information Outgoing Correspondence 
Channel Document Issuance 
Fees Status Active Group Event 

Application Status 

Citizenship 


Citizenship Country Code 
Country of Residence (CoR) IME Status 
CoR Country Code Medical Activity Update Date 


Table 3: Module 3 Data Extracts from EDW/GCMS 
Data Element/Field Description/List of Values (LOV) 


Client UCI The extracts from the EDW filters for primary applicant (PA) Client UCIs on all 
open TR files (TRV, SP, WP), where the Final Decision is NULL 


Application Counterfoil Category 
Application Special Program 


Group Number GCMS assigned unique group number 
Type of group and name given to the group 


Application Assigned To GCMS user ID assigned to process the application 


Protected A 14 A dlc 
A3244685 47-000047 


$ Immigration, Refugees Immigration, Réfugiés 
and Citizenship Canada et Citoyenneté Canada 
S.1 6(2)(c) Information disclosed under the Access to Information Act 


L'information divulguée en vertu de la loi sur l'accés à l'information 


Chinook PRA; Version 3.0; August 22, 2019 


Eligibility Outcome of eligibility assessment; Passed, Failed, Review Required, Recommend 
Passed 


status of the applicant having biometrics collected; e.g. ‘Complete’ 
Whether a review of biometrics is required; e.g. ‘Required’ 


Client Information Name 


Citizenship 

CoR 

Gender 

Marital Status 

Age 

DOB 

Country of Birth (COB) 

Client Place of Birth (POB) 

Email Address (on application) 
Spouse Information Name 

Marital Status 

Marital Start Date 


Designated Learning Institution Name of school (for SPs) 
Application Purpose of Visit Purpose of visit; tourism, visit family, etc. 
Visit Start and End Dates Start and End Dates 


Positive Answers to Statutory Identification of statutory questions with a positive response and the details 


Questions provided by the applicant; e.g. 'StatQ(N) -2b, 2c: My application was made in 


June 2017. Application was denied based on financial circumstances.’ 
Pre-Assessment Note | 

Study Permit Data Level of Study 

Field of Study 

Tuition 

Expenses Paid 
Work Permit Data WP Exemption Code 

Labour Market Impact Assessment (LMIA)/LMIA Exempt # 

NOC (See Note 1) 

NOC Description 

Salary 

Intended Occupation 

Employer 
Travel Document Information Travel Document Type 

TD Document Number 

TD Expiry Date 

TD Issuing Country 
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Past Application Details 


Note 1: National Occupational Classification provides a standardized language for describing the work performed 
by Canadians in the labour market. 


Table 4: Module 3 - 


2.6 Chinook User Roles 


Once an IRCC office is granted access, all immigration personnel have access to Chinook. The only 
restrictions are as follows: 


e Chinook Expert/Administrator: For Modules 1 and 2, an Administrator role is assigned to the 
Chinook Expert (a Chinook SME in each office). That Administrator can add other staff to the 
position of Administrator, which allows the user to set permissions and rules in Module 1 and 
amend their office template in Module 2. 

e Risk Assessment Officer Coordinator (RAOC): In Module 5, only the RAOC has access to create 
Module 5 indicators. As of July 2019, only one person has been designated as the RAOC user for 
Module 5. 

e Module 6: Users have the ability to obtain 
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2.7 Access to Chinook Data Files/Permissions in GC Docs 


Chinook data files are maintained by IRCC in two folders. This section details the information stored in 
these two folders and the assigned permissions as of July 2019. First, the Chinook tool itself is stored in 
a GC Docs Folder via the following path: 


Chinook Cross Network TR Processing Suite » Chinook 


Second, the data files extracted by the EDW staff, which are stored in the TR » Reports » Chinook folder 
are access by Chinook Experts via the following path with the Chinook Data folder being a shortcut to 
the TR » Reports » Chinook folder (where EDW stores the EDW extracts). 


Chinook Cross Network TR Processing Suite » Chinook Data 


From the Chinook Data folder, each office copies and pastes the files needed (based on which modules 
they are using) and stores them into a specific shared drive; for nearly all offices, that is the I Drive. 
Chinook Experts are instructed to delete the previous day's data sets such that no office maintains days, 
weeks, or months of EDW data extracts. Furthermore, the Module 3 ( file is available for 
download daily, but is only replaced on a monthly basis by Chinook Experts. 


The table below describes the permissions for the main folder: Chinook Cross Network TR Processing 
Suite. 


Table 6: Data Stored in Chinook GC Docs Folder 


Folder Name and : | : 
Permissions (as of June 2019) Permissions (as of July 2019) 
Contents 


Public Access — Read only 


Chinook 


| Edit Access provided to some staff in the No change 
Contains the Chinook Tool 


Centralized Network Modernization 


Innovation and Business Solutions (MIBS)? 


? |n each Case Processing Centre (CPC), there are innovation staff. For development of Chinook we used some 
MIBS employees. They have inherited the permission from their development work. 15-20 staff. 
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Chinook Data 

This folder is a shortcut to 
the TR » Report » Chinook 
folder. 


TR Folder » Report » 
Chinook 


Some users are individually identified as 
having 'Public Access' allowing for Read, 
Add, and Modify, but not Delete. 


However, permissions are also granted to 
entire branches and the entire Immigration 
Program which supersedes those individual 
permissions. The group ‘Immigration 
Program’, which is all users with an 
immigration function, have full access 
(Read, Add, Modify, and Delete) 


Some users are individually identified as 
having 'Public Access' allowing for Read, 
Add, and Modify, but not Delete. 


However, permissions are also granted to 
entire branches and the entire Immigration 
Program which supersedes those individual 
permissions. The group '/mmigration 
Program’, which is all users with an 
immigration function, have full access 
(Read, Add, Modify, and Delete) 
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All Immigration Program Staff have Public 
Access — Read only. 


Full Access (read, add, modify, delete) is 
limited to six IRCC employees. Two on the 
IN Chinook Team, two on the CN Chinook 
Development Team, and two EDW staff who 
perform the EDW data extracts. 


All Immigration Program Staff have Public 
Access — Read only. 


Full Access (read, add, modify, delete) is 
limited to six IRCC employees. Two on the 
IN Chinook Team, Two on the CN Chinook 
Development Team, and two EDW staff who 
perform the EDW data extracts. 


It is noted that the six individuals have Full Access to the Chinook Data folder (technically the TR Folder > 
Report » Chinook folder), and can modify the data files. The risk is considered low due to the number of 
staff who have Full Access (six) and the general low risk that someone would intentionally or 
inadvertently change data in the folder. However, in order to upload/update Module 5 information (risk 
indicators and Local Word Flags) IN staff must have ‘modify’ access to the folder and that ‘modify’ 
access at the folder level extends to all files within the folder. This is an assumption that requires 
validation with GCDocs experts. Furthermore, it is noted that all of Immigration Program has read only 
access to all data files in the folder; it is assumed that the entire program does not require such access. 


Privacy Risk Analysis of EDW Data extract Permissions in GC Docs 
The new permissions assigned to the TR Folder > Report > Chinook folder in July 2019 is clearly an 


improvement to the prior permissions (June 2019) which allowed Full Access to a large number of staff. 
However, two issues are present regarding the permissions to the EDW data extracts. First, six 
individuals can modify the folder and GCDocs permissions to ‘modify’ are mimicked at the file level. 
Therefore, there is a risk that one of the six users could inadvertently modify the EDW extract files and 
negatively impact the processing of applications in Chinook. IN will explore means for the EDW data 
extracts to be read only while also permitting Module 5 indicators and flags to be uploaded to the 
folder. 
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Second, the EDW data extracts are accessible to the entire Immigration Program. Access to the data 
extracts should be limited to Chinook Experts and a small number of Chinook Administrators in IN and IT 
Operations. 


2.8 Chinook Module Set-Up 


Existing Chinook material/guidance suggest to staff Chinook files are loaded daily on the I drive and 
follow the below set up procedures. 


The Chinook Expert of the local office creates a folder on the | Drive for EDW data files. The | Drive file 
path for Chinook data is normally: / drive > Immigration Program > Chinook > Data. Reportedly, the 
Immigration folder is restricted to the Immigration section of the mission, which includes Canadian 
Based Staff (CBS) and Locally Engaged Staff (LES). However, permissions/restrictions on the | drives 
across all approximately 53 offices was not obtained for this report. 


Once those data files are in the appropriate folder every day, the tool is ready for use. Daily, the 
Chinook SME for an office notifies staff that the daily Chinook data has been uploaded. 
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3. CHINOOK MODULE DESCRIPTION AND WORKFLOWS 


This section provides a description of the Chinook modules and how they are used by IRCC staff. 
3.1 Module 1: File Management 


To assist in efficiently processing TR applications, on a regular basis, IRCC management inform their staff 
— made up of CBS and LES — of the types of immigration files which they are responsible for processing. 
For example, a CBS may be tasked with working on files which have been designated for an expert 
Officer to review the application for eligibility. In the normal workflow, querying GCMS to assign these 
types of files to oneself is performed in several ways, which can be time consuming. They become even 
more time consuming when there are GCMS connectivity issues; e.g. mission server availability is slow. 


To address these issues and improve efficiencies, Module 1 (File Management) allows users to assign 
themselves work based on the Tasks assigned to them by Managers. Once a user assigns a series of 
applications to themselves, they can populate other Chinook modules (Module 3 and 4 for 
decisions/actions) or export the application data to MS Excel; the Excel spreadsheet promotes more 
efficient GCMS activities. 


In short, Module 1 is designed to assign a large group of files, up to 150, based on a pending Task in 
GCMS. The Tasks in Chinook align to a data field(s) and activity statuses in GCMS. 


While workflows may vary from one office to another, the following depicts a typical workflow in the 
utilization of Module 1. 


Step 1.0: Upload Module 1 Data File 
In this step, the IRCC Office Chinook Expert is the only person(s) with the rights to access the 


Administrator icon in Module 1 (red box in Image 1 below). While the gear icon is visible to all Chinook 
users, only assigned Administrators can navigate to the administrator area of Module 1. 


While other functions are available in the Administrator section of Module 1, the main function is for 
the Chinook Expert to upload the Module 1 data file from the office's I drive, which is depicted in Image 
2. 
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age 1: Module 1 M 
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Image 2: Module 1 Data Upload 
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It is noted that the Module 1 data extract is separate from the Module 3, Module 4, and Module 6 data 
extracts. 


The Administrator section of Module 1 also allows an Administrator to perform other administration 
tasks within the module, including adding another administrator (manage permissions) and modifying 
the priority of tasks presented to users in this module. 


Step 2.0: Notify staff of Daily Data Upload 
In this step, the Chinook Expert ensures staff are informed that the daily Chinook data files have been 
uploaded to Module 1. 


Step 3.0: Search and Review Available Tasks 
In this step, users open Chinook in read only format and assign themselves with the type of Tasks 


management has instructed them to process. To generate a list, a user utilizes the 'Search Options' area 
of the Module 1 Main page (see green box in Image 3 below). From this area, the following search 
criteria are available to the user: 


Assigned To: a specific IRCC employee 
Primary Office: a particular Primary Office 
C. Responsibility: the title of an IRCC employee or the type of responsibility activity required for 
the applications. The Responsible Parties are: 
1. Client 
2. Officer 
3. Program Assistant 
4. Third Party 
5. Unit Manager 
D. Processing Stage: one of the 19 stages of a TR application process: 


Stage A: | | Stage G: 
Stage B: Stage H: 
Stage C: Stage |: 
Stage J: í 
Stage D: Stage K: 
Stage E: | Stage L: 
Stage F: \ Stage M: 
Stage N: 


E. Language: a user can identify applications which require responses to the Client in English, 
French, or both. 


The above five search options are visually depicted in the image below; the lettering above corresponds 
to the lettering in the ‘Search Options’ area of the image below (see green box). 


DRE 
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Image 3: File Management/Module 1 — Generate List Criteria 


While the number of Tasks and the priority (the order in which they are sorted/presented to the user) of 
those Tasks may vary from office to office, there are 170 Tasks available for assignment in Module 1. 
The default Tasks and priorities are based on the logical process flow of a TR application; however, 
offices have the capability to edit the selection and priority of Tasks. The Tasks in Chinook equate to a 
data field(s) in GCMS, which varies from one Task to another. Each of those Tasks were analyzed for 
privacy risks and no risks were identified?. They are simply events that occur in the submission and 
processing of applications which require actions by IRCC or the client to allow the application to reach a 
conclusion/final action (approved, refused, withdrawn, other). The following provides a few examples 
and descriptions of available Tasks; others can be seen in the above image (red box): 


> The consultant analyzed an Excel spreadsheet titled ‘Mod 1 SOPs’ which lists each task, the type of employee 
responsible for each task, and the action required of that employee. 
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10 of the 170 SOPs require the IRCC employee to navigate to Module 3 (and can only be performed by 
Officers/Decision Makers), while the others require various types of activities to be performed by 
Program Assistants, the Client, the Unit Manager, and Third Parties. 


Step 4.0: Self-Assign Tasks and Navigate to Module 3 
In this step, the user selects the Tasks a manager has instructed her to process. As an example, in the 


image below, the user (Responsibility = Officer) selects the Task of 
The Officer can select more than one Task, but in the image below only one Task has been 
selected. Once the Task(s) is highlighted, the user selects the number of applications to assign to herself 
and selects ‘Generate List’. Chinook does not permit a user to select/self-assign more than 150 
applications. In the image below, the Officer assigns 150 of the available 363 applications with a Task of 
Subsequent to selecting ‘Generate List’, the 150 applications are 
populated in the field titled 'List of Applications'. In the example, after the Officer is finished with 
Module 1, she navigates to Module 3 where her GCMS User ID identifies those applications which were 
self-assigned in Module 1; they are now available to the user for processing in Module 3. 


Step 5.0: Self-Assign Tasks and Create MS Excel Spreadsheet 
While some users will select “Generate List’ and navigate to Module 3, others do not use Module 3 — 


non-Decision-Makers (those who do not have the ability to make decisions in GCMS; e.g. Responsibility 
- Program Assistant). However, Module 1 is still beneficial in that those users can export Tasks in 
Module 1 to MS Excel where the data is used to efficiently perform actions in GCMS. For example, a 
user with the Responsibility of Program Assistant assigns 150 Tasks titled ‘ 

-or this specific Task, the TR application has been approved and a letter must 
be sent to the applicant requesting she submit her passport so that IRCC can affix a Visa to the travel 
document. Therefore, the Program Assistant selects ‘Open Results in Excel’ (and not ‘Generate List’). 
Subsequently, the Tasks being self-assigned are populated in a newly created MS Excel spreadsheet 
which contains the following information/column names: 


Task Name 

Application Number 
Application Received Date 
Group Number 

Assigned To (IRCC staff) 


river pcdes 


Subsequently, the Application Numbers from that Excel spreadsheet are used to generate passport 
request letters in GCMS. Depending on the type of Task, GCMS's grouping functionality may assist in 
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efficiently performing actions on multiple applications; however, grouping of applications is not 
available for all Task resolution activities. 


The MS Excel document created by the user is stored locally on the individual's hard drive. There is no 
formal instruction, such as an SOP or Program Delivery Instruction (PDI), which instructs staff or 
provides guidance on storing and purging any locally stored Chinook data files. 


Assigning Files in Module 1 Which Mis-Align to an Employee's GCMS User Role 
Within Chinook, it is possible for any user to assign themselves any Task. For example, an employee 


with the Responsibility of Program Assistant can assign herself a Task that requires action on the file in 
Module 3. However, a Program Assistant is not a Decision Maker and would not action a file in Modules 
3 and 4. If this were to occur, the user may even be able to open the application data in Module 3 and 
record intended decisions in Module 4. However, the eventually decisions must be recorded in GCMS 
and the individual's base/functional user role in GCMS does not allow her to perform those actions in 
GCMS. 
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agement/Module 1 — Generate List 
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3.1.1 Record Search Utility 


The Record Search Utility (i.e. the magnifying glass icon in Image 3) is active for all users. However, most 
users can only search for records associated to their own GCMS ID within Chinook. Conversely, those 
with the Administrator role can search for any records. 


After selecting the magnifying glass icon, the image below is presented to an Administrator. Based on 
the search parameters entered, a user is presented with defined search results. For example, this allows 
Administrators the ability to view the number of files (and Application Numbers) assigned/processed by 
a particular user. It can also allow the Administrator to see details of a single Application Number. 


Image 5: Record Search Utility 


Processed File Details 


3.2 Module 2: Pre-Assessment JS 


Chinook’s Module 2 allows for users to complete pre-assessment tasks on a file. In short, Module 2 
allows for a series of tasks to be completed on an application by a Program Assistant to assist the 
Officer/Decision-Maker when they assess an application and make a decision. Note that Module 2 does 
not require a specific extract from the EDW. 


In the normal course of processing TR applications, Program Assistants are assigned pre-assessment 
tasks, such as documenting an applicant's 

as well as others. Generally, pre- 
assessment activities verify information in the application and its supporting documents. The outcome 
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of those pre-assessment activities is the creation of a note on the application which assists the Visa 
Officer in finalizing a decision on the application. Historically, those notes are time-consuming and 
inconsistent in the level of detail. 


Within Chinook, a user completes a pre-defined checklist for a particular TR application type. Once the 
checklist is complete, a standardized note is generated which is copied and pasted in the 
field in GCMS. The following provides a description as to how Module 2 is utilized. 


Step 1.0: Identify Relevant Tasks from Module 1 
The use of Module 2 begins with the identification of pre-assessment Tasks in Module 1. Once a user 


has selected a group of Tasks in Module 1, the IRCC staff person (LES or CBS) selects the option of 

That MS Excel document is stored locally on the user's local hard drive or shared drive 
on the office network. The data available to the user in this MS Excel document is detailed in Section 3.1 
(Step 5.0), but duplicated here for ease of reference: 


Task Name 

Application Number 
Application Received Date 
Group Number 

Assigned To (IRCC staff) 


pos elder 


For the purposes of Module 2, from the generated MS Excel spreadsheet, only the Application Number 
Is utilized. 


Step 2.0: Copy/Paste Application Numbers into Module 2 
In this step, the Application Number(s) is copied from the MS Excel document and pasted into Module 2. 
In the image below, a single Application Number or multiple Application Numbers can be pasted into the 
| section of the Module 2 Pre-Assessment starting page. Lastly, a selection is made 
regarding how the applications are presented/ordered in the resulting list. For this workflow, 

is selected (see green box). 
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Image 6: Pre-Assessment Start Page/Paste Ap on Numbers 


Step 3.0: Assess Applications 
By toggling to the tab, the first application in the list is presented to the user with a summary of 
general application information (green box in the image below): 


Group #: if the application is part of a Group in GCMS 
Application Number 

3. Category: the category of an application; specifically, V-1, PG-1, B-1, VH-1, CAN+, SX/WX-1, Ret 
SP/WP, SP and WP^ 

4. Citizenship, and 

5. Country of Residence (CoR) 


^ V-1 = Visitor; PG-1 = Parent/Grandparent Extended Stay, B-1 = Business Class; VH-1 = In Transit; CAN+ = CAN + 
Program; SX/WX-1 = Short Term Study or Short Term Work; Ret SP/WP = Returning Student Permit Holder/Work 
Permit Holder; SP = Study Permit; and WP = Work Permit. 
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From this screen, the user can select previous or next file on the list while a check box reflects whether 
the Pre-Assessment task has already been completed for a particular application (see red box in the 
image below). 


Image 7: Pre-Assessment Start Page/Paste Application Numbers 


Once the user decides to work on a particular application, she selects the appropriate tab, which is 
based on the Category (V-1, PG-1, etc.). 


Assuming the application presented in the tab is a V-1 application, the user selects the 'V-1' tab 
(see image below) and completes the Pre-Assessment tasks. For V-1, the tasks are seen in the below 
screenshots/images. Note the screen shots are showing what the user sees as she scrolls down through 
the V-1 pre-assessment (see series of green boxes). 


The type of information recorded in Module 2 varies from one Category to another; however, all data is 
related to the application. There is no new data being recorded in Module 2 that is not already; if the 
user was not utilizing Chinook, these same pre-assessment tasks are recorded in the normal GCMS 
workflow. 
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Image 8: Pre-Assessment of V-1 Application (1 of 3) 


^H 
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Image 9: Pre-Assessment of V-1 Application (2 of 3) 


Module 2 - Pre-Assessment 
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Image 10: Pre-Assessment of V-1 Application (3 of 3) 


Module Z - Pre-Assessment *X 


Step 4.0: Generate Note and Paste into GCMS 

Once the pre-assessment tasks are completed, the user selected 'Generate Note' (see green shaded box 
in the above image) and Chinook creates a pre-defined note based on the selections made during the 
assessment. The following is an example of the type of note Chinook creates for the user: 


IMM STATUS CoR: Citizen | TH: UK/USA/Europe/ | PA: | INCOME: 50000PHP/Bi-Week-Pay 
slips| SAVINGS: 75000USD *Lump Sum*-Hist: Provided-Bank Statement |HOST: PA's 
Child; PR STATUS IN CDA; | ADD. INFO: |See Notes in GCMS |JG15841 


Once that note is presented to the user, it is copied and pasted into GCMS. Specifically, as seen in the 


image below, it is pasted into the free text field called ' As noted in the Advanced 
Analytics (AA) PIA, the ` mE field is a free text field that has multiple uses across the 
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Department. In contrast to the AA PIA, this PRA has not identified any privacy risks related to the use of 
the ' field to record the Pre-Assessment Note. 


In the future, an existing Change Request is being actioned which will allow for a dedicated field for the 
above note; Chinook users will no longer use the field. At the writing of this PRA, the 


deployment date for this new data field is undetermined but linked to the Dynamic TR Webforms. 


It is noted that the Pre-Assessment Notes from Module 2 are also populated in one of the fields in 
Module 3; specifically Column G (see Table 7). 


Image 11: Pre-Assessment Note Pasted into GCMS 


3.2.1 Customization of Module 2 


Chinook provides default settings for each application type, which requires assessments to be made 
across the following areas of an application: 


1. 7. 
2. 8. 
3. 9g. 
4. 10 
5. 11. 
6. 12. 
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While default settings are set when Module 2 is utilized, IRCC offices are permitted to customize the 
checklist items. For example, in Image 8, in the section heading of ' "there are multiple 


customized checkboxes which would allow an office to reflect that l is 
identified. That customization would be reflected in the note generated by Chinook. 


While certain areas of Module 2 are customizable, the 12 headings listed above cannot be altered; 
additional headings cannot be added by a user. 


3.3 Module 3: Decision-Maker 


Module 3 is designed to assist a user in making decisions on TR applications in bulk. The goal of Module 
3 and Module 4 is to increase the quantity and quality of decision making by compiling, in one place, the 
pertinent information required for making decisions. From a single location, the data can be reviewed 
more easily and effectively along with obtained from GCMS 


This module introduces a better viewing platform to review application information of numerous files at 
the same time. Most of the information in Module 3 is GCMS data from the Module 3 EDW data 
extracts. The only exceptions are the following: 


Column D: Action —Chinook user records their intended decision on the TR application. 
Column G: Pre-Assessment Notes — if the office uses Module 2, the note created in Module 2 is 
auto-populated in this column. 

3. Column Z: Module 5 Flags — see Section 3.5. 

4. Column AA: — see Section 3.3.2. 

5. Columns AB through AG: — See Section 3.3.1. 


The following tables provides a description of the Module 3 columns. 


are made once assessments are completed on an application. 
Working Note regarding the application such as 'Request PG-1' or 


F. Assessments Rollup 


Client and Application Information Section (Columns G through U) 
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G. Pre-Assessment Notes Notes from any pre-assessment done in Module 2 


If the user hovers over this field, the long form narrative of the 


application is presented to the user. An example is provided in the 
image below. 


R. Purpose of Visit Information 


S. Activity and Employer/School/Facility 


T. Self Declared Travel From application; e.g. USA 2019-May; Japan 2018-Jan. 


GCMS Information Section (Columns V through Y) 


V. Previous GCMS History 


T Organizations associated to the individual 
X. Complete, Not Started, Review Required, NRT, In Progress 
Y. i Complete, Not Started, Review Required, etc. 


ı Section (Columns Z through AG) 


Column Name Description 


¿from Module 5 are identified in this column — 
Module 5 Flags | 
see Section 3.3.3 


Es 


See Section 3.3.1 
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Image 12: (Module 3, Column H) 


Step 1.0: Open Chinook Module 3 
At the onset of using Module 3, the following disclaimer is presented to all users as a pop-up dialogue 
box. Users must select 'OK' before proceeding with the use of Module 3. 


"THE PRESENTED IN CHINOOK ARE FOR INFORMATION PURPOSES ONLY 
AND ARE NOT PREDICTIVE. OFFICERS MUST REVIEW ALL APPLICATIONS ON THEIR OWN 
MERIT. 


The percentages referenced in the above notice is related to the olumns in Module 3 
which are described later in Section 3.3.1 below. Furthermore, the references to exemptions under the 
Access to Information Act have not been reviewed by IRCC ATIP. 


Users are informed to open Module 3 in Read Only; however, there are instances wherein Officers have 
saved the file on their local hard drive or a shared drive. The extent of such localized storage is 
unknown. 


Protected A 37 LAC 
A3244685 70-000070 


$ Immigration, Refugees Immigration, Réfugiés 
and Citizenship Canada et Citoyenneté Canada 


Information disclosed under the Access to Information Act 


s.16(2)(c) 


L'information divulguée en vertu de la loi sur l'accès à l'information 


Chinook PRA; Version 3.0; August 22, 2019 


Step 2.0: Select Appropriate Module 3 Data File and Customize Columns 

To start using this module, an Officer/Decision-Maker navigates to the module's set up screen (the gear 
icon). In the Set-Up screen, the user enters their Region, GCMS ID, and the Data File being queried 
(located in the office's While most staff do not require access to more than one data file, a 
small number of IRCC employees are decision-makers for multiple regions and will need to ensure they 
select the appropriate regional Module 3 data file. 


Furthermore, via the 'Module 3 Options' (see green box in below image), a user can activate/deactivate 
various columns, as well as deactivate/activate the columns. 


Image 13: Module 3 Basic Setup 


VIEGDULE 3 - Decision Maker — " Ed 


Further customization can be achieved by selecting the “Column Setup” tab in the above image (see blue 
box), which presents the user with a series of check boxes. By de-selecting an option, Module 3 will 
remove that column from view. Through anecdotal reports, more experienced Officers often de-select 
the! == columns through the Basic Setup or Column Setup feature of Module 3. 
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Image 14: Module 3 Column Setup 


RIODULE 3 - Decision Maker — La x< 


Step 3.0: Load Assigned Applications 

To populate applications in Module 3, a user can rely on activities performed in Module 1. Data can be 
migrated into Module 3 through Module 1 via two methods. First, the Tasks that are self-assigned in 
Module 1 can generate an MS Excel document. From that Excel spreadsheet, which is most likely stored 
on the | |. . che string of Application Numbers can be copied/pasted into Module 3; 
identical to how Module 2 data is populated. Second, by entering in their GCMS User ID in Module 3, 
the Application Numbers (assigned via Module 1) are auto-populated in Module 3 — the GCMS User ID 
must be entered in Module 1 and subsequently entered in Module 3 via the gear icon. 


As Chinook is used for paper applications as well, Module 3 also supports the scanning of a paper 
applications. To scan applications, the user selects '^ -  -* nd a separate window is presented. 
Using a 2d bar code scanner, the user can scan the bar codes on paper applications. In the image below, 
the user has selected © .and the scanning dialogue box is presented to the user. 
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Image 15: Module 3 — Scan Applications 


Step 4.0: Receive Assignments from Manager (Alternative Workflow) 

It is noted that some managers will identify Tasks to be assessed/actioned by their employees in Module 
1, populate Module 3, and subsequently email their staff personalized Chinook files. Unlike the normal 
work flow, which requires staff to open Chinook in ‘Read Only’ and not this 
assignment activity by a manager results in a copy of Chinook being stored eS l 


Step 5.0: Record Decision in Column D (Action) 

Once applications are assigned to a user (either self-assigned or via a separate Chinook document), the 
Officer utilizes the spreadsheet to make decisions on up to 150 applications which are presented in this 
module in rows. This allows for the consideration of GCMS data and other information to support a 
decision. The three decisions in Chinook/GCMS are: Approved, Refused, and Withdrawn. In Chinook, 
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there is also 'Other' which means the application is not ready for a final decision; e.g. the file needs 
meds or screening. 


Once a decision is made, Module 4 is utilized. While Chinook and this deliverable separate Module 3 
and 4 as distinct and separate, both modules are incorporated into the same worksheet. 


3.3.1 Section - 


Columns AB through AG provides statistical information based on ^ ^"  " ma 


Chinook uses the profile information provided in the 


The following three examples illustrate how each of the above three rules apply: 
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Image 16: Section (3 and 6 filters) 
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Prior to the use of Chinook, IRCC staff considered 


The identification of these criteria was developed by SMEs through an assessment of past 
applications and testing of new applications to determine the efficacy of the criteria. The starting point 


- 


for IRCC’s identification of risk criteria for Chinook began with analyzing the —s_— 


There are some similarities to the 


"The ~~~ for 2018 was utilized by the consultant. 
€ 
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.as well as the accompanying business rules, were not approved formally, but 
informally; i.e. the Director General of IN did not formally approve of the criteria and business rules but 


was aware of the work being performed and, once tested and validated, they would be incorporated 


45 
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Privacy Risk Analysis - Notice 
From a privacy point of view, several factors of the information were considered. First, 


as it relates to notice, a minor risk was identified. The consultant does not believe the presentation of 

is predictive analytics, or is remotely close to the activities described in IRCC's AA PIA, 
however, the enhancements to transparency and notice stemming from that PIA are robust enough to 
account for the presentation and consideration of statistical data on approval/refusal rates within 
Chinook. Furthermore, it is sufficient for the and Module 5 as well. 


Considering the AA PIA focused entirely on TRV applications and the use of IMM 5257 (Application for 
Visitor Visa), the consultant also analyzed the notice provided in applications for SPs and WPs; 
specifically, for IMM 1294 (Study Permit Application) and IMM 1295 (Work Permit Application). IMM 
1294 (SP Application) and IMM 5257 (Application for TRV) contains the following information, in part, in 
the Privacy Notice Statement (PNS): 


The personal information collected on an application, and other information collected in 
support of an application, may be used for computer analytics to support processing of 
applications and decision making, including your application. Personal information, 
including from computer analytics, may also be used for purposes including research, 
statistics, program and policy evaluation, internal audit, compliance, risk management, 
strategy development and reporting. 


In the opinion of the consultant the above text adequately meet the Notice requirements related to the 
use of Module 5 However, it is noted 
that a similar paragraph does not exist in IMM 1295 (WP Application). Therefore, this PRA identifies this 
risk with a recommendation to include the above statement in IM 1295. 


Privacy Risk Analysis - Accountability 
Second, as it relates to the creation of the section and the use of: 


there is a risk related to the privacy principle of Accountability. That risk is that there is a missing 
governance structure for the creation, modification, and use of the sections in Chinook, 
as well as other aspects of the tool. The lack of an appropriate and formalized governance framework in 
the deployment of Chinook extends to, at least, the following: 


| Dor |». İn Module 3 
2. Module 5 as noted later in this report, there are approximately in operation 
which were not formally approved through an approved governance structure. 


TE 
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3: similarly, the creation and approval of should be formalized in 
governance such that it remains a section to identify | | There is a risk it 
could result in the creation of and not its current use of assistance in triaging. 


In the risk section of this report, a recommendation suggests a governance structure for all of Chinook 
should be formalized, which will, in part, prohibit the deployment of new criteria or the modification of 
existing criteria without formal approval from an 'Officer of Record'. 


Furthermore, a separate risk under the principle of Accountability suggests the use of the 
must be justified — the effectiveness and necessity of the tool must be recorded to allow the tool to be 
used and 


Privacy Risk Analysis - Accuracy 
Third, there is a risk related to Accuracy regarding the n Module 3. While the TR 


SMEs tests of prior data suggest the © "are relevant factors for officers to consider, there 
should be further assessments/tests scheduled in the future to ensure those criteria remain relevant 
and valid. Along with that requirement, it is further suggested that statistical data is maintained on 
further assessments and are considered by the ‘Officer of Record’ prior to the addition or modification 
of criteria. 


Privacy Risk Analysis — Necessity and Effectiveness 

Fourth, for this PRA, the consultant does not support a deep analysis of the Four Part Oakes Test’ 
regarding the use of | however, there is a need for IRCC to at least be confident that the 
presentation of data across the. is necessary and is effective in meeting a need. Because 
senior officers deactivate columns and temporary staff may be 

IS TOMUS IRCC should ensure the criteria are being used by staff, are 
effective ( | B , and that statistical data continue to support the use 


of the and the corresponding business rules (accuracy). 


Privacy Risk Analysis — Impact of TBS Directive on Automated Decision Making 


Lastly, there is a correlation to the use of the columns and the TBS Directive on 
Automatic Decision Making. While the consultant believes significant differences exist between 
predictive analytics and the presentation of statistics (i.e. s mE | 
i . IRCC must determine the implication, if any, of that Directive on the 
development and deployment of Module 3 and Module 5. It is the opinion of the consultant that 
Chinook does not deploy predictive analytics and that the TBS Directive on Automated Decision Making 


does not apply. 


’ The OPC expects PIAs that are particularly intrusive or privacy invasive to be analyzed against the Four Part Oakes 


Test; see Section 2.1 of the OPC Expectations: A Guide for Submitting Privacy Impact Assessments to the OPC. 


Protected A 47 A dlc 
A3244685 80-000080 


Immigration, Refugees Immigration, Réfugiés 
s.1 5(1 ) fi + il and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
s.1 6(2)(c) L'information divulguée en vertu de la loi sur l'accès à l'information 


Chinook PRA; Version 3.0; August 22, 2019 


3.3.2 Section — 
In Module 3, Column AA, ~ |  --. A tis a data field which presents — for all offices or 
specific offices. The identification of an application that contains any of the is utilized for 


triage purposes only. 


. If an application contains any of the keywords, 
instruction is provided to the officer via Module 3, Column AA, 


The existing (as of July 2019), which are enumerated in the table below, were approved for 
use without a formal approval process. The were in 
use prior to Chinook, therefore, they were added without the approval process. Furthermore, the 

for all offices were added by IN staff to support triaging. However, beginning in or around 
Summer/Fall 2019, the addition or deletion of will be managed through a Module 5 
submission template, which requires approval from the RAOC in Ottawa although any 
will not reviewed as thoroughly as a Mod 5 indicator as the purpose of local triage only. A specific 
template has not been created yet but will likely be similar to the template used to submit request for a 
Module 5 


The current list of and the value displayed in Module 3 


Column AA is listed below. 


Table 8: List of in Module 3/5 


Applicable Office Data Value in Module 3, Column AA 


Protected A 48 | dlc 
A3244685 81-000081 


$ Immigration, Refugees Immigration, Réfugiés 
and Citizenship Canada et Citoyenneté Canada 
s.1 5(1) Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accès à l'information 
s.16(2)(c) 
Chinook PRA; Version 3.0; August 22, 2019 


3.3.3 Section — Module 5 
Once a Module 5 is approved by the RAOC, it is presented to users in Column Z. A description of 
the existing Module 5 and the approval process is provided in Section 3.5. 


3.4 Module 4: Post-Decisions 


Module 3 deals with informed decision-making; Module 4 deals with terminal actions from those 
decisions. While seen as a separate module, the decision in Chinook is performed by selecting the 
Actions Column in Module 3. When selecting a particular cell in this column, the following dialogue box 
Is presented to the user. 
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Image 17: Refusal Action and Note 


In the example above, the user has decided to refuse the TRV based on the refusal ground of 'Length of 
Stay'. In selecting the checkbox for 'Length of Stay' a standardized Refusal Note is auto populated by 
Chinook. That note can be modified (edit or add detail). 


After several decisions have been actioned, the user can utilize GCMS's bulk approval/refusal function in 
order to copy/paste TR application decisions (and the notes). 


In the image below, the Officer has approved eight applications and refused one (red box). Two of the 
approvals include a ‘Working Note’ specifying that the approval is for a singly entry only (blue box). 
Moreover, five of the application numbers are associated with an existing Group in GCMS (green box). 
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Image 18: Selection of a Group of Files for GCMS Action 


The user selects all nine applications (via the Action column) and Chinook creates a separate workbook 
is created in MS Excel — separate from Chinook (see Image 19). This new worksheet is most often saved 
that office. 


Image 19: Separate MS Workbook Created for Approval Lists 


Within that new MS Excel spreadsheet, each set of files (set, groups, or single application numbers) is 
presented in one of several tabs for ‘Approvals’, ‘Refusals’, ‘Withdrawn’, or ‘Other. As seen in the 
image below, which depicts the Approvals Tab, each set of files is organized as follows: 

1. All Files Query String: includes all files designated for that action 

2. Single File Query String: includes all files that are not presently in groups. 

3. GroupFile Query String: String of all groups containing the files for action. 
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Image 20: Separate MS Workbook — Approvals Column 


Bulk Approvals 
In the above image, there are nine applications to be approved, all of which are applications within a 


group. To action a bulk approval, it requires the creation of a Temporary Group where all actions can be 
assigned; however, GCMS does not permit more than one group to be assigned to a particular 
individual. Therefore, for any applications which are already in a GCMS Group, the existing group must 
be closed before a Temporary Group is created and bulk actions are performed. 


To close an existing group, a user copies the ‘Group File Query String’ (red box) from Image 20, and 
pasted into the ‘Groups > IMM’ Screen of GCMS (see Image 21). Subsequently, the search presents all 


the groups and the ‘Status’ of each is changed from “In Progress’ to ‘Closed’ (see red box in Image 22). 


Image 21: Close Existing Group Numbers (1 of 2) 
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Image 22: 


Once the existing GCMS Group is closed, existing Bulk Action activity in GCMS is performed. To perform 
Bulk Actions (e.g. Approval, Refusal) in GCMS, a Temporary Group is created. Once created, the user 
copies the ‘All Files Query String’ (see Image 20; blue box) and performs the bulk approval. 


Refusals 

In Image 20, there are three tabs for Refusals: Refusal (1), Refusal (2), and Refusal (3). The actions for 
bulk approvals is the same for bulk refusals, except that Chinook creates a separate worksheet in Excel 
for applications with the same grounds for refusal. Therefore, in Image 20 (see the green box), there are 
three worksheets containing applications with three types of refusal grounds. 


3.5 Module 5: Indicator Management 


Module 5 (Indicator Management) allows for new and existing risk indicators to be created and viewable 
in the ‘Module 5 columns of Module 3 (Column Z). 


The flags/indicators being identified automate what is already created in the form of quality assurance 


(QA) reports. For example, 


Protected A 53 | dlc 
A3244685 86-000086 


Immigration, Refugees Immigration, Réfugiés 
i + il and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


s.16(2)(c) 
Chinook PRA; Version 3.0; August 22, 2019 
s.21(1)(a) 


The results of the QA report are communicated to staff and are considered in the processing of future 
applications. 
However, ` : 

Therefore, Module 5 was initially created to allow IRCC to build indicator rules for both 
positive and negative factors. To ensure biased and unwarranted risk indicators are not created, IRCC 
has developed guidelines and a process by which its global network of Risk Assessment Officers (RAOs)*° 
can request the creation of risk indicators in Chinook. 


As of June 2019, the process and guideline were recently introduced. The workflow described below 
will be followed in the future. However, the current inventory of Module 5 rules (shown to the user in 
Module 3) did not follow the guideline, but were assessed by IN's RAOC, who is responsible for 
approving all Module 5 rules in the future. 


As of June 2019, there are approximately 60 Module 5 rules; 


The consultant did not review all of the existing rules, but reviewed a sample size of 17. The following 
are five of those 17. If the criteria are met, 


Example 1: 


Example 2: 


1? There are approximately 20 RAOs across the IRCC international network. . 
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Example 3: 


Example 4: 


Example 5: 
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Going forward, IRCC is establishing a more robust assessment process and tools. Module 5 is used to 
submit requests to approve a new For most users, their installation of Chinook Module 5 contains 
only the Module 5 Submission Template, which a RAO completes to seek approval of a new For 
IN's RAOC, who is responsible for approving and denying requests, Module 5 allows her to create the 

such that it is identified in Module 3. In Module 3, the /nstructions to Officer is provided; not the 
criteria or rationale. That criteria and rationale are only stored in the Module 5 tool and accessible to 
the RAOC. 


The following high-level workflow explains the process of a RAO submitting a template, the approval 
process, and the creation of the in Module 5 and Module 3. 


Step 1.0: Perform Risk Assessment; and 


Step 2.0: Complete and Submit Module 5 Template 
As of June 2019, RAOs, of which there are approximately 20, can refer to the 


in their QA report and risk analysis and the Chinook Mod 5 Indicator 
Submission Template to assist with documenting the source criteria, logic and rationale in the creation 
of sound risk indicators. The tools available to RAOs to support the creation of vere 
being revised at the writing of this deliverable. 


In Step 2.0, the RAO completes the Chinook Module 5 Indicator Submission Template (herein referred to 
as the Mod 5 Submission Template). It is noted that Module 5 can be used to identify both risks 
. and opportunities ( . The Mod 5 


— 


Submission Template requires the following information: 


1. Summary of the Submission: a free text field which provides a brief summary of the desired 
indicators and justification for the creation of an indicator(s). 
2. Source: a drop-down menu requires one of the following values: 
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3. Rule Origin: a drop-down menu requires one of the following values: 


a 

b 

C. 

d. 

e 

f. 

g. Name of a specific RAO (one of 20 RAO offices; e.g. RAO Mexico, RAO Singapore) 
4. Rule Type**: a drop-down menu requires one of the following values: 

a. 

b. 

C. 

d. 

e. 

f. 


5. Criteria: The user selects the type of criteria or filters that will be used to identify 
applications/clients. These criteria will be filtered by Chinook. As an example, 

. Staff are instructed to be precise and do not 
suggest criteria that captures too wide of a group. Annex A of the Mod 5 Submission Template 
provides a list of 200 available filters from Module 3 (n=79) and Module 1 (n=121); however, 
the user is prohibited from selecting filters/criteria from Module 3 and Module 1; all criteria 
must be from Module 3 only; or Module 1 only. 

6. Validity Period: : | | 
7. Justification: if requesting a i BS 
8. Rule Logic: a short explanation of the logic for creating the new indicator. For example, 'the 


9. Rule Instructions: the instructions that are displayed to the user of the criteria are met. For 


11 These Rule Types have been identified by IN and are supported by Integrity Risk Management (IRM). Other 
types may be added in the future, but are not anticipated as of July 2019. 
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10. Other: to provide any other pertinent information which could not be included in other sections 
of the template. 


Once completed, the completed Mod 5 Submission Template is saved locally by the RAO and emailed to 
IRCC.INRAO-AORRI.IRCC @cic.gc.ca. 


Step 3.0: Review and Approve/Deny Module 5 Indicators; and 

Step 4.0: Action Mod 5 

At the writing of this PRA, one person identified as the IN RAOC has been designated as authority to 
approve, modify, or reject the indicators submitted. The existing process to approve is a subjective 
assessment by the RAOC; however, a framework for the approval, revalidation, tracking, audit, and 
removal of Module 5 is being developed, but was not available for assessment by the privacy 
consultant. Once approved, the RAOC creates a Module 5 which is depicted in the image below. 
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Step 5.0: Resubmit Module 5 Template (Renew Existing Indicator 
Risk indicators remain valid (see red box in the above image). 


may be adjusted in the future. 


When the | . the requesting RAO must revalidate and resubmit the Mod 
5 Submission Template to: However, IN is current determining if this 
approach can be modified and risk indicators can be scored automatically so that the RAOC is able to 
perform other necessary functions of the position. 


Step 6.0: Maintain Module 5 Indicator Repository 
IN's RAOC will maintain a repository of rules which will define the date 


3.6 Module 6: Quality Assurance 


On an as needed basis, a QA report of Module 3 « 


The Module 6 QA report is 


Through this module, IRCC is trying to solve the issue of inconsistent review of decision-makers output 
and is meant to provide more value-added feedback to officers and to identify gaps in training to be 
addressed. 


Protected A 60 | dlc 
A3244685 93-000093 


Immigration, Refugees Immigration, Réfugiés 
i d i and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


s.16(2)(c) 
Chinook PRA; Version 3.0; August 22, 2019 


Image 24: e 6 Reporting Dashboard 


Protected A 61 A3244685 94-000094 


Immigration, Refugees Immigration, Réfugiés 
i + il and Citizenship Canada et Citoyenneté Canada 
s.1 6(2)(c) Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


Chinook PRA; Version 3.0; August 22, 2019 


4. SUPPORTING ACTIVITIES 


This section provides a description of various activities that support the use of Chinook and have been 
deemed relevant to this PRA. 


4.1 Data Storage 


The issue of data storage and the risk of multiple data repositories was considered in this PRA. 


First, when employees utilize Chinook, support staff continually advise that users open Chinook in ‘Read 
Only'. This assists with preventing corruption issues in Excel, various add-ins, and prevents multiple 
copies of Chinook being stored on local drives. However, there is a risk that users select 'Save As' and 
maintain a separate installation of Chinook and GCMS data. 


Second, as it relates to the potential for EDW data extracts to be emailed from one user to another, the 
file size of the extracts are very large. Module 3 data files exceed 100 MB which can't be emailed, while 
Module 6 data files are smaller but are often in excess of IRCC's 10MB file limitation for email 
attachments. Therefore, it seems impossible or very difficult for a user to email a copy of any EDW 
extracts which are saved on the office 


Third, there are instances wherein a Manager/Supervisor identifies Tasks to be assessed/actioned by 
their employees in Module 1, populates Module 3 with up to 150 assigned Tasks, and subsequently 
emails the populated Chinook file (Mod 3) to the employee. Unlike the normal work flow, which results 
in staff opening Chinook in Read Only (and no local copy is stored), this assignment activity by a 
manager results in a copy of Chinook being stored on 


Fourth, in Module 1, 'Open Results in Excel': The MS Excel document created by the user is stored 
locally on the individual's However, this does not involve a data file with significant personal 
information. It only contains the following: 


Task Name 

Application Number 
Application Received Date 
Group Number 

Assigned To (IRCC staff) 


MI cm P ME 


During training, Chinook Experts inform all users that local copies of Chinook or MS Excel files must not 
be maintained. However, there is no formal instruction, such as an SOP or Program Delivery Instruction 
(PDI), which documents that mandate. 
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In the end, it appears that Chinook requires training and awareness to all staff regarding the localized 
storage and retention of Chinook data. Such training and awareness should encourage ‘Read Only’ 
versions of Chinook; however, where localized storage must occur, deletion must be performed in a 
sufficient timeframe; i.e. delete all localized copies and emails containing Chinook/GCMS data. 


4.2 Information Management 


In review of the information in Chinook, most Chinook data is a copy of data from GCMS. Therefore, 
from am information management (IM) perspective, Chinook seems to be transitory data. However, the 
presentation of in Module 3 and the creation of Module 5 indicators 
(presented to users in Module 3) may not be considered transitory information. Therefore, it seems 
necessary for IN to collaborate with IRCC IM to determine if Chinook, in its entirety or portions thereof, 
are transitory or if Chinook is a System of Record (SOR). 


From a legal perspective, and not a privacy one, there is a need for a file's progress and officer 
considerations to be traced. Understanding and being able to replicate the considerations and decisions 
of an Officer is sometimes integral to court proceedings involving refused TR decisions. Two points are 
made regarding this nuance to Chinook. First, there is a need for Module 3 


4.3 Security of Module 3 and Module 5 


During the preparation and completion of the AA PIA, risks were initially identified related to the 
security designation of those rules. As a result of those risks, IRCC determined the and 

While the Module 3 ¡ columns and Module 5 (presented in 
Module 3) are not opined to be the use of predictive analytics, the security designation of that 
information should be analyzed by IRCC. 


The Module 5 five of which are duplicated in this PRA, may reach the threshold of Secret, but that 
should be determined by IRCC. 


Conversely, 
Regardless of the consultant’s opinion, it is IRCC’s Departmental Security Officer (DSO) who is the 


Department's authority on the designation/classification of Protected/Classified information. The DSO 
should be consulted to ensure proper protections are afforded the data described in this section. 
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5. PRIVACY RISK ANALYSIS 


The privacy risks below were identified after analysis of the previous four sections of this PRA. 


The level of risk assigned to each of the risks was based on three existing IRCC documents. First, as 
recommended by IRCC's Corporate Risk Profile for FY 2016-17, the IRCC 15-minute risk assessment tool 
was utilized which includes a 3 x 3 matrix (Impact x Probability). Second, to assist in assessing the 
impact, IRCC's Common Risk Impact Scale (CRIS) was used. The CRIS includes specific guidance and 
examples related to privacy and security. Third, to assist in assessing the probability, IRCC's Common 
Risk Probability Scale (CRPS) was used. The outcome is reflected in the ‘Risk Assessment’ description for 
each risk below. 


In the completion and assessment of this PRA deliverable, the consultant agrees with IRCC's stance that 
a PIA is not required. The most prevalent argument for not authoring a PIA is that, in the opinion of the 
consultant, the use of Chinook does not meet the 'substantial modification' threshold as defined and 
described in the TBS Directive on Privacy Impact Assessment. 


5.1 Accountability 


Risk 81: There is a risk that the in Module 3's Section is inaccurate, 
ineffective and unnecessary in the processing of TR applications. The use of the criteria may result in 
significant and unnecessary , on while most 
senior staff de-activate the columns. 


Risk Assessment:| Possible/Medium 


Recommendation: It is recommended that IRCC validate the necessity and effectiveness of the 
| such that it supports the continued presentation of the criteria in Module 3. 
Specifically, determine if the columns are being considered/reviewed by staff, are effective (including no 
and that ongoing statistical data/analysis continues to support the use of the | 
criteria and the corresponding business rules. 


Risk 82: There is a risk that Chinook is not a temporary tool and that it will be a long-term solution to 
assist in the processing of TR applications. Moreover, it could be expanded to process other IRCC 
applications. This deliverable reflects IRCC's current plan to use Chinook as a model for business 
requirements; i.e. TDSS will build GCMS functionality, or similar tool which integrates with GCMS, such 
that Chinook is no longer required. However, considering Chinook was built, in part, because GCMS 
access/connectivity is slow and/or unavailable at times, the consultant questions how TDSS will be able 
to replace/decommission Chinook. 


Risk Assessment: 
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Recommendation: It is recommended that IRCC consider this risk and ensure contingency plans are in 
place to ensure proper privacy protections are in place if Chinook becomes a long-term solution or is 
expanded to other application types. The improvements to the governance structure recommended in 
Risk #3 should be organized in such a way that expansion of Chinook, or significant changes, requires 
formal approval involving privacy risk analysis. Furthermore, other risks in this deliverable should be 
considered with any expansion or permanency to Chinook. 


Risk 43: There is a risk that Chinook continues to operate without a formal governance structure which 
could negatively impact necessary privacy protections. The deployment of the tool appears to have 
been adopted with the knowledge and implied approval of senior managers in IN. However, a more 
formal governance structure is lacking. As Chinook has been expanding, formalized approvals are not in 
place, especially those related to Module 5 and the section in Module 3. The existing 
functionality and potential expansion require a more robust governance structure. 


Risk Assessment: Possible/Medium 


Recommendation: It is recommended that IRCC develop a formal governance structure to support the 
development, management, and necessary privacy protections related to Chinook. At a minimum, the 
governance structure should address the following: 


1. Generalized Approval Authority: An identified approval authority in charge of approving 
changes to Chinook, as well as ensuring other aspects are present, such as technical training, 
awareness, and privacy protections related to data files. All significant changes to Chinook, 
including the addition of other IRCC lines of business must be formally approved. 

2. | n Module 3. Notwithstanding the outcome of Risk 41, the continued use and 
performance testing of these criteria should be well-documented. The continued approval of 
these criteria should be actioned periodically by a senior approval authority and must consider 
the testing results in determining whether to continue using any of the 

3. Module 5 All future | 'indicators should be assessed through a documented and 
formal process. That process should include a requirement that 


4. Similar to Module 5 all | should be assessed through a 
documented and formal process. That process should include a requirement that the creation 
and approval of should be formalized in governance such that it remains a section 
to identify critical triage elements. There is a risk it could result in the creation of °° " |. and 
not it's current use of triage assistance. 

5. Procedures, Training and Awareness: existing material must be updated, or created, to support 
privacy protections such as data storage, purging, use, access, and disclosure. Changes appear 
to be necessary in Chinook Procedures, training, and awareness. Specific privacy awareness is 
lacking entirely. 
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Risk #4: There is a risk that Chinook' s use of Module 5 and the | section of Module 3 is 
inconsistent with TBS's Directive on Automated Decision Making. 


Risk Assessment: 


Recommendation: It is recommended that IRCC determine if the use of Module 3 and Module 5 data 

( and Module 5 utilize analytics in a manner wherein the TBS 
Directive on Automated Decision Making applies. As stated in this report, the consultant opines that the 
Directive does not apply; however, such a decision should be made by IRCC. 


5.2 Identifying Purposes 


Risk #5: There is a risk that WP Applications are being processed in absence of proper notice to the 
applicant that prior | is used for reporting and statistical purposes and that such data may 
be used to support the processing of the individual's application. Proper Notice/Transparency exists in 
the TRV and SP application processes, but is lacking on the WP application; Form IMM 1295. 


Risk Assessment: 


Recommendation: It is recommended that IRCC modify the Privacy Notice Statement (PNS) on Form 
IMM 1295 (paper and e-application) such that it contains the following paragraph which is found in the 
PNS on application form for TRV and SP: 


The personal information collected on an application, and other information collected in 
support of an application, may be used for computer analytics to support processing of 
applications and decision making, including your application. Personal information, 
including from computer analytics, may also be used for purposes including research, 
statistics, program and policy evaluation, internal audit, compliance, risk management, 
strategy development and reporting. 


5.3 Consent 
No risks were identified regarding this principle. 
5.4 Limiting Collection 


A potential privacy risk exists in that the self-assignment of tasks in Module 1 and the actioning of those 
in Module 3 allows some staff access to more data than they should; or more data than their user role 
allows for in GCMS. However, the consultant was assured of the following: 
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1. Access to GCMS data in Chinook does not provide any user with access to more data than it 
currently has in GCMS. All CBS and LES staff who have access to GCMS currently have access to 
all of the data elements in Module 1 and 3. 

2. ALES Program Assistant, whose role in GCMS cannot approve or refuse an application, can self- 
assign decision-maker tasks in Module 1 and record approvals or refusals in Module 3. 
However, they could not perform the application-specific or group approvals/refusals in GCMS. 


IN staff interviewed for this PRA provided verbal validation that the above factors are accurate. 
However, IN was unsure if this extended to permissions/restrictions placed on EDW data extracts which 
are stored in office  ' 
amane ——————————————— — 
employee cannot view the statistical information (: of fellow employees. 
However, IRCC 

Moreover, during Chinook training, staff are instructed that they should only querying 
their own statistics or those employees they supervise; not anyone else. Therefore, this risk is not 
identified in this section. 


Risk #6: There is a risk that access to the GC Docs folder where IT Operations staff upload daily EDW 
extracts allows more access than is necessary/justified. New permissions were assigned to the 

| folder in July 2019. Those new permissions are clearly an improvement to the prior 
permissions (June 2019) which allowed Full Access to a large number of staff. However, under the new 
permissions, six individuals can modify the EDW Extract data files in the folder and, potentially, have a 
negative impact on the processing of files in Chinook. Conversely, there is a need for IN staff to modify 
at the folder level to upload Module 5 indicators and IN is exploring a permissions options which 
allow Module 5 files to be added to the folder while restricting access to the EDW extracts to read only 
and to as few users as possible. Secondly, the EDW data extracts are accessible via Read Only to the 
entire Immigration Program. Access to the data extracts, even in Read Only format, should be limited to 
Chinook Experts and a small number of Chinook Administrators in IN and IT Operations. 


Also, this risk extends to the permissions assigned by local offices to the Chinook data files in each local 
( In interviews for this report, the permissions/restrictions applied to in the approximately 


53 offices was unknown. 


Risk Assessment: | 


Recommendation: It is recommended that IRCC restrict access to the EDW extracts to the least number 
of staff as possible. Furthermore, it is recommended that once EDW data is extracted and stored in the 
folder for consumption by IN offices, the data files cannot be modified. 


Recommendation: Chinook Experts should be instructed that access to the EDW data extracts via the 
local should be ‘Read Only’ and limited to the least number of people as possible. 
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Risk 47: There is a risk that Chinook is a System of Record (SOR) and the daily purging of data files is 
inconsistent with the retention practices of TR application data. Furthermore, IRCC must consider the 


Conversely, in order to comply with a potential 


Risk Assessment: 


Recommendation: It is recommended that IRCC consult with the Department's Information 


Management (IM) SMEs to determine if Chinook is transitory information or if it is a SOR. 


Recommendation: Assuming there is a need for 


Risk #8: There is a risk that Chinook Experts, who are responsible for purging EDW extracts on a daily 


basis, are not doing so. There has not been audit, or survey conducted, to ensure such purging is being 


performed. 


Risk Assessment 
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Recommendation: Notwithstanding the outcome of Risk #7, it is recommended that IN's awareness 
material remind Chinook Experts that their should contain only one version of each EDW data 
extract. Furthermore, IRCC should consider audits or surveys of office o ensure that instruction 
is being followed. The Chinook governance structure should formalize this awareness and audit 
capability. 


Risk 49: There is a risk that there are multiple copies of Chinook being stored by Officers/Managers in 
email accounts and local drives. Through this PRA, this risk is present in at least the following areas: 


e Officers/Managers create a list of Tasks in Module 1 and populate those Tasks into Module 3 for 
an Officer to process. The locally saved Excel document/Chinook copy is emailed to the officer 
and results in a copy of Chinook being saved on multiple local drives and email folders. 


e Officers open Chinook and saving it locally, versus opening Chinook it in Read Only, as suggested 
by Chinook support staff. 


e Module 1 can be exported to Excel, where the user will save the file locally for use in GCMS or in 
Module 2. The risk of Module 1 data is far less than other areas because the data exported to a 
separate Excel document contains very little personal information, which has minimal 
sensitivities (e.g. Application Number). 


e In Module 4, when decisions are actioned, a separate workbook is created, which is likely saved 
locally by users. 


Furthermore, in the future, as Chinook is used more, there are potential efficiencies in creating multiple 
copies of certain files. For example, if CN/OSC were to be utilized to action refusal notes/letters again 
(similar to Project Peacock), multiple versions of Chinook or Chinook data will be required; i,.e. a master 
spreadsheet will be created and emailed to OSC who will perform actions in GCMS. 


Risk Assessment:| Likely/Low 


Recommendation: It is recommended that Chinook procedures and awareness are issued to staff 
regarding the creation, retention, and destruction of Chinook versions. Focused procedures and 
awareness should be placed on the examples provided in the above risk statement. 


It is recognized that IRCC may permit the short-term and local storage of Chinook data files. Ultimately, 
it is recommended that IRCC develop requirements which limit localized versions of Chinook that are 
kept longer than necessary. Requirements and awareness should support the purging of data files so 
that hundreds or thousands of Chinook/GCMS data files are not stored throughout shared drives, email 
accounts, and localized storage devices. 


5.6 Accuracy 
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No risks were identified regarding this principle that have not already been identified in another risk; for 
example, see Risk 41. 


5.7 Safeguarding 


Risk #10: There is a risk that Module5 . ndicators are not being safeguarded in accordance with 

Protected/Classified information requirements of IRCC and the Government of Canada. It is noted that 

the The criteria of Module 5 
have a similar look and feel. 


Risk Assessment: |Unlikely/High 


Recommendation: It is recommended that IN interface with the IRCC DSO and determine the 
appropriate information security designation for the Module 5 the criteria, justification, and the 
Officer Instruction). 


5.8 Openness 
No risks were identified regarding this principle. 
5.9 Individual Access 


Risk #11: There is a risk that Chinook information will not be released to an individual/requester due to 
the Module 3 disclaimer, which has not been reviewed and approved by IRCC ATIP. 


Risk Assessment: 


Recommendation: It is recommended that the following portion of the Module 3 disclaimer is reviewed 
and approved by ATIP: 


5.10 Compliance 


No risks were identified regarding this principle. 
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6. MANAGEMENT RISK MITIGATION ACTION PLAN 


An Action Plan supporting the mitigation of risks identified in this PRA will be created and 
managed outside of this deliverable. 


7. SUPPLEMENTARY DOCUMENTS LIST 


Chinook Processing Suite One Pager (November 16, 2018) 
Innovation Incubator Proposal; Version 3 

Chinook Module 1 SOPs 

Chinook Decision Maker User Manual 

Guidelines: Chinook Module 5 — Creation of Risk Indicators 
Risk Tool 

Targeted Integrity Risk Exercise (TIRE) 

Module 5 Indicator Submission Template 


E eee 


10. Common Risk Impact Scale (CRIS) 
11. Common Risk Probability Scale (CRPS) 
12. 15 Minute Risk Assessment 


Canadä 
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Governance Structure 
Chinook Module 5: Risk Indicators 


Immigration, Refugees immigration, Réfugiés A3244685 105-00010 
and Citizenship Canada — et Citoyenneté Canada e 


Document Change Control 


Changed by Date of Change 
0.1 


Integrity Risk November 25, 2020 
Management 
International December 4, 2020 


2 
Network 
December 7, 2020 
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Description of Changes 


Initial version — Director approved with some 
edits; feedback mechanism to be incorporated 
into next iteration. 

Initial version — Director approved with some 
edits; disposition comments added for next 
iteration. 

Final version implemented with ATIP Exemption 
clause added. 
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Approvals 


Business Owner 


Name and Title: Andie DaPonte, Director 
Business Unit/Branch: Optimization & Modernization Division, International Network 


e-approval 


December 4, 2020 


Governance 


Name and Title: Nicole Adwokat, Director 
Business Unit/Branch: TR Integrity Management Authority Division, Integrity Risk Management 


e-approval 


November 25, 2020 
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Overview 


Chinook Module 5 ( 

of 
Chinook. Module 5 is being developed in collaboration between the International Network (IN) 
who has ownership of the tool, Centralized Network (CN), Domestic Network (DN), Advanced 
Analytics Solution Centre - Operational Performance and Planning Branch (OPPB) and the 
Integrity Risk Management Branch (IRM). The Module 5 governance structure provides high- 
level supplementary information for the Chinook governance document. 


Objective 
Purpose 


The purpose of the governance structure for Module 5 is to define the principles, policies, 
accountabilities, and the roles and responsibilities in order to enable all stakeholders to deliver 
on their mandate. The governance structure will also provide information on oversight of the 
creation and management of indicators in Module 5, including 


Expected Outcome 


The governance structure will address the risks identified in the Privacy Risk Analysis (PRA) for 
Module 5 by identifying the approval authority, documentation and safeguarding process for the 
management of indicators, training on Module 5, as well as how changes to the module are 
managed. Moving forward, these stakeholders will continue to work collaboratively to review 
gaps, risks and mitigation measures for the use of indicators in Chinook, as well as explore 
enhancement to the tool overall. 


It is agreed that the governance structure will also continue to evolve based on operational and 
transformational needs. Should new changes to the governance framework or Chinook tool 
become necessary, or new membership be identified to support new changes or emerging 
initiatives, relevant subject matter experts (SMEs) may be included in future working group 
meetings to discuss and mutually reach consensus on these new changes or initiatives. 


Roles and Responsibilities of Stakeholders 


Advanced Analytics Solution Centre, Operational Performance and Planning Branch 
(OPPB) 


4 
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Integrity Risk Management (IRM) 


International Network (IN) 


Risk Assessment Officers (RAOs): 
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IRCC Officers (IN, CN, DN): 


Module 5 Working Group: 
= Review and update the Module 5 Governance Structure and related documents 


needed. 
= Review Governance-related concerns and make changes, as needed. 
= Any findings from the Module 5 Working group will be reviewed at the Director level. 


Indicator Management 


The iN Chinook / Chinook RI ORCC) mailbox will be used to communicate 


When fully established, all documents and information will be made available in GCDocs for all 
users. 


Classification of Information 


Information submitted MEM must be limited to a Protected B classification level or 
below. tne intormation should not be submitted for consideration. 
Information will also not be stored in Module 5. This instruction will be 


clearly indicated in the Indicator Submission Template Instructions, as well as included in all risk 
related training. 


CE O E Lo an nas 4c" eeoa A LI Li m m . . -—— . » x a LI - 


As part of this review, the Lead will assess whether information has been correctly 
designated. [he Lead will not include information in Module 5 that is 
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designation. In the event that the designation of the information is not clear, the Lead will 
consult with the — MEM , as well as Corporate Security within IRCC, to obtain 
proper clarification as needed. 
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Attendance 


Malcolm Campbell, Lisa Catana, Trevor Clack, Andie Daponte, Jonna Hickey, 
Lydia Kedney-Bolduc, Ryan Pearson 


Absent 


Davinder Manhas, Sunil Sanan, 


Update on Coding Requirements — Trevor Clack 


Mode 1 - Edmonton reported issues with the module 
One version uses less memory, the other less CPU 
power. 


Mode 2 — and will be addressed in the coming days. and Trevor to discuss offline. 


Mode 3 — Delhi reported Chinook do 7 


Malcolm has communicated with 


Delhi requesting more technical details. 


Mode 6 — 


Mode 1- 


o Ankara and Abu Dhabi are working on finalizing a set and the final package should be 
ready shortly. Could need some once ready. 


Mode 2 - 


o Reported that no feedback received with problems/issues. Ready for World Release TRV pending 
offline discussion with Trevor on possibly 


2 or 3 Webinar Trainings for Mod 2 agreed to be offered to Chinook Area Experts and invite 
anyone who does pre-assessment. Tentative Training to take place in Mid-October. Trevor and 
to discuss further. 


Mode 3 — 
o Reported Delhi has issues. (as per above, Trevor will investigate) 


o Mod3is working well in the China Network and they are now rolling up a report to be distributed 
in the network. 


Mode 4-. 


o Noreport 


Mod 5 — Mod lead not finalized yet 
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o Lisa Catana has 
Meeting scheduled Sept 12 with Lisa C., Analytics and 
Malcolm C. to review to ensure it looks valid for testing. Lisa informed that | 


o Lydia Kedney-Bolduc reported that CN reviewed their risk indicator rules are interested in the 
training webinar. 


Mode 6 — Mod lead not finalized yet 


O - 2 reported that IN DG, Bruce Scoffield saw a Demo of Mod 6 in Ankara and is quite 
interested. 


o Andie Daponte asked if using the old version or for the new version of Trevor confirmed 
instructions available and will send the links to Andie for distribution to the team 


o Lydia Kedney-Bolduc informed that CN Risk Assessment Unit has reported and held a Demo for 
CPC-O on producing reports. 


o Lisa Catana flagged to be aware of what 


NHQ Updates — Malcolm Campbell 


Area Experts - Now identified for 2019-2020. Agreed by the Members that all Area Experts will be invited 
to the Chinook Monthly Call going forward as optional attendees. 


Legal - NHQ Legal Service contacted IN Chinook and informed that there may be issues with traceability 
and file retention. Malcolm shared the completed Privacy Risk Assessment (PRA) that was completed in 
August 22, 2019 that identified 11 Privacy Risk Factor for Chinook. Legal will review the PRA and inform if 
additional 


ATIP — IN Chinook was contacted to complete a Privacy Impact Assessment (PIA) for Chinook to identify 
the impact of risks. Malcolm worked with ATIP to determine that Chinook will not have to complete a PIA 


and meet with the Office of the Privacy Commissioner of Canada (OPC) in accordance to the TBS PIA 
directives. ATIP is in support that a Privacy Risk Assessment (PRA) is to be completed. The PRA is now 
final and identifies 11 Privacy Risks for Chinook. These risks will be shared to the members. Next steps is 
creating an Action Plan to list the Mitigating Measures and to create a Best Practises Guidelines. 


Chinook Outlook Mailbox — Malcolm informed members that a request to create an Outlook General 
mailbox for Chinook took place yesterday. He asked members who should have access and how the flow 
of emails will be actioned. Members agreed that NHQ issues will be addressed by Malcolm Campbell and 
Donna Hickey and all development/trouble shooting issues will be send to the Mode Lead accordingly 
with a c.c. to Trevor Clack. 


TR Webforms — Malcolm Campbell 
e Item covered with the content of the meeting. 


Chinook in GCMS — Malcolm Campbell 


Malcolm Campbell informed members that on October 23, 2019 a Chinook 


aÀ—— UL 


GCMS will have a ( 
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wai Trevor mentioned this could be as simple as a request to EDW on updating which 
S. a 
Trevor Clack also informed that we could c 
Received Channel — Malcolm Campbell 


e Malcolm Campbell informed the Dynamic Webform is planned for release in October 2019. Newly 
identifying changes in reporting the received channel of applications, eg. VAC/Online, with new channel 
as Portal item. Need to make changes to Mode 


L'information divulguée en vertu de la loi sur l'accès à l'information 


Lisa Catana informed that the Dynamic Webform also has changes to the purpose of visit as well and it 
will impact Chinook and 


Lisa - has a new role in NHQ Transformation 


Andie — Mode 5 — Would like the REMLs to be involved, to add ncluded in 
Data sooner than later 


- 500 characters okay for TRV, may see issues with SP/WP. 


- Small offices should be encouraged to use Mode 1 - Regional Wide Processing — Worksharing 
Malcolm - Chinook update presentation to AD's at the NHQ AD meeting in September 2019. 


- Update on Coding resources : 


- A good way to encourage to use Chinook is for ADs to add PMA Objectives on Chinook 
implementation with their area MPMs. This was done in China and positive results. 


and Trevor to discuss possible | |»... — before roll-out and training. 
Lisa and Malcolm to review before setting up training webinars 
Andie to share updated Mod 6 with team. 
Donna to add Chinook Area Experts as optional attendees on monthly calls. 
Donna/Malcolm will share new Chinook email once created by IT at NHQ. 
Donna/Malcolm to share Privacy Risk Action Plan once ready. 
Lydia and CN to finalize Module 1 User Manual with  ' before sharing more widely. 
Lydia and CN to comment Module 2 User Manual once ready and one for Module 3. 


NEXT Meeting Scheduled — October 09, 2019, 8am - 9am 
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RECORD OF DISCUSSION s.21(1)(a) 
TELECONFERENCE - IM Guidance for Chinook 


DATE: June 22, 2020 


EA ITEM RECORD OF DISCUSSION 


Introduction Provided background and context for the 
Malco be creation/development of Chinook and briefly described how 
a Chinook works by provided a rundown of the different modules 

and their functions. 
Described current state and that ATIP wanted a Privacy Impact 
Assessment, so did a Privacy Risk Assessment instead. 
Consultant completed this doc after consulting users. Identified 
11 privacy risks/concerns to mitigate with ATIP. 

Questions e Derek asked whether information from Mod 6 


Derek Dawson (Junior Analyst) 


Nicholas Diespecker o Derek informed the participants that 
(Information Management 


Coordinator) 


Richard Gallo (A/Director) 
e Nicholas asked whether the information is used for both TR 


o Malcolm responded that 


EDW. Malcolm informed the participants that Journey 
Lab has 


e Derek was of the opinion that the information from Chinook 
could be considered transitory if all of the information is either 
client-provided or put back into GCMS. If Chinook triggers a 
change in officer processing, the final output should be 
indicated somewhere in GCMS otherwise may not be 
transitory. 

o Richard agreed that it could be considered 


e Derek had questions about the Journey Lab and the 
incorporation of a 
e Malcolm provided a breakdown of processing: 


Malcolm Campbell 


o Richard believes that there shouldn't be an issue with 
this as it more of an automation tool and the core 
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documentation is in GCMS and with the final output in 
GCMS, that should mitigate the issue. 


Module 3 Malcolm described Module 3, by stating that it is information 
Malcolm Campbell that is pulled from GCMS that is client-provided and displays 


). Malcolm differentiated this from AA, where 
there is information pulled from different sources and 
manipulated. 

o Richard stated he believes this to be 


: Malcolm went over concerns highlighted by the Privacy Risk 

Assessment Assessment (PRA). 

Malcolm Campbell o Concern regarding collating data behind the scenes. 
Malcolm informed participants that historical 
information (approval rates, refugee claim rates) were 
removed to mitigate concerns 

o Malcolm elaborated on the concern regarding 


" Derek asked if this can be recreated? Malcolm 
responded yes, but we don't want to recreate it. 
Working with LMD currently on this right now. 
Asked the Journey Lab 


" Derek was of the opinion that this may not be 
transitory, and need to be retained. However, 
Richard was of the opinion that creating a note 
should be sufficient. 
o Malcolm informed the group that | 


=" Derek accepted this as a mitigating measure as 

long as it is reflected in a manner in GCMS. 
There was consensus from participants that Chinook is 
transitory. Richard agreed to sign off and provide this in an 
email based on an agreement to be written by Derek. 

7 | Purging Data Derek and Richard discussed the need for purging transitory 

records per their disposition period. 

o Richard asked if we can create an automated deletion in 
the background? 


o Malcolm informed participants that EDW information is 
deleted after 7 day. He also clarified that as users 
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abroad are on the GAC network, training and reminders 
are relied upon. 
Derek recommended to delete it immediately after the 
user is done. It is full transitory and can be deleted once 
processing is done and the usage of Chinook is done. 
= Richard believed that IM shouldn't micromanage 
the management of transitory records and that 
the onus is on the user. He suggested maybe 
have QA by team lead that this is being done. 
Richard recommend to export these 


o Derek can help with identifying the retention period and 
where to save in GCDOCS 

Derek to draft an agreement/bullets on what was agreed 
upon on the call today and Richard will sign this as he has the 
proper authority 
Malcolm to follow-up with Derek regarding the retention of 

X by sending an email to the retention inbox to provide 
more information and advice will be provided after. 
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Hickey.Donna idi 

From: Campbell.Malcolm 

Sent: July 13, 2020 2:30 PM 

To: Diespecker.Nicholas; IM Retention / Retention Gl 
(IRCC); Dawson.Derek 

Cc: IN Chinook / Chinook RI (IRCC); Daponte.Andie; 

Subject: RE: info - FW: SME IM guidance for Chinook PRA 
Risks 

Attachments: Solicitor-Client Privilege Chinook Opinion CTRs 
March 6 2020 (006).pdf 

Hi Nicholas, 


Thanks for confirming our actions will reinforce IM's consensus that our worksheets are transitory in value. 


in regards to the ' 


We are in the midst of working to a consensus on this point below about 


thanks 
Malcolm 


From: Diespecker.Nicholas 

Sent: June 26, 2020 1:35 PM 

To: Campbell.Malcolm ; IM Retention / Retention GI (IRCC) ; Dawson.Derek 
Cc: IN Chinook / Chinook RI (IRCC) ; Ngu.Alexander ; Daponte.Andie 
Subject: RE: info - FW: SME IM guidance for Chinook PRA Risks 


Good afternoon Malcolm, 
it was a pleasure speaking with you earlier this week. 
Thank you for your additional information and further confirmation of actions to be taken regarding Chinook such as: 


‘hese actions will reinforce the 
consensus arrived at that the user interface worksheets are transitory in value. 
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One question | did have is regarding the ‘hat is referenced below in the 
' “his may be something to discuss further depending on the outcome. 


Thank you and have a nice afternoon, s.21(1)(a) 
s.23 
Nick 


Nicholas Diespecker 


Information Management Coordinator, Digital Strategy 
Immigration, Refugees and Citizenship Canada / Government of Canada 


Nicholas.Diespecker@cic.gc.ca / Tel: 613-437-6088 


Coordonnateur de la gestion de l'information, Stratégie numérique 
Immigration, Réfugiés et Citoyenneté Canada / Gouvernement du Canada 


Nicholas.Diespecker@cic.gc.ca / Tél.: 613-437-6088 


From: Campbell.Malcolm 

Sent: June 24, 2020 3:49 PM 

To: IM Retention / Retention GI (IRCC) « @ 
«Derek.Dawsont?cic.gc.ca»; Diespecker.Nicholas <Nicholas. Diespecker@cic.gc.ca> 

Cc: IN Chinook / Chinook RI (IRCC) «iRCC.INChinook-ChinookRLIRCCGPcic.gc.ca»; Ngu.Alexander 


<Alexancer.Neu@cic.ec.ca>; Daponte.Andie «Andie.Daponte( cic.gc.ca» 
Subject: RE: info - FW: SME IM guidance for Chinook PRA Risks 


Hi Nicholas, Derek, 
Thanks again for the meeting on Monday. 


1) Looking forward to receiving your written confirmation that our decision maker user interface sheet is 
considered transitory so we can update our action plan for ATIP. 


We confirmed with the Journey Lab that they will 


And below is a copy of our disclaimer that each user must click "okay" when using Mod 3. It asks each officer to delete 
their worksheet on a daily basis. Please remember to delete your Chinook spreadsheet on a daily basis, and do not 
save any Chinook data to your desktop or personal drives. 
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2) Forour quality of decision making module, below is a GCdocs link for a recent webinar we did. You can find 
more info on Module 6 starting at 


It's meant to be used by TR Unit Managers as part of their regular duties to One in their office 
and review for areas of improvement or training with officers. 
Right now, this task is done on an ad hoc basis using and as far as | know, this 


info is not kept but considered transitory by our overseas offices. But please have a look and advise if your team views it 
otherwise. 


If you have any questions, just let me know. 


Thanks 
Malcolm 


From: IM Retention / Retention GI (IRCC) 

Sent: June 16, 2020 10:20 AM 

To: Campbell.Malcolm <Maicoim.Campbell @cic.gc.ca> 
Subject: RE: info - FW: SME IM guidance for Chinook PRA Risks 


Good morning. 


Yes, | will set up a meeting for Monday June 22™, 


Sent: June 16, 2020 9:11 AM 
To: IM Retention / Retention GI (IRCC) « Dcic.g 
Cc: IN Chinook / Chinook RI (IRCC) «iRCC.INChinook-ChinookRLIRCCG cic.gc.ca»; Hickey.Donna 


<Donna.Hickey@cic.gc.ca>; Daponte.Andie <Ancie. Daponte @cic.gc.ca>; Manhas.Davinder 
<Davincer.Manhas@cic.egc.ca>; Diespecker.Nicholas <Nicholas. Diespecker@cic.gc.ca>; Horrocks.Sarah 


<Saran. Horrocks @cic.gc¢.ca> 
Subject: RE: info - FW: SME IM guidance for Chinook PRA Risks 


Hi Derek, thanks for the quick response. 
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Can we do an hour in the afternoon on Monday June 22? 
Please invite myself and Donna Hickey as required and Andie Daponte and Davinder Manhas as optional. 


Thanks 
Malcolm 


From: IM Retention / Retention GI (IRCC) 
Sent: June 15, 2020 2:48 PM 
To: Campbell.Malcolm «Miaicoim.Campbeilt?cic.gc.ca» 


Cc: IN Chinook / Chinook RI (IRCC) XiRCC.INChinook-ChinookRL.IRCCG cic.gc.ca»; Hickey.Donna 
<Donna.Hickey@cic.gc.ca>; Daponte.Andie «Andie.Daponte @cic.gc.ca>; Manhas.Davinder 


«Davinder.Manhas? cic.gc.ca»; Diespecker.Nicholas <Nicholas. Diespecker@cic.gc.ca>; IM Retention / Retention Gl 
(IRCC) «IRCC.IMRetention-RetentionGLIRCCG cic.gc.ca»; Horrocks.Sarah <Sarah Horrocks@cic.sc.ca> 
Subject: RE: info - FW: SME IM guidance for Chinook PRA Risks 


Hello, 
Our team (IM policy) is best suited to help vou with your questions. 


We are happy to book a meeting with you, please let us know what time works best. 


Derek Dawson 


Junior Analyst, Digital Strategy 
Immigration, Refugees and Citizenship Canada / Government of Canada 


Derek.Dawson@cic.gc.ca / Tel: 613-558-5820 


Analyste Subalterne, Stratégie numérique 
Immigration, Réfugiés et Citoyenneté Canada / Gouvernement du Canada 


Derek.Dawson@cic.gc.ca / Tél.: 613-558-5820 


From: Campbell.Malcolm 
Sent: June 12, 2020 3:43 PM 
To: Diespecker.Nicholas <Nicholas. Diespecker@ci 


Retention GL IRCCQ CIC. gc. ca» 


Subject: RE: info - FW: SME IM guidance for Chinook PRA Risks 


Hi Nicholas, 
Apologies for the delay in responding. 


Chinook is an Excel based tool designed and built by officers and the PRA Donna was referring to was a Privacy Risk 
Assessment we did for the ATIP division. We're actively going through the privacy risks identified in the PRA doc. One of 
the privacy risks recommended we consult Info Management on retention of our Module 3 user interface spreadsheets. 
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The PRA is attached for your reference and the recommended action to consult IM is pasted below and on page 68. 


l've included a powerpoint presentation for your reference as well which shows our screenshots. The relevant slides for 
your team would be slides 8 to 13. Those slides show our ‘decision-maker module 3 where officers can review 
application information from GCMS more than one application at a time which is currently not a GCMS feature 


The Chinook GCMS tab you found on Connexion was probably referring to the TRV Journey Lab's work 
, We did manually. 

Have a look at the document, and we can set up a teleconference to discuss. 

is next week too early? 


Thanks 
Malcolm 


Risk 47: There is a risk that Chinook is a System of Record (SOR) and the daily purging of data files is inconsistent with 
the retention practices of TR application data. 


Risk Assessment: Unlikely/Medium 
Recommendation: It is recommended that IRCC consult with the Department's Information Management (IM) SMEs to 
determine if Chinook is transitory information or if it is a SOR. 


From: Diespecker.Nicholas 

Sent: May 11, 2020 9:39 AM 

To: Hickey.Donna <Donna.Hickey@cic.gc.ca> 
Subject: FW: SME IM guidance for Chinook PRA Risks 


Apologies Donna, just forwarding my response below directly to you. 
Thanks, 

Nick 

Nicholas Diespecker 

Information Management Coordinator, Digital Strategy 


Immigration, Refugees and Citizenship Canada / Government of Canada 


Nicholas.Diespecker@cic.gc.ca / Tel: 613-437-6088 


Coordonnateur de la gestion de l'information, Stratégie numérique 
Immigration, Réfugiés et Citoyenneté Canada / Gouvernement du Canada 


Nicholas.Diespecker@cic.gc.ca / Tél.: 613-437-6088 
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From: Diespecker.Nicholas 

Sent: May 11, 2020 9:28 AM 

To: IM Helpdesk / Bureau d'aide GI (IRCC) 

Cc: IM Retention / Retention GI (IRCC) «iRCC.IMRetention-RetentionGLIRCCGCcic.gc.ca» 
Subject: RE: SME IM guidance for Chinook PRA Risks 


Good Morning Donna, 
Thankyou for your enquiry. May | first please clarify some details with you. 


My familiarity with the Chinook system is limited to that which | have gleaned from the Intranet. I’m sure that there is a 
much more detailed definition, but from that initial research l've undertaken, Chinook has a connection to GCMS or is 
perhaps an application or tab within GCMS that facilitates amongst other things, "the automation of the bulk refusal 
and processing of TRV applications?" | also understand that Chinook assists in areas such as biometrics. 


These two areas feature extensively within our Retention Disposition Schedules (RDS) however specific references to 
Chinook are not immediately found. In determining the business value of Chinook, we will need further clarification on 
its role and purpose. If it’s for example an application or a system used to in the decision-making process for TRV's, we 
can link it to the Temporary & Permanent Migration RDS under the Selection & Processing activity (perhaps). This would 
add weight to the position that information contained within Chinook constitutes a business record (System of Record) 
to IRCC rather than identify the information as being transitory in value. 


My role within IM Operations is to work with our business clients to apply disposition to records of business value that 
have met their defined retention periods. Any record of business value thus identified becomes part of a disposition 
action that IM Operations initiates in conjunction with the client to properly dispose of the records. A listing of the 
records is generated and a signed authorization to conduct disposition is obtained via our distribution of a disposition 
package for review (and authorization). 


Prior to this however, if we can please receive further specifics on activities associated with Chinook we can then better 
determine how the information it gathers or stores aligns with our departmental schedules. To that end, | have copied 
my colleagues in the IM Retention Unit to seek their input and bring them into the discussion. The IM Retention unit 
are the SME when it comes to confirmation of retention periods and disposition outcomes. Should it be determined that 
records associated with Chinook have business value, their inclusion on the relevant RDS, would be a discussion to then 
have with IM Retention to add an activity to the schedule or to identify (Chinook) under an existing activity. 


Apologies, can you please confirm if PRA is an acronym for Preliminary Risk Assessment perhaps? 
We look forward to further discussion and liaison with you and your colleagues. 

Thank you, 

Nick 

Nicholas Diespecker 


Information Management Coordinator, Digital Strategy 
Immigration, Refugees and Citizenship Canada / Government of Canada 


Nicholas.Diespecker@cic.gc.ca / Tel: 613-437-6088 


Coordonnateur de la gestion de l'information, Stratégie numérique 
Immigration, Réfugiés et Citoyenneté Canada / Gouvernement du Canada 


Nicholas.Diespecker@cic.gc.ca / Tél.: 613-437-6088 
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From: IM Helpdesk / Bureau d'aide GI (IRCC) 

Sent: May 8, 2020 3:09 PM 

To: Diespecker.Nicholas «Nicholas.Diespeckert? cic.gc.ca» 
Subject: FW: SME IM guidance for Chinook PRA Risks 


Nicholas Diespecker 


Information Management Coordinator, Digital Strategy 
Immigration, Refugees and Citizenship Canada / Government of Canada 


Nicholas.Diespecker@cic.gc.ca / Tel: 613-437-6088 


Coordonnateur de la gestion de l'information, Stratégie numérique 
Immigration, Réfugiés et Citoyenneté Canada / Gouvernement du Canada 


Nicholas.Diespecker@cic.gc.ca / Tél.: 613-437-6088 


From: Hickey.Donna 

Sent: May 7, 2020 2:03 PM 

To: IM Helpdesk / Bureau d'aide GI (IRCC) 

Subject: RE: SME IM guidance for Chinook PRA Risks 


Chinook has the need to consult with a SME in IM guidance to determine if Chinook is transitory information or if it’s a 
System of Record as recommended by a PRA completed. 


|! look forward to hearing from a representative to schedule some time to meet in early June. 


Thank you. 


Donna Hickey 


Program Officer, International Network 
Immigration, Refugees and Citizenship Canada / Government of Canada 


Donna.Hickey@cic.gc.ca / Tel: 613-437-7260 


, Réseau international 
Immigration, Réfugiés et Citoyenneté Canada / Gouvernement du Canada 


Donna.Hickey@cic.gc.ca / Tél.: 613-437-7260 


From: Billard.Sheldon 
Sent: May 7, 2020 1:57 PM 


To: Hickey.Donna <Donna.Hickey@cic.gc.ca>; Choynowski.Jola <Jola.Choynowski@cic.ec.ca>; Dowsett.Trevor 


«Trevor.Dowsett e cic.gc.ca» 
Cc: IM Helpdesk / Bureau d'aide GI (IRCC) 
Subject: RE: SME IM guidance for Chinook PRA Risks 


Donna, good afternoon. | hope you're well. 


Trevor and Jola (and myself) are IT Security. For discussions with respect to whether or not Chinook data is transitory or 
not, it is best that you consult with Information Management, rather than Security. They are the SMEs for that topic. 


l've copied them on this email, for your convenience. 


Thank you. 
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Sheldon Billard 


Senior IT Security Specialist, Transformation and Digital Solutions Sector 
Immigration, Refugees and Citizenship Canada / Government of Canada 


Sheldon.Billard@cic.gc.ca / Cell & Text: 343-548-5204 / BBME: 7^^^7^^^ 


Spécialiste principal en sécurité informatique, Secteur de la transformation et des solutions numériques 
Immigration, Réfugiés et Citoyenneté Canada / Gouvernement du Canada 


Sheldon.Billard@cic.gc.ca / Cell & Text: 343-548-5204 / BBME: 


From: Hickey.Donna 

Sent: Thursday, May 7, 2020 1:54 PM 

To: Choynowski.Jola «ioia.Chovnowsk ¡Qe ic.gc.ca»; Dowsett.Trevor «Trevor.Dowsett cic.gc.ca» 
Cc: Billard.Sheldon «Sheldon.Billard &cic.e 

Subject: RE: SME IM guidance for Chinook PRA Risks 


Reaching out if we can schedule this meeting to discuss in early June. If yes then, | will send the appointment. 
Thank you. 


Donna Hickey 


Program Officer, International Network 
Immigration, Refugees and Citizenship Canada / Government of Canada 


Donna.Hickey@cic.gc.ca / Tel: 613-437-7260 


, Réseau international 
Immigration, Réfugiés et Citoyenneté Canada / Gouvernement du Canada 


Donna.Hickey@cic.gc.ca / Tél.: 613-437-7260 


From: Choynowski.Jola 

Sent: December 9, 2019 11:25 AM 

To: Hickey.Donna <Donna.Hickey@cic.ec.ca>; Dowsett.Trevor < Trevor. Dowsett@cic.ec¢.ca> 
Cc: Billard.Sheldon «Sheldon.Billard @cic.s 

Subject: RE: SME IM guidance for Chinook PRA Risks 


Yes, Donna, we would definitely like to meet and discuss. 
Jola 


Jola Choynowski 


Manager, IT Security, Policy, Governance and Awareness, IT Operations 
Immigration, Refugees and Citizenship Canada / Government of Canada 


Jola.Choynowski@cic.gc.ca / Tel: 613-437-6907 


, Opérations de TI 
Immigration, Réfugiés et Citoyenneté Canada / Gouvernement du Canada 


Jola.Choynowski@cic.gc.ca / Tél.: 613-437-6907 
From: Hickey.Donna 
Sent: December 9, 2019 11:21 AM 


To: Dowsett.Trevor «Trevor.Dowsett&cic.gc.ca»; Choynowski.Jola <Joia.Choynowski@cic.gc.ca> 
Subject: SME IM guidance for Chinook PRA Risks 
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Trevor & Jola, 


The IN -RIC Chinook Team would like to set up a meeting to discuss and review your SME guidance to an IM risk 
identified in a PRA completed on Chinook. 


It is recommended that IRCC consult with the Department's Information Management (IM) SMEs to 
determine if Chinook is transitory information or if it is a System of Record. 


Please confirm by reply and | will then set up a mutual time to meet. 
Thank you for your considerations. 
IN-RIC Chinook Team 


Donna Hickey 


Program Officer, International Network 
Immigration, Refugees and Citizenship Canada / Government of Canada 


Donna.Hickey@cic.gc.ca / Tel: 613-437-7260 


, Réseau international 
Immigration, Réfugiés et Citoyenneté Canada / Gouvernement du Canada 


Donna.Hickey@cic.gc.ca / Tél.: 613-437-7260 
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Hickey.Donna 

From: Campbell.Malcolm 

Sent: July 14, 2020 7:49 AM 

To: Daponte.Andie 

Cc: IN Chinook / Chinook RI (IRCC) 

Subject: RE: Andie: for your review 


| thought we were too. But we are asking them to write to us explaining why we need to attach a blank spreadsheet to 
affidavits when they don't attach screen shots for GCMS. 
Seems petty tit for tat. 


From: Daponte.Andie 

Sent: July 14, 2020 7:13 AM 

To: Campbell.Malcolm 

Cc: IN Chinook / Chinook RI (IRCC) ; Campbell.Malcolm 

Subject: Re: Andie: for your review 

Hey Malcolm, 

| thought we were past these arguments, but here we are. | can't think of anything to add but if something 
does come to mind | will message you. 

Andie 


From: Campbell.Malcolm 

Sent: Monday, July 13, 2020 4:40 PM 

To: Daponte.Andie 

Cc: IN Chinook / Chinook RI (IRCC); Campbell.Malcolm 

Subject: Andie: for your review 

Hi Andie, long message, but | need your input by Thursday on my reasons below. Context is provided for your info. 

We need to provide written explanation to Legal as to why it is overly burdensome to copy and paste spreadsheet info 
for each file in GCMS. 

Context: 

If IRCC : a mitigation strategy 


In the context of any 


Reasons for not saving Chinook spreadsheets: 
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e The request from legal services to save spreadsheets is contrasted to other recommendations we've received from 
Information Management, IT Operations and ATIP according to their own guidelines and administrative law. 
e Information Management came to the consensus in June 2020 that our Mod 3 user interface worksheet is 
transitory in value, therefore not necessary nor recommended to save or nor to follow a e ion pcr 
o They came to this consensus after advising of `’ TP Mud: 


o They recommended deleting the spreadsheets on a daily basis at the meeting. 

e |T Operations/Security does not recommend saving spreadsheets. They indicated in February 2020 that "it is 
strongly recommended that Chinook have controls in place to prevent users from saving any Protected B data 
onto their local workstations, portable media, email attachments, etc. 

e In the Privacy Risk Assessment document completed for ATIP in August 2019, there were privacy risks noted to 
saving and having multiple copies of client info stored in various locations across IRCC and GAC networks, etc. 
and we are following the recommendation noted in Risk 4 9 of the PRA document, by asking users to delete 
their spreadsheet information on a daily basis. 

o It is recommended that Chinook procedures and awareness are issued to staff regarding the creation, 
retention, and destruction of Chinook versions. Focused procedures and awareness should be placed on 
the examples provided in the above risk statement. 

o It is recognized that IRCC i | NM |"... - - Ultimately, it 
is recommended that IRCC ` | TO ON | dL l 

Requirements and awareness should support the purging of data files so that 
hundreds or thousands of Chinook/GCMS data files are not stored throughout shared drives, email 
accounts, and localized storage devices. 

e Practically speaking, saving spreadsheets where all info is stored in GCMS is counter-productive to the purpose of 
Chinook. 


o The user interface was built to be able to review application information from more than 1 file at a time. 


o Example, officers are 


oFor | the info is in GCMS, reproducing the info in a more efficient n manner 


e -mna am E | aM mn nr is e 


Anything to add/amend on my reasons? 

Thanks, 

Malcolm 

Malcolm Campbell 

Assistant Director | Directeur adjoint 

Strategic Planning and Delivery | Planification stratégique et exécution 

International Network | Réseau international 

Immigration, Refugees and Citizenship Canada | Immigration, Réfugiés et Citoyenneté Canada 
Government of Canada | Gouvernement du Canada 


maicolm.campbell@cic.gc.ca 
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IN Chinook / Chinook RI (IRCC) 


From: Perry. Tracy 

Sent: October 22, 2021 5:07 PM 
To: ‘Macdonald, Jonathan’ 
Cc: Dunn.Michelle; Piche.Cal 
Subject: RE: Urgent - Article 


Good afternoon Jonathan, 


My apologies for the delayed response. We needed a little extra time to ensure we provide you with the 
information you need to respond to your senior management. Here are the answers to your questions. 


e Chinook is a tool that IRCC decision-makers use to assist their review of applications. Chinook is comprised 
of multiple modules and generates an individualised report in an excel spreadsheet, which contains some 
information populated from the applicant's file in GCMS, and may also contain some additional pieces of 
information (depending on the module being applied) 

. All of this information was previously available to officers. In one of the modules 
being applied to Temporary Resident (TR) lines of business, Chinook also generates template refusal notes 


which Officers then can use and modify when developing reasons for their decision. 


e With respect to Temporary Resident applications, 
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With regards to your question related to - what privacy analysis was done for this new tool? — we have the 

following information to provide: 

e ATIP's Privacy team was engaged by the program area in early 2019. Given that the initiative did not 
constitute a substantial modification to the existing way in which personal information is used in processing 
Temporary Residence applications, it was determined that a full Privacy Impact Assessment (PIA) was not 
necessary. 

e IRCC did conduct a Privacy Risk Assessment (PRA) to assess any privacy risks associated with the use of 
Chinook. 

e The PRA was completed in August 2019 and an Action Plan was developed. This plan is still ongoing, 
although some risks identified have already been mitigated. 

e Itis also important to note that legal review did not identify any significant privacy risks associated with the 
use of Chinook for TR applications. 

e Program officials in the Transformation and Digital Services Sector, have advised that Chinook was moved 
to a cloud platform in spring 2020 

e The latest GC compliant security assessment and authorization review was completed in 2021, resulting in 
an Authority to Operate with conditions; there are no risks associated to the Global Case Management 
System identified with the Cloud version. 

e We will be re-evaluating the associated privacy issues and risks with the deployment of Chinook as it is 
rolled out in all processing offices and as it is extended to other functionalities. 


| hope that this information provides you with the information that you were seeking. Please don't hesitate to 
get back in touch should you need additional information. 


Thanks, and have a great weekend. 


ier À Perry (elle/she/her) 

LEVVORNIC S28-S50-G856 

Di rector, ATIP, integrated Corporate Business (ICB) 

immi ole on, D REIWEEES and Citizenship Canada / Government of Canada 


ic.gc.ca / Tel: 613-437-7097 


Directrice, AIPRP, Affaires corporatives intégrées (ACI 
immigration, Réfugiés et Citoyenneté Canada / Gouvernement du Canada 


tracy.perry@cic.gc.ca / Tél.: 613-437-7097 


nterprise Change : 
Management 
Bom Lamp. 


From: Macdonald, Jonathan 

Sent: October 21, 2021 9:19 AM 

To: Perry.Tracy <Tracy.Perry@cic.gc. 

Cc: Dunn.Michelle «M Michell e, Dunn Gi C.gC.Ca» 
Subject: FW: Urgent - Article 
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UNCLASSIFIED / NON CLASSIFIÉ 


Hi Tracy, 


| received a question from senior management on what privacy analysis was done for this new tool. Do 
you have any info on this one? 


httos://thelogic.co/news/exclusive/internal-ircc-tool-to-speed-processing-of-immigration-applications- 
raises-concerns-among-lawvers 


Thanks, 


Jonathan 
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OSC 


USER GUIDE - 
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Chinook is a cross-network Temporary Resident (TR) processing suite developed by International 
Network (IN) — Centralized Network (CN) and Domestic Network (DN), with the support of IT 
Operations. This modern solution invoked several IRCC talents and stimulated the synergy of the 


group. 


History 


HIRAYA — | | NOMA — | Smartbook 


Overall goals 

Apart from the time saving and the efficiency that Chinook provides, there are the 3 main objectives: 
e Replacing various office-specific tools 
e Standardizing work sharing procedures 
e Streamlining process regardless of processing office 


Chinook Success 


Developed 
by users for users 


+ One tool 
for everyane 


Based 


| Success 


mm 
Metti 


Decision- Maker b] : , 
Efficiency increases À | REED 0 0 9 0 Áo m 


Mlust-Do PAZIT 
Prioritization Plan 


Buy-in at all Levels 
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Overview 


Chinook suite consists of six (6) modules with an additional toolbox. It unifies TR Process for the 
Integrated Network (excluding extensions). 


Launch & documentation 


Requirements 
CHINOOK requires IRCC Professional Laptop or Desktop, Windows & MS Excel up-to-date, your IRCC 
email and windows password and GCMS account. 


Privacy statement 

By using Chinook, the user recognizes having read IRCC rules of ethics and confidentiality in the 
training module: “3 Protecting and Giving Access to Information at CIC (CC5540). If it is not done yet, 
we invite you to do it before using Chinook. 


Access request 

Chinook project is managed by the business coordinator (IN). For more information about ask your 
manager. 

> Any comments, suggestions, thoughts or compliments? Please contact: IN Chinook / Chinook RI 


(RCC 


File process flow 


Mod 1 Pj Med2 jio Medi ii Moda j | Medi jo Mad & 
A. Bile Management O +. Pre Amemsment 2° h Decii Maker ^0 h PostDedson A 1 E 
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The MOD1 is based on 4 files and allows users to perform: 
e File triage management 
e File assignment 


Al AppWorkloadDB 
Chi nock = E BAS 


| Chinook - Mod 1 


S The database AppWorkloadDB.mdb 


Data Warehouse | Chinook - Mod 1.csv 
Schema .ini 


With Chinook, the Task Manager automatically loads all of the required information into a single Task 
Manager window. Where applications are ordered by the next task or activity required in the 
processing continuum for the officer review. Task manager benefits: 

e Avoids manual queries in GCMS 

e Provides an instant snapshot of office TR Caseload 


initial Setup 

A pristine version of Module 1 that has not yet been configured will automatically make its first user 
into an Administrator. It is recommended that any new setup of the system is performed by one of 
the users who will have administrator privileges. Setup is performed by officers with administrator 
permissions. 


Click on the MOD1 File Management, from Chinook main interface ' ..,A macro-enabled 
Excel file opens: hinook — FMS.xlsm. You are invited to click on the ‘ 2 Launch button, then on 
'OK button. 


.hinook - Mod 1 


AppWorkloadDB.mdt 
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A A a NS EN EE 
PAROD icon incor, Messe Dore a neve database 


Check £x the box and to lead Chinook to the new database location then save your changes. 


Setup Database Path 


Se ect the database whose path you wish to change 


Current ERR | l1 da 


Turning off tool now. 


On the first use, you need to © Restart Chinook. Click the € Launch button. You have to 


and is; Valid your GCMS ID. If you do not have access to GCMS, ask your GCMS access coordinator. 
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Setup & Administration 
This customizing section contains 3 main tabs: Data options, Admin options and Full File List 
In this module, we will focus only on Full File List options. 


Y Data options 


Data upload for offices of interests 

This part of the program is also managed by officers with administrator permissions. The first step 
consists on downloading the Mod 1 data set from the EDW folder into the designated Data folder in 
the local drive. Here is the link to the Chinook EDW folder. 


Task A&banoger Mans 


Launch Chinook FMS button again then {2 Setup & Administration button to open and finish 
your setup & administration. © 


browse to your warehouse database then upload the file named: 
Chinook - Mod 1.csv 
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Administration 


Triage Upload 
de 


xy A à 4 : 
d f d 1 ES x 1 rogsress Ruth tto duode u doute dtd otto dtd od odo dodo oodd tt odd oot odd t tort t t dtt t tt tu oe t t e e e e e eu uu uu tu e eu e ud 


Coming Soon 


Generate the list of offices. 


Sel 
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Select the office(s) you wish to upload 


ie Detectegd 


Module 1 - Data Upload for Offices of interes! 


Select |= the offices you want to upload, click ‘= the ADD button then click ***the next button. The 
office selection will be saved and appear each time you upload the data in Module 1. 
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Abu Dhabi 


bi 


Accra 

Aldergrove 

Amman 

Amtrak - Vancouver 
por 


BELTS 
Ankara 


3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 
3 


Atlantic Regional Programs CSSA 
HOP TORONTO DOTY CENTRE AIRPORT PE 


PERPETRATA POPOL OO LOLOL COLO PAP PAPA APARTE 


Please grotte sure lhe cohen um Die exce sheet are dno ihe Tolowing 
aiden Received Date Appürsion Number and Lsnagosge Preference, 
F you are pure the excel sheet is im this ordern please praceest, 


to database is established. The data will be fetched from the Excel file. 
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Before the upload is complete, you have the option to: Merge new and processed files with 
applications that are duplicates and have not changed their state in GCMS so that applications pulled 
previously but not processed will not appear as available in Module 1; Cancel the upload; and 
Overwrite as normal if duplicates are encountered so that applications pulled previously but not 
processed will appear as available in Module 1. 


s.17 
s.19(1) 


Duplicate Application Upload Choice 


lication Upload Choc 


Close the dialogue box when the upload is * = finished or * Export the list to Excel. 


Progress Indicator 


Module 1 - File Upload 


2020-1 

2020-19-. 
2020-10- 
2020-10- 
2020-10- 
2020- 10-. 
2020-10- 
2528-10 
2020-18-- 
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File assignment to GCMS ID 


again. The 
office. 


. Co ee ae Tool Version: 1.006 Database Version: 1,4 
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Tool Version: 1.006 Database Versiom i 


Task Manager Moin 


Weorkahar 


~ Count of Apalicati~ y List of Applications 


Task identifier 


S$ofAppicetions — Obfest fée Date E edgy Nisrepresentation 


pus 


——————————————————————À 


Fa 
QE 


Select your tasks and the * © Eme of applications you want to assign to your GCMS ID. 
Generate your list. When a 5: List of application tasks appears, © = open the results in Excel. 


E 


*" If you return back to the ‘= Task, you will find that the 
deducted from the global list on the shelf meaning that other officers cannot tap into your list. 

& The activity "eApps No Match” contains the files without group or some other missing 
information. 


*" You can perform a ‘= Multiple task selection to grab files from different eApps. 


Tool Version: 1.005 Database Version: 1.2 


Task Manager Main 


Surmary oo 


Total € of Anpücations Available: 


Search Options — 
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In the Excel file, you can copy-paste the © Je-App Misrepresentation code in GCMS to finish the work. 


ES 
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Chinook strings the files for you and you do not have to use any tool to make a query string for 
applications or groups to perform your queries. 


ES 
ES 

pe 

xS 


Chinook use the FIFO (First-In-First-Out) method to select the applications when you assign them to 
yourself. The tool assigns the oldest applications first (oldest received data) and if there is an 
application in a group, the other members of the group will be assigned to your GCMS ID as well (they 


have to be processed together in other Mods) 


Module 1 now includes two new filters for Country of Residence (CoR) or Citizenship. 


Filtering Opti 
Worksharing RC | ge 
PCT SOY SPE S mL : E 
1 = SS SS ERE RENNES ERN SEEMS ERRRSERNRSERERSRRRRSERRRSERERSERERSERERSERMRSERMRSEEENSERE 
g 
x E Pans 
Primary Office 


Responsibiity 


After selecting Filter, you will be able to apply the country filter individually to the activities by clicking 
on the country name and choosing Select. 


Armenia 
Bosnia and Herzegovina 
Cyprus 

Djibouti, Republic af 

El Salvador 

Ethiopia 

Georgia 

Germany, Federal Republic i 


ireland, Republic Of 
israel 
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> Admin Options 


Manage permissions 


Module 1 - User permissions 


v Setup Current Users 


Windows User Mame: 


Permission Level 


(—— DE 


SRS 


Series M x 


This section is managed by the local administrator to customize user's profile. 
Put the © GCMS user name, the o Permission level, then 


SEES 


Anytime, you can check the © Current user's setup. 


eom 


Cancel your settings. 


Change Rule priority 


E xxt 


Rule Priontization 


Select the ** Rule you want to prioritize, Jump by one or by 10 using the * ¿Rank organizer buttons. 
Check your ‘= Rule prioritization before you © Save changes. 
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insert, Disable or Enable an Activity 


Gion $06 Duminse Version: f 


Task Manager Moin 


To create, eae or enable activities, click on the Setup & Administration button, select 


Manage permissions for users. 


a SE TO T E E yes m Ida 5 z LE 
sis Re-order the rule priority for your mission. 
n y Y 


Add or remove Activity for your mission. 


Add, remove, or mod by countries. 


To insert a new activity, navigate to the 5; Manage Activity tab and enter the (3; Responsibility, (>, 
Processing Stage, ‘< Activity Name, and (&! and (s) Activity Description. (Note: the Activity 
Description entered will not affect the activity function and can be the same as the Activity Name. 
Confirm your action by clicking «< Insert New Activity button. 
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Module 1 - Task Editor 


SHS 
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Processing Stage 


i Activity Description (© Activity Description 


Please check all words spelling starting fram **e& 
If you need to define a Word, Please put the vor 
Vourvvord) under square bracket, 


s follows 


5 


Ignore 


To disable or enable an activity, navigate to the Set Activity Rule tab. You can then * Disable or 
Enable activities. Click 5$: Reset Form if you want to enable all the activities in the right panel. 
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Module 1 - Task Editor 
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Country customization 


To customize a country in the list, click on the Country, modify © GCMS country code or the 


name then *. Save or Clear to return back to the whole list. 


Modus 1 - Country Customization 


Dieron Dundee 
Sake amy? 


Distribution graph 


In this section you can visualize the chart related to your results. 
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Qum 
FR 


Database path 


Lead Chinook to your database and save your changes. For more details, how to perform this setup, 
visit the section named Y Initial setu 


AppMWorkloadDB.mdb 
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b Full File List 
Edit Activities & Modify Rules 


doni Versio 3.006 Database Version £2 


Task Manager Main 
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Criteria's can be 
Create a new criteria or * Edit/Modify an existing one. Once completed Click 
save changes and close the window. 


SAVE Button to 
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Ré See 


"OE 


Create / Edit criteria 


Create a new criteria, enter the (a) New criteria name, a list of (b) Similar criteria appears. 
Click on (c) ADD button to prepare the (dj List of new criteria's to be (e) Saved. 


Edit/Modify an existing criteria, lookup for (a) Key word, select your {b} criteria to (cj Rename 
it or (d) Edit the country list. Verify your (e) pending changes before you (f) Save or Cancel. 


s Pending Thon ERE HY 
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S. 


Transitioning to Module 1 


Module 1 is an inventory management tool for file triage and activity assignment. It replaces the need 
for various office-specific tools and GCMS queries. Module 1 automatically triages open applications 
according to the activity that needs to be completed next, and allows users to work on applications 
generated from a list of activity lines. 


Module 1 streamlines the TR process regardless of processing office and allows for standardized work 
sharing procedures across the network. For Module 1 to correctly triage files into the required activity 
lines, officers must follow the standard operating procedures. 


Transitioning to Module 1 and adjusting office file management procedures may take up-front 
resources but will deliver on efficiencies and time savings. Offices are encouraged to go through the 
standard operating procedures laid out in the activity dictionary to understand how each Module 1 
activity should be handled in GCMS. 


Helpful points to remember: 

e Each activity line in Module 1 corresponds to a specific file state and action required in GCMS. 
Files move from one activity line to another after the required action is completed in GCMS 
and the file is ready for the subsequent action. 

e Module 1 does not use paper file locations, organizations, temporary processing groups or 
GCMS user IDs for file management. Users should refrain from using these other methods to 
track files in GCMS, and GCMS assigned to fields must be cleared before setting up Module 1. 

e Key file stages and their corresponding eligibility statuses are below. If your office does not 
follow these statuses, it is recommended that you choose a day to switch over your entire TR 
inventory accordingly. 

e Key activities and their corresponding actions in GCMS for handling correspondence 


, such as by creating or grouping pre-assessment or officer review lines by 
purpose of visit. However, offices should not deviate from the standard operating procedures 
and corresponding file states. 


Eligibility Status 


LN RN 
fees, biometrics) 
Passed and it is now ready for officer review 


Officer Review Passed/Failed/Recommend An officer has reviewed the file and made a 
Interview decision or requested additional items (e.g, 
documents, verifications) 


Post-Decision Passed/Failed An officer made a decision on the file and it is 
now ready for finalization (e.g., passport 
request, visa printing). 
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Specific procedures 


Generalities 
If you are currently using paper file locations or Organizations to manage your TR inventory, Chinook 
Taskmaster doesn't care. Those fields are not included in the module. However, Chinook Taskmaster 
has two rules which may conflict with your current inventory management system: 

*" Applications in permanent groups are kept together 

= Applications that have a value in the Assigned To field can only be pulled by that person 


Make sure that the Assigned To field is used sparingly; it should only be used when one specific 
person should perform the next task. It should not be used for routine file distribution or other 


Close also Temporary Processing groups when you are done with them. There is an activity line in 
Module 1, Temporary Groups Open Ready for Review, to assist with inventory cleanup. 


You are encouraged to perform a cleanup of Assigned To and obsolete temporary groups before 
using Chinook Taskmaster. If you don't, you may see unexpected results. 


Chinook Taskmaster includes a No Match activity. Applications in this list do not match any activity, 
and are therefore off the rails or exceptional. A best practice is to include a quality control in your 
process, to review applications into the No Match activity, and provide feedback on correct file 
management. 


Work-Sharing Procedures 

You may be sharing or helping with some part of a TR caseload with another office. In this 
arrangement, the Primary Office remains that of the office primarily responsible for the caseload. 
Shared applications are processed by users in the other office with a GCMS role in the Primary Office. 
These SOPs do not apply to applications that are transferred to another office. 


Work-sharing offices should ensure that they are using centralized data pulls for their own office and 
their workshare offices. The other office should be a secondary office on the applications. If not, you 
will need to perform a workaround (see below). 


If you are working on caseloads for multiple primary offices, you can load the daily data for those 
offices and then use the Primary Office filter to select different workshare offices in the Taskmaster. 


Secondary Office workaround 
Use these workarounds if the other office is not a secondary office. 

1. If you have a role in the secondary office, you can transfer the applications to the secondary 
office and then using your secondary office role, transfer them back to the primary office. This 
will set the other office as secondary on the applications. 

2. Alternatively, do not set the other office as a secondary office; instead, you will assign the 
applications to individual users in the other office. 
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s.16(2)(c) 


Primary Office 
Pull applications in Taskmaster for the activity that you wish to share with the work-sharing office. 
If the other office is a secondary office: 
1. Query for the applications in GCMS under IMM » TR 
2. Use Change Records to set the "Assigned To" to the RC code of the other office (e.g. 
If the other office is not a secondary office: 
1. Query for the applications in GCMS under IMM>TR 
2. Use Change Records to set the "Assigned To" to the GCMS User ID of the intended user 


Other Office 
Use the Work-sharing RC Code/ Assigned to toggle to find applications assigned to your office or User 
ID. 


Immigration, Refugees Immigration, Réfugiés 
i + il and Citizenship Canada et Citoyenneté Canada 
4 6 2 Information disclosed under the Access to Information Act 
S. ( Mc) L'information divulguée en vertu de la loi sur l'accés à l'information 


Appendix 1: Module 1 Correspondence Handling 


| Fees Outgoing Fees are Null Null or Review Change to 
| Correspondence Outstanding Required if file Received 
Request Letter, check done 


Requested Item 
Payment Receipt 


| Screening Outgoing Null Null or Review Change to 
| documents Correspondence Required if file Received 
| Request Letter, check done 
Requested Item 
— varies —— ————""s——————— 
| Any other Outgoing none Recommend Null or Review Change to 
| documents Correspondence Interview Required if file Received 
| except CAQ or Request Letter, check done 
| Parental Requested Item 
Consent ——— varies 
| CAQ or Outgoing none Review Do not change, Change to 
| Parental Correspondence Required and do not assign Received 
| Consent Request Letter, 
| Requested Item is 
any of 'CAQ’, 
‘Parent Consent 
Letter’, 
‘Custodianship 
Decl. IMM5646', 
‘Parent 
Authorization to 
EN Travel 
„Eligibility a 
Any Outgoing none Recommend Recommend Keep at 
documents Correspondence Interview Interview and Provided 
| except CAQ or Request Letter, assign to requester 
| Parental Requested Item 
Consent — — varies 
„Post-Eligibility 22 
| CAQ or Outgoing none Passed Passed Change to 
| Parental Correspondence Received 
| Consent Request Letter, 
| Requested Item is 
any of 'CAQ’, 


Parent Consent 
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Letter, 
‘Custodianship 
Decl. IMM5646', 
‘Parent 
Authorization to 
Travel 


| Procedural Outgoing Medical is Any Any and assign to Keep at 
Fairness Correspondence Failed requester Provided 
| Response Item Procedural 
1 Fairness Letter, 

Requested Item 

varies 
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CHINOQOR MODULE 3- USER MANUAL 


Decision 


MODULE 3 
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Author 


Description and detailed instructions of how to 
Draft vO use new Chinook * and GCMS Chinook Tab 
(Stage 2 of Rollout) 


v1 Amendments to Biometrics Logic 
v2 Amendments to Logic 
Inclusion of SP/WP/EXT functionality 
v3 Update to screenshots and functionality for Mod 
3 — excludes Chinook+/Chinook Tab 
Contact 


16JUN2020 


Lisa Catana 


For any questions and/or comments relating to Chinook please contact the Chinook mailbox at 
RCC INChinook-ChinookRI IRCC@cic.qc.ca 
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What Is Module 3 - Decision Maker Module? 


The Module 3 - Decision Maker Module is a tool that aims to increase the quantity of decisions that an officer 


can make on any given day as well as improve the quality of those decisions. Increased efficiency is gained by 
bringing a range of pertinent information required for making decisions together in one place where it can be 


reviewed easily and effectively. Module 3 is organized in such a way that efficiencies of scale can be produced 
by processing like cases together and facilitating grouping in the finalization process. 


Set up and get started 


Setting up your : 1. For best results, organize workstation so that you have one monitor in a landscape 
workstation - orientation (to be used with Chinook) and your other in Portrait (to be used for GCMS). 
Set-up for : 2. Open Chinook — Module 3 — Viewer.xisb 
Chinook - 


Read the Disclosure dialogue box and click © 
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| 4. Enter your GCMS ID: When prompted, enter your GCMS ID 


| GCMS ID 


Please enter GEMS ID: 


Data Path 


elect the Path te the Chinook Medule 3 Date 
Documents 5 


zi Organiza” irs folder 


12 Searches 
This PC 
Libraries 


Network 


z Downloads 


5 Local Documents (Personal; 
ij racafee dip quarantined files 


= i Micresott 


Libraries 


Nebsyork 


GCDOCS 


aUi 


Folder name: : Data 
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8. Basic Setup Tab :: User Info 


10. 
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Using the | ° 
Settings e 
button 
(continued) > 


| 11. Column Setup Tab: Use the checkboxes to customize the Module 3 columns 
displayed. Unchecking a box will hide that column from view. 


e Ex. If your office does not conduct pre-assessment, hide this field to save 
space on your screen. 
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: 12. Progress Bar: On the | 


eft hand side of the Module 3 worksheet, there is a progress 
bar for users to easily see the number of applications entered into the tool, and how 
many have been actioned. The progress bar will update as you complete the Action 
column for any application. 


| 13. Navigation: As Chinook is an Excel based tool, you can use hot-keys in Excel to 


facilitate navigation. The Chinook Decision Maker Module has various hotkeys built in 
to limit the user's need to use the mouse. Hotkeys options are indicated by 
underlining a letter on the button/action. 
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See below for some examples: 


Home/Debut Will return your viewer back to Column 
F. 


ALT+D Open Display Popup 
ALT+L Launch Action List 
ALT +S Launch Input Apps Window 
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Inputting & Reviewing Applications in Module 3 


Inputting | 1. Input Applications 
Apps | e To input applications, click the /nput Apps button on the left hand Tool Menu. 


e A warning message will pop-up advising that any filters/sorting currently used on the Module 3 
sheet will be cleared. Click Yes to proceed. 


you may have Filters and/or Sarting enabled these will be 
cleared to proceed! Do you wish to proceed? 


e Enter Application numbers and/or Group numbers in the Input Apps window when prompted. 
Click input Applications when complete. 


NOTE: If you enter both Group and Applications numbers, the group numbers will be pasted in 
first to the tool, then the application numbers. 


Input &pps 


Enter Application and/or Group Mumbers below: 


22222222 
33333333 
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Once applications entered, the tool will advise that is about to retrieve the data and may appear 


Inputting unresponsive. Click Yes and wait for the data to be populated for the applications entered. 


Apps 
(continued) 
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Reviewing o 2. Each row in Module 3 will display the relevant information for the application. Use the scrollbar in ue 
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e e Client & Application Information: All the info under the Client 8 Application Info section is 
Reviewing - presented just as the client has declared in their application forms. 


Applications 


e Activity 8 Employer/School/Facility: The default will display the client's stated activities in 
(continued) y poy y pay 


reverse chronological order. To view all declared employment/education history simply click 
anywhere in the cell to expand to full view. 


Activity & Employer/Schoal/Facility 


22/88 - Business Owner (Car Re 
- irinidad and Tobago 


2013/01 to 2016/06 - Student / Étudiant c EBEN 
MN ses ¡Ekpoma, Edo state, Nigeria - [888 - 


TR 2014/06 : Have you ever b 


| 2014/06 : Have you ever been 
refused a visa or permit, denied entry 
or ordered to ¿eave Canada or any 
other country? 


Add D DS 


e Previous GCMS History: 
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Reviewing | 
Applications - 
(continued | 
vicus CUNAS History 
Sorting & | 3. There are a number of ways use simple Excel functions to help organize the applications and the data in 
Filtering - Module 3 using the Sort/Filter drop-down button on each column. 
| 4. Sorting: 
e Sort À to £ or Sort £to À: These will sort the list of data in alphabetical order or reverse 
alphabetical order. 
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Sorting & 
Filtering 
(continued) 
e Wuitilayered Sort: To combine different elements, click the down arrow and select “Sort by 
Color" (even if there are no colors) and then click "Custom Sort'. This will provide options to run 
a multilayered sort first sorting by one column, and then another within that initial sort. 
NOTE: Be careful when sorting and filtering that you don't accidently split groups (by applying filters 
that do not apply to all members of that group). 
(5. Filtering: 
e Filter Checkboxes: Use the checkboxes to filter your list. For example for the Citizenship 
column, you can restrict view to only applications of the same country. 
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Sorting & | ° 
Filtering - 
Continued) 


iSelect Al 

1980/08 to 2012/07 
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2011/02 to 2014/05. 

2014/03 to 2015,03. 

2156/01 to 2016/04 
4 Soa 12 to 2020401 - 


gle character 
ise * to represent any series of characters 
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Finalizing Applications in Chinook 
Using the |. 1. The Action column is where to indicate the intended action/decision to be taken for each 
Action i application. Review the application and the information provided in Chinook. When you've 
i determined what action is needed, click on &c£ior: column cell corresponding to the 
Column - application. 


"—9—— 
CEE EEE or SR — 

oe 
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22 oc over feature: Hover over any cell in the Action pem to quickly view the notes 
| entered for an application. 
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3 Working Note: This field can be used as an R ‘post-it note” to mark any 
2 particular or special action required on an application. The working note DOES NOT get 
included as part of the note to be copied into the Notes tab. It is only for reference. For 
example, as you review the application and had concerns of the client’s employment, you 
could enter a working note stating “review employment documents" as a reminder. 


| 4. To enter an action for a single application: Highlight the Action cell corresponding to 
- an application to launch the Action Window. 


| 5. To enter an action for a multiple applications: In the Action column, highlight multiple 


cells for the corresponding applications to launch the Action Window then enter in the 
desired action and click Save Action & Notes. 
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Using the i Alternatively, enter the action on a single application, then click hold down the Action cell 
Action i and drag across all the application for which you want the action to apply. 
Column | 


(continued) 


| 6. Approvals: You will be presented with the following Action Window. 
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| 7. Refusals: You will be presented with the following Action Window. 


ARDER 


Reece 
A 


Click the &pprovaf checkbox. 
Ensure the correct line of business is selected from the drop-down menu. 
Once your desired actions have been entered c/ick Save Action & Notes 
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Click the Ferusa checkbox. 


Ensure the correct line of business is selected from the drop-down menu. 
Edit Deactivated: This button will activate the edit function for each refusal 
ground. Select it before you enter your refusal grounds, and it will allow you 
to edit each ground separately. 

Refusal Reasons: Check the boxes that correspond to your refusal grounds. 
Refusal Note Generator For each refusal ground selected, a corresponding 
line will be added to the refusal note. For certain refusal grounds, multiple 
options will be available, and you will be prompted to amend the text to 
reflect your application. 


Once your desired actions have been entered ¿jes Save Action & Notes 
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Using the 
Action 
Column 
(continued) 
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- 8. Other: You will be presented with the following Action Window. 

e Click the Ofher checkbox. 

e Ensure the correct line of business is selected from the drop-down menu. 
e Once your desired actions have been entered click Save Action € Notes 
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9. Withdrawal: You will be presented with the following Action Window. 
Click the Lier checkbox. 
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Ensure the correct line of business is selected from the drop-down menu. 
Once your desired actions have been entered ¿řek Save Action & Notes 
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Creating Action Lists 


Using the - 1. After completing review of applications and entering intended actions — click the Acten 
ActionList - List button. This will compile a series of application lists and query strings to facilitate batch 
Button | processing in GCMS. Any working notes that you have indicated will also be carried over to 
- the lists. A separate list will be created for each Action as follows: 
e Approvals 
Withdrawals 
Other (one list for each group of applications with the same action) 
Refusals (one list for each group of applications with the same refusal grounds) 
No Action: list of files where no action was indicated 


| 2. After clicking the Action list button, a pop-up will appear to confirm if you would like to 
| have the applications removed from the Decision Maker module. 

e Click ¥% to keep all applications listed in your Module 3 session 

e Click &/à to remove the completed applications from your Module 3 session. 


MODULE 3 - Decision Maker 


Do vant to clear all the Applications with an associated 
action from the Viewer: 


1 3. Once you have clicked either Y£ or KC, the following pop-up will appear to inform you 
that the actions lists have been created. Click £3 


DILE 3 - Decision Maker 


anhgq.c.gecausersxxisa.CatanasDocumentsChinook Action 
List 2020-07-03 17-39-40 PM xism 
Action List was created! 


| 4. Anew worksheet will automatically open for the action lists. Each tab of the worksheet will 
represent a different action: 
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Using Action Lists with GCMS 


Action List 1. 
Overview 
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Autosave Feature 
Retrieving | Chinook Module 3 generates and saves automatically an Action List every 15 minutes in the 


_ user's temporary folder. This feature was developed to avoid losing all the work done in the 


Autosaved | event of an unexpected crash. 


Action List 


| To retrieve the autosaved Action List, open your user temporary folder by typing %temp% in 
|. a “Windows Explorer” window and pressing “Enter”: 


| Then look for the file "Chinook ActionList AutoSave.xlsm" and open it. 


0 Once the file is opened, you will see the actions that you had already entered in the "Action" 
| column at the time the last autosave was done. You can then use the file lists to enter your 
_ decisions in GCMS and to keep working in Module 3. 


| Note that this file is replaced every time it is saved, every 15 minutes. That means that if you 


- want to keep a copy of the files as they were after a crash, you will need to save it in another 
location. 
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Best Practices for Paper Applications 
Processing E 
Paper | 
Application | 
s in Chinook | 
CHINOOK MODULE 3 - USER MANUAL 25 


A3244685_196-000196 


Immigration, Refugees Immigration, Réfugiés 
i + il and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


CHINOOK 


S 


ae 


= 


S oes d t 1 1 £ " e " * 3 E A . ry Y: 
immigration, Refugees immigration, Réfugiés A3244685 197-000197 
and Citizenship Canada et Citoyenneté Canada i 


Immigration, Refugees Immigration, Réfugiés 
i + il and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


nii dini Mi E DIMISSA: 4 
PAUSE IN MEME TP 4 
Overall BOIS soto id ted tonii 2 ciation cata Ede DM CDI M MM I MIETEN a 4 
CHINOOK SUCCESS MAR MC E te ae encanto enon: 4 
Overview 7 Splash Page... irte bo ia ne on Maw ea 5 
File process OW uet el E tapis ubt Lepide e iuE US 5 
Launch: documentations: eU eol C das 5 
PD ¡REQUIEM Si tannins ma dance ha Cid one LE IS DM sente 5 
2 PEINE SATA OM a tedio cH Id anne be ie a bdo e epi 5 
> ACCESS TOQUE a an ae na ae e rs 5 
MODULE o9 PRE<ASSESSMENT: eec 6 
1. LINKS BETWEEN MOD#2, GCMS € OTHER MODULES ............................................................. 6 
2: MODULE 2 SETUP ec eee dd in ie 7 
2.1 Ensuring the link via Splash Page works "VU 7 
22 HOW to set up CHINOOK MOOZ? «oett nn E Fette conn er e ne tee 7 
2.3 How to Update a Version € Import Custom Settings? 8 
3: CUSTOMIZATION eT ir ias 10 
3.1 Customization User PAISES a tU T DUMMIES 10 
3.2 Customization: LICO (updating LICO table yearly)...................................... 10 
33. Customization: Line of BUSIHeSS BS... e oot iro HE roin Mot bote uiu ttn Re 11 
BAe  JSASSIBIHBIOCKS ceci ruo poene mde me ése te 11 
23.5. IDrevieW-BIOCKS uuo eos 12 
3.5. Customization: BIOS D ec te dt cn 12 
A START PRE ASSESSING a o ae el 13 
4.1 How to start pre-assesSsIng. sedes ope treo ute ke RR Y EXKERAE iniminiqunninasiintée 13 
4.2- Abbreviations TaD eue EORR an en MEME MEE M 13 
4.3 Enter Group# OF ADDE List Tab: a a 14 
4.4 Pre-assessment block & Notes... oio t ere A eters 15 
45. JPresdssessmientDlOCKSn ne diese sea pH Ul CD mad Osea dM M QAO ic 15 
a MEC uci Pc 16 
4.7. Notetring VS MODS PIeVIeW 2o uo asas RS ida 16 
4.5- . Character COM ir ara 17 
D BLOCK REVIEW 02d A A a 18 


dl. “GENERAL INFORMATION BLOCKS cuidas 


A3244685_198-000198 


Immigration, Refugees Immigration, Réfugiés 
i + il and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


5. 1-1 WHOIS the AD DN CANG 2 45i er I OH REPE quia Rubi ERR re dte pdt rer iban ecd ER Lon E: 18 
5.1.2 Immigration Status in Country of Residence... 19 
SS Travesti te n Mr M TUM dioe CI PR EU RID NE 20 
STA- :JPürBo5e OL VIS IL arcsec ashes a ia te tUa Fur en in dt need 21 
5S5. ami Ieimisndese ddr osea tet Eat tate bu e o I a ipM E MeL NE c DU A DN DUM 22 
S16 PAREN ETE 23 
Selig -PolhceteertilitatBas mousse it epu da n mn MM E MEME, 24 
5.18 Additional MOr Ma ON ss ns a beat note idem 25 
5.1.9 Additional & Contextual Data [Disabled as MOD2 does not link to MODS data] ............. 26 
m2 FINACIALBEOERSS ES en a N 27 
NEN enis ctm 27 
5.2: SEd'PAr AIN COME EUROS. da den as dote lou een 28 
za ME. cde re EET 29 
5.24- INCOME and SAVIA Ra dr E INE dan E C a tubus Linda aua e SU du as 30 
5.25. “-BUSINESSOWNMELSIND vsus tetendit A DM 31 
LOB SPECIFIC BLOCK S yrrir a eset etant era de 32 
Hol. CI o EMITTE TITRE 32 
522 "Business Detalls BLESSE debeat Chr de olet ouod vetu eos n ri Eas hé daria: 33 
5:35.29, Transit Détails (VA 33 
5.3.4 Short Term Student (SX-1) sii ao ria 33 
5.24.5. “WornePermit EM WX- Terns es S E 34 
5.3.6 Returning Student and Returning Worker................................... 34 
S ME. mc udselieiissccm-————————————— —————— 35 
541 Previous Education oe reete da ie tie celeron odeur 35 
S42 WOR DCU AUIS sects c ce acre opie sa paca Seen eee 36 
XM INC ey eRe RR ee eT RR O ee er ene ee 37 
545S .xSP:EInanclal LOIS seve sce contienen are an nee GERE aU iata pad tU ates 37 
5416. First Program/5econd PEOSESUT 2 0 eoe rere ede ideo ta pde De t i ctam aed 37 
SAJ IMA Details ennuis AA 38 
5498. WP Additional Requirements ani 41 
v SC WP Cape eT O A 41 
54:10: Otter or EmplovImielil Sassi pdas ad 42 


A3244685 199-000199 


Immigration, Refugees Immigration, Réfugiés 
i + il and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


RODUCTIO 
Chinook is a cross-network Temporary Resident (TR) processing suite developed by International Network (IN) — 
Centralized Network (CN) and Domestic Network (DN), with the support of IT Operations. This modern solution 
invoked several IRCC talents and stimulated the synergy of the group. The project is managed by (IN) and the 


tool itself is developed and managed by (CN). 


History 


HIRAYA e | | | — Smartbook 
(Manila) — | e nt 


Overall goals 
Apart from the time saving and the efficiency that chinook provides, here are the 3 main objectives: 


e Replacing various office-specific tools 
e Standardizing work sharing procedures 
e Streamlining process regardless of processing office 


Chinook Success 


à Excel as preferred 


FS tool for users Developed 


by users for users 


; Small, nimble team eee | £ 3e One toni 


Activity-Based 
cessing 
Viral Roll-out 


Quality processing 


Agile by Accident 


Decision-Maker 
, Efficiency increases 


Must-Do MAT 
Buy-in at all Levels orditization Plan 
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Overview / Splash Page s.16(2)(c) 


Chinook suite consists of modules with an additional toolbox. It unifies (TR) Process for the 
Integrated Network (excluding extensions). 


File process flow 


AIASANRASASRA RASA A EAS ASA AAA AA EARS AAA AAA 


File Process Flow 


Mod 1 FOS EZ fod 3 FR E 3 E: 3 
Fie Management Cu PreAssesument a — > Pestüendsien — 64 doo Rék Assessment A $ Quolity Azsurenen č A 


Launch & documentation 


-> Requirements 
CHINOOK requires IRCC Professional Laptop or Desktop, Windows & MsExcel up-to-date, your IRCC email and 
windows password and GCMS account. 


> Privacy statement 
By using Chinook, the user recognizes having read IRCC rules of ethics and confidentiality in the training module: 


Protecting and Giving Access to information at CIC (CCS5540). If itis not done yet, we invite you to do it before 
using Chinook. 


-> Access request 
Chinook project is managed by the business coordinator (IN). The development of the tool is managed by the 
(CN) experts. For more information about ask your manager. 


> Any comments, suggestions, thoughts or compliments? Please contact: “à IN Chinook mailbox 
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The Module2 is focused on value added information promoting standardization, objectivity, transparency and 
intelligibility. This module leads the pre-assessors trough an intuitive process to perform and satisfy clear 
expectations. Flexibility and customizable is built in through multiple dropdowns that can be filled to meet 
specific needs for each mission. There are also free text fields to provide maximum flexibility. 


= From current data pulls for Chinook Mod3 
= Mod2 output to GCMS must be via Pre-Assessment Notes field (previously was via Travel 
itinerary and this practice has been discontinued in March 2020) 
= Mod3 already pulls Pre-Assessment Notes field 
o Delay of up to 12 hours for the data to be included in the next Mod3 data pull 
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2. MODULE 2 SETUP 


2.1 Ensuring the link via works 
If you have a previous version of Mod2, you need to do following steps first to ensure the link via the - 
works: 


1. Go back to your MOD2 folder 

2. Rename your old file "Chinook - Mod2" to “Chinook - Mod2 ¥ x" 

3. Rename your "Chinook - Mod2 *::&v; version” to "Chinook — Mod2" to keep the same original 
name of the Module2 

4. Doing so, we ensure your Chinook Will call the right file and refer to the new version 

5. Right click on the new version (actually named "Chinook — Mod2””), and select "Properties" then 
customize to "Read only". 


2.2 How to set up Chinook Mod2? 
To set up Chinook Mod2, the first user will follow following steps: 


1. Goto Here GCDocs Chinook Mod2 folder and download the latest version 

2. Place the downloaded file under your MOD2 folder (your previous version location) 

3. Rename the new version "Chinook — Mod 2" (or what makes sense for your office) AND follow 
the instructions to ensure the link via the. works as detailed above 

4. Open the document and click on "Pre-Assess Applications" 

5. Asfirst user, you will need to provide your GCMS ID. By default, the first user is granted Admin 
privileges. 


hunoenok MIOS 


PARA Reena 


Please enter your GCS User ID. 


! Wheel button. You will have to skip an error © Message. The setup is composed 


of three different tabs (see Picture 02 below) 


Error finding Data Source files in the current patte 


7. Select your region and folder where all your Chinook data is stored (see Picture 02) 
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8. Save and close the document. 


If you are installing the pre-assessment module for the first time at your office, it is suggested that you re-open 
Mod2 and start customizing the pre-assessment settings. Customization functions will be covered in details in 
Section 2.2 below. 


2.3 How to Update a Version & import Custom Settings? 

1. Click on © Import Custom Settings button and browse to select your "Chinook — Mod2 : 
version" 

2. Ignore the "Warning " message and Click “Yes” to continue when "Importing Custom Setting” is 
done. Select your ‘Data source location in your {I} drive 

3. Exit from the setting windows and the pre-assessment window. Now you can Save the Excel 
document and close it 

4. Open Chinook click on “MOD2# Pre-Assessment” and make sure you work with the 
latest version. 


ta Configuration | Customize LOB | Customize Block 


Mas di Oceania Please log en te BCMS > Site Map * 
North Eu ape TP Sponsor Tables > LICO Table and sort 
South Asta by LICO Year (descending) to get latest 
pm — 000 000 0 0 0o South East Asia figures. 

South Europe de th 


Update LCO data. Log on to GOATS > Site Map > Sponsar Tables > EOC Teble and 
sort by LCG Year (descending io get latest Figures. 


icpy afi customization options — region, data source folder ice 
Loe, drop down list contents, L'CO data -- from previous MDD2 


Add or Mackfy User and Admin priviegzes 


SIGNET Login Hamre - y 
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3. CUSTOMIZATION 


3.1 Customization: User privileges 
The first user to open and save a new release becomes an administrator by default 


When you click *+ Manage Permissions (see Picture 02), all current users with their GCMS ID and permission 
levels will be displayed. Only when you have Admin privileges, you can add, modify, or remove users. 


To add users, click "Add User". You will need to enter "SIGNET Login Name", "GCMS User ID" and "Account 
Type" (meaning level of privilege, either User or Admin). Click "Save" after filling all information. You can 
modify user's information by selecting an entry -> click "Edit User"/ "Remove User". To sort users, click on 
the down arrow next to the criteria you want to sort by. Finally, save the Excel document. 


Current Users | Testi23 


GUMS User ID 
| Test456 


3.2 Customization: LICO (updating LICO table yearly) 


ICO table (see Picture 02) (+ ) and follow following steps in GCMS: 


! Sponsor Tables >» | ¿Sort by LICO year (recent to old) 


Copy-Paste values in the LICO table. 


Active Status & Current year »» 
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3.3 Customization: Line of Businesses 
The current Chinook version manages 11 Lines of businesses (LoBs). An application is automatically associated 


with one LoB based on available GCMS information via Application Category & Counterfoil Category fields. The 
CUS LoB uses a special program field. Each of the 11 LoBs are customizable to the level of pre-assessment your 


office requires for its specific caseloads. There are two action buttons, either to 
blocks. 


Preview the 


Susilable Barks Selastad MIGEN 


Transit | VH-1] 


Study Permit Exempt [5X-1] 


Returning Student ] Ret SP 1 


Returning Worker | Ret WP | 


Study Permit [ SR 1 


Work Permit ] WP 1 insome Creer Deposit sU 
zs Hilary | 


: Type of decumeat 
Ciber fen. 


Drives Des 


: Host Dotatis 


v lacame Deis oo asit Tetis 


3.4 Assign Blocks 
Select a Block from the i2? Aval 


¡able Hist and click the correct arrow to 
You may want to 
can click Show Template button to display the result. 


(from) or 
then (ej Accept or Cancel your changes. Anytime, you 


ional Information 
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3.5 Preview Blocks 
A block means a group of fields that can be subdivided into sub-blocks. A block is composed of fields (free text, 


checkboxes or dropdown lists) to lead you through an intuitive pre-assessment process. 


Mod2 contains 31 different blocks. While some are specifically applicable to one LoB, others are generic and 
applicable to many. 


Example: "Family in Canada" block is intended for SPs, but can be useful for any LoBs. 


3.6 Customization: Blocks 
The current working version has 31 blocks. Each one contains a 1&; Block name, a ¿+ Preview button, and may 
Customizable items. There are 17 customizable blocks having a total of 37 customizable items. 


have also 
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4 START PRE-ASSESSING 


4.1 How to start pre-assessing 
From the Splash-page, click on 
tabs will pop up. 


x 
E 


4.2 Abbreviations Tab 
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“Pre-Assessment” -> | "Pre-Assess Applications", then a window with two 


Chinook Mod 2 1v.14.1 X 


bbrevistions 


Enter Groups or App 4 List 


i* Application # List 


Paste List here 
f* Received Date 


?* in the same order I pasted them 


Chinook Mod 2 |. 14.1 


Travel History 
Po : Purpose of Visit 
icB $ Line of Business 
Dnus g Details 

HOF : Head of Famity 


Car. A Country of Residence 
INVATR : irestation Letter 
DEST E Destination 

Birth Certificate 
HAC 1 Non-Accampanvinag 
RET E Returninc 
vU $ Yalid Unti 
REV : Review 
REL a Relationship: 
REOS : Requirements 
MED ING : Medical Insurance 
F Principal Anplicant 
PPT H Passport 


This tab is where you can find a list of most abbreviations that are used in the tool. Limited to 1000 characters, 
abbreviations in Chinook are balanced between full words, first letters and abbreviations. Below are the main 


abbreviations: 


" BC 

= CoR 

=» DEST. 

" DTLS 

" HOF 

= IELTS 

= INV. LTR 
" LICO 

= LoB 

" MED INS. 


: Birth Certificate 

: Country of Residence 

: Destination 

: Details 

: Head of Family 

: International English Language Testing System 
: Invitation Letter 

: Low Income Cut-Off 

: Line of Business 

: Medical Insurance 
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= N-ACC : Non-Accompanying 
" PA : Principal Applicant 
= PoV : Purpose of Visit 

= PPT : Passport 

= REL. : Relationship 

= REQS : Requirements 

=» RET. : Returning 

= REV. : Review 

= TH : Travel history 

"= VU : Valid Until 


4.3 Enter Group# or Appé List Tab: 
This tab is where users can copy and paste their application list. Up to 25 application numbers can be pasted 
at a time. To start pre-assessing, ‘ Clear the existing list or Paste your Application list in the ~ free field, 
then specify if you want to show up the files «= by received date or by the order you pasted them before 
'Assess button. 


Note that current, only application numbers can be pasted in. (Group# will not work) 
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4.4 Pre-assessment block & Notes 
Chinack Mod 2 | v. 14.1 


— a H 


|| Citizenship 


| | Country of Residence 
|| Marital Status 


Worker 
Misitor 
Hefugee 

No Status. 


i see Notes ip SLRS 


4.5 Pre-assessment blocks 
The first section * + of the pre-assessment viewport is automatically filled with contextual data. This comes from 


the Mod3 data pull and would not appear if you are using Mod2 as a standalone tool. (as in example above) Only 
“Override Category" field can be modified by pre-assessors by selecting a new LoB in the dropdown, 


The second section ©) is the pre-assessment section which is based on Common and specific blocks depending 
‘LOB and your mission’s customizations. The pre-assessment process is filling in all blocks in the 


on the specific 
pre-assessment viewport with information from either paper or electronic files. 


No extra data pull: No extra data pull is required to use the pre-assessment module. To maximize its efficiency, 
it is recommended to at least maintain data used by Mod3 up-to-date. Mod2 uses some of Mod3 data to populate 
the contextual display's information and to determine if a pre-assessment block is relevant or not based on 
specific customization. 


Mod2 does not talk to GCMS. Users have to use Mod2 alongside with GCMS. 


! In addition of being essential when the tool is used as a standalone, this is useful in situations such as when a CUS case is 
not pre-identified or a returning student using V-1 coding instead of S-1 or any other situations in which the data on file 
does not prompt appropriate LoB blocks for pre-assessment. 


A3244685 211-000211 


i d Immigration, Refugees Immigration, Réfugiés 
and Citizenship Canada et Citoyenneté Canada 

Information disclosed under the Access to Information Act 

L'information divulguée en vertu de la loi sur l'accés à l'information 


s.16(2)(c) 


4.6 Generate Notes 
After | Generate Notes button is clicked, the blocks will turn into a darker grey color, which helps quickly 
distinguish completed blocks from incomplete ones. To continue modifying blocks" contents, pre-assessors 
can always close the “Pre-Assessment Notes" window (see Picture 04), make necessary modification(s), and 
click “Generate Notes" again when ready. 


If a block was entirely left blank, an alert message will appear after clicking the "Generate Notes" button. 
Also, if a field is left blank in a block, it will be indicated as "Not Pre-assessed" in the notes. In these cases, 


pre-assessors need to go back to the pre-assessment window and complete all the blocks before carrying on 
next steps. 


Hote Sti ^ 


Character Count 3 


Microsoft Excel 


LERT! 


PPLICANT: Mot nre-a:sess 
t STATUS Com: Not pre-assessed 

H: Hot pre-agsessed EE 
ART, I CAN: Not pre-assessed 


4.7 Note String vs MOD3 Preview 
After clicking the "Generate Notes" button, pre-assessment notes are displayed in two ways that are both 
editable. The * ¡Note String (see Picture 04) is to be copied into the “Pre-Assessment Notes" filed in GCMS 
(see Picture 01). This part contains pipes that are used to tell Module 3 how to display the note. Each pipe is 
translated by MOD3 as an indicator to start a new line. The MOD3 Preview is how the note will be 
displayed in MOD3. If the note is over 1000 characters, the Pre-Assessment Notes field in GCMS will cut the 
note at 1000 characters. Therefore, users should use the MOD3 Preview note should be copied into GCMS 
Notes. The best practice would be to mention “See GCMS Notes” in the “Pre-Assessment Notes" field, so the 
decision maker knows the pre-assessment has been completed and is available in the GCMS Notes. 
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character Count 


2015:7770 0000222] 9 9 922 


not compatible with the field in GCMS. If the generated notes are still copied, any characters beyond the 
1000 threshold will be cut. 


Abbreviations or copy notes by using 


Anytime, you can view abbreviations by clicking 
Clipboard or |: Copy GCMS Notes button. 
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5.1 GENERAL INFORMATION BLOCKS 


5.1.1 Who is the Applicant? 
Purpose: to identify what an applicant's relationship with other members of a group application is. The "Other 


Desc." field turns from grey to white if "Other" is selected to prompt user to provide further information. 


LoB Default: This block is set as default for all 11 LoBs. 


Customization(s): 


1. By default, this block is only displayed to users if an application is part of a group. Admin users 
can change the setting by unchecking ©) Display Customization box. 

1D Customize list can contain up to 25 choices. The “Other” option is mandatory as it is linked 

to the "Other Desc." field. 


Child | 


Who is the Applicant 


Who is the Applicant Block - Display Customization 


| 3 Display "Who is the Applicant" Dock only if 
| application belongs to a group 
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5.1.2 Immigration Status in Country of Residence 
Purpose: to provide details regarding third country national applicants’ immigration status and immigration 
documents' validity. 


LoB Defaults: This block is set as default for all 11 LoBs. 


Customization(s): 


1. By default, this block is only displayed to users if an applicant’s country of residence (CoR) is 
different from his/her country of birth (CoB). Admin users can change the setting by unchecking 
— Display Customization box. 

— Customize list can contain up to 25 choices in total. The “Validity date" field is prompted 
only for the status options where the "Validity date Required" is checked 


Tip > To add an extra level of information, you can create sub-categories, for example, expanding PR to PR-FC1, 
PR-FC2, PR-E, etc. 


Immigration Status in Country of Residence 


| Student 
| Worker 
| Visitor 
| Refugee 
| No Status 
| LInknown 


Customize immigration Status in Cok & Validity Date Requirement 


imm.5tatus in Cok Block - Display Customization 


Unknown E^ 
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Information disclosed under the Access to Information Act 


a l'information 
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Travel H 
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5.1.4 Purpose of Visit 
Purpose: to provide information regarding an applicant's purpose of visit in Canada. The "Other Desc." field turns 
from grey to white if "Other" is selected to prompt user to give more information 


LoB Defaults: Applicable to most LoBs. 


Customization(s): : Customize list can contain up to 25 choices. The “Other” option is mandatory as it is linked 
to the "Other Desc." field. 


Tip > Create sub-categories choices if a higher level of details would be useful to the decision makers in your 
Office, for instance, specific levels of study for SP applications. 


Orher Desc. 


Parent Customize list cf Purpose of Travel X 
| Spouse 
P Sibling 
| Grand-Parent 
E Ext. Family 
P Tourism 
¿ Conference 
; Farformanza 
e Business 
P Religion 


. A UU OU o... : Purpose of Visit 


| Child 
| Parent 
| Spouse 
| Sibling 
| Grand-Parent | 
| Ext Family | 
| Tourism 

| Conference | 
| Performance | 
| Business | 
| Religion 
| SP-HS 

| SB-ESL 

| SP-Uni 
EST 
| SP-5DS 


Purpose of Visit 
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5.1.5 Family Items 
Purpose: to cover possible requirements associated with minor travelling to Canada. This block is non- 
mandatory. As not all situations would require the information presented in the block to be pre-assessed, it will 
not generate an alert message when left blank. Instructions should be provided to ensure the information is pre- 
assessed when warranted. “Student Guardianship Declaration” block is specific and made available only for 
minor SP applications. 


LoB Defaults: Applicable to some LoBs. 


Customization(s): By default, for the LoBs in which the block is assigned, the “Family Items” will be prompted 
for pre-assessment only based on the age limit of 16 and below. You can un-check the box for the block to always 
be prompted regardless of the age, and you can set a different age limit. 


x Provided & Net Provided 


lock based on age limit 


Age Limit: years oid and below 


6| 
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5.1.6 Family in Canada 
Purpose: 


LoB Defaults: Applicable to some LoBs. 


Customization(s): Two fields are customizable. Customize list of Family in Canada can contain up to 24 
choices in addition to the mandatory "Other" field that is used to trigger the "Other Desc." text box. In 
"Family UCI Status" is also customizable with up to 25 choices, and for each choice, you can determine whether 
or not "Validity Date" should be pre-assessed. 


Family in Canada 

[area 
i| Spouse 
i| Child : 
i| Aunt/Uncle: 
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5.1.7 Police Certificate 
Purpose: to provide information on the Police certificate requirement. 


LoB Defaults: Applicable to some LoBs. 


Customization(s): The dropdown is customizable and can contain up to 25 choices. For each choice, you can 
customize to make “Comments” text box available or not. If the “Comments” box is left blank, it will not be 
mentioned as “Not pre-assessed” in the notes. 


Customize Police Certificate 


‘| Police Certificate 


| prompted 


Police Certificate 
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5.1.8 Additional information 
Purpose: This block is non-mandatory. When left blank, no alert message will appear and no "Not pre-assessed" 


remark will appear in the notes. The "Other Relevant Info" field is an ultimate flexibility and 


LoB Defaults: Applicable to all LoBs. 


Customization(s): No customization options are available for this block. 


m nur j tonal information IARE NUNTIATUR he ee Te A D I SE NS SN NN EEE 
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5.1.9 Additional € Contextual Data 

Purpose: to provide extra contextual info to the BE . No input required by the 
user as it only displays information when there is a data for the applicant. This block should be listed first to be 
presented right below the general contextual info. * 


LoB Defaults: Applicable to all LoBs. 


Customization(s): No customization options are available for this block. 
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5.2 FINACIAL BLOCKS 

Six different financial blocks are included in MOD2, offering flexibility for ways that income and savings are pre- 
assessed. LoBs currently include up to three financial blocks to complete their financial pre-assessment. Offices 
can scale it up or down depending on their specific needs. 


5.2.1 PA Income/Funds 
IMPORTANT This block has been renamed in a previous version. When importing your previous customization 


into the new version, make sure you double check the imported blocks and replace the block listed with the old 
name with the updated one. Not doing so will cause the block not to be prompted for pre-assessment at all. 


Purpose: to provide information about an applicants' Income and Savings. 

There are two main sub-blocks, "Income Details" and "Saving Details," that work independently. If "No 
proof of income provided" or "No proof of savings provided" is checked, the associated sub-block turns 
grey. If both boxes are checked, the whole block will collapse ( 


While different income/savings sources can be added, it is a good practice to provide guidance on what is the 
most relevant information and details levels required for decision-making. In order to save on characters 
and/or to make the notes easier to read, users can use “K” for thousand and “M” for million’. 


For "Type of document” fields: "Other" option is mandatory and unlock the “Other Desc." field when 
selected. Pre-assessors should then provide a short description of the document. 

For "Total" fields: If there is more than one entry and if all the entries are in the same currency, this 
field will be displayed. In all cases, the individual entries are included in the notes matching with what 
was input by the pre-assessor. 


Customization(s): Four dropdowns are customizable. Currency lists, +++ and can include up to 25 
options. Type of document lists, 
as itis linked to "Other Desc." field. 


BS daoorme fFun gs SAIS SSRIS EEIEIEE EEEE SES 


e — 9 9 e.  — 
No proof of income ii i. No proof of savings provided 


uni UU Ti x Customize dist of PA Savings Currency 


i) Deposit pe 
dp History TT 


i| OtherDesc. 


HE 


i| Savings? L^" 


€€— 


ii| Other Bese. : 


Customize list al BA Savings Tyee of Document 


Income Details os Savings Details 709000000 0 m ; Bank stmt deposits : 
ease (Hoes B 


& itand; 


i* No proof of income No proof of savings provided 


? Although "G" for billion is not functional at the moment, it may become available in a future version. 
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5.2.2 


Purpose: : g g g 
- rd Party income fFunds eiii RGD 
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5.2.3 Host Details 
Purpose: 


When there is no information about hosts on file, "No Host" checkbox needs to be checked, and the whole block 
will then collapse. In additional to "Rel. to PA" field, pre-assessors must indicate "Status in Canada" of the Host. 
If Host's status is either SP, WP or TRV, "Validity Date" field will be triggered to be filled in. 


Customization(s): 


), customization with “Host Relationship to PA” and “Pre-assessment required" checkbox 
works as same as the “3rd Party Relationship to PA” and “Pre-assessment required” 


The “Status in Canada" field is non-customizable. 


SEES SSS SSS SS SSS A. £t atus A 


Validity : 
inCcDA | 


Rei to PA 


|^ Income De? Parent 


G p [pegme Detaje ss 
o | Spouse/Partner : 


income | 


A E 


T3 


income Fr 
Lite E o P 
— — o : : (|| Histor +: 


Type of document | 


Other Desc. Other Descr. 


Other Desc. 


ee 
zs 


E 


Host Details 
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Purpose: Two additional blocks have been created to increase the flexibility in financial pre-assessment. These 
two blocks maybe better to use for certain LoBs or offices may prefer using these blocks than a combination of 
the previous 3 blocks in a), b), and c). 


If “No proof of income provided" or "No proof of savings provided" checkbox is checked, the respective blocks 
will then collapse. 


Customization(s): Lists of Income/Savings Currency, Income/Savings From, and Income/Savings 


Document are customizable with up to 25 choices for each list. 


ORES pele oni 
A PT ET 


et 
TRE proxinsc 


Customize list of: Savings Currency 


| CAD 
; USD 


income 


; PA 

| Child 

| Parent 

E Spouse/Partner 
| Friend 

| Extended Family 
: Colleague 


Customize list of Savings From 


PA 
Chic 


Parent 
i SpousefPariner 
| Friend 
| Extended Family 
| Colleague 
| Rel. Unknown 


Customize list of: Income From 


X 


Customize list of: Income Document 


| 


Pay siips 

Business Regis. 
Bank stmt deposits 
Lease {House} 
Lease Land) 

Lease {Car} 

Lease {Truck} 
Other 


Customize list cf: Savings Document 


Bank Statement 
Term Deposit 

| GIC 

| Stocks 


: Other] 
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5.2.5 Business Ownership 

Purpose: This is more of a "niche" block that is useful in countries where self-employment and business 
ownership is common. It is not intended to replace the income blocks for pre-assessment of income from a 
business source, but to cover extra information that would otherwise not be. 


Customization(s): Only "Owned by" dropdown list is customizable with up to 24 choices as the "Other" option 
is mandatory for the "Other Description" field to be prompted. 


5 Business Chvnership 399999999 UUUUUUSSPPPUIUUUSSUPPPUTUUUUUUUPPDUUUUUUUPPPUPUUUUUUUPPUUUJUUUUPPOUUUUUUUUPPDUUUUUUUUPPUUUUUUUUPPPUUUUUUUU PPDUUUUUUUUPPDUUUUUUUUPPDUUUUUSUUPPQUUUUUUUPPPQUUUUUUUPPPDUUUUUUUPPPTIUUUUUUUPPPUUUUUUUEA : : : 
P^ n Business Ownership 
i No Business 


s Customize list of: Business Ownership 


Spouse 
Parent 


Type 


f hr >. 
Gr an dparent PA 


Uso SSE CUE en au : : a E : ars 
Parent 
Grandparent 


Business Osuvnershi a Si hi in g 
: No Business Child 


Friend 


fhwnedby | 


Business r^ 
Type 


A... D cc c T 
iv Mo Business 
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5.3 LINE OF BUSINESS - SPECIFIC BLOCKS 
All seven pre-assessment blocks presented in this section are not customizable and specifically 
applicable to one LoB. 


5.3.1 PG-1 Requirements 
Purpose: This block works best when paired with the "Host Details” block as WHEN the value of $ TOTAL HOST 


INCOME field is in CADS, it will then be automatically populated in TOTAL HOST INCOME SCAD field. The 
block can also be used alone, but it will then require manual calculation for the “TOTAL HOST INCOME SCAD" 
field. 


There are four sub-blocks. "LICO Determination" requires minimal input to make the calculation. As soon as the 
TOTAL HOST INCOME is available, it calculates the number of family members such income can cover (^ 

If the family size is unknown, it at least provides that level of details for the decision maker. Alternatively, if only 

the family size is known but not the total income, a note will be displayed, 5|. , to say how many family members 

such income can cover. 


Ideally, we should have both information, and in that case, an information box, will appear to provide a 


feedback on whether or not the LICO requirement is met for the application. 


n d 


The other three sub-block requirements, "Letter of Support”, “Proof of Relationship", and "Medical Insurance" 
are straightforward. Users need to select appropriate options. 
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| Family Size a LIQ: heqpuducnest Ho : | Family Size i ge TOUS Bequiament 
Y j 5 Mat Provided p 34,630 i i T“ Mat Provided 
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5.3.2 Business Details (B-1) 
Purpose: to cover useful information for assessing business visitors. Users need to select an applicable option for 
each sub-block. For “Paid by", "Other Description" text field is unlocked when “Other” is selected. 


+ 


t. Applicant 1 Employer €&months { 18-28 months 
i^ Inviter © Unspecified || (^ 612 months © 24.36 months 


* Other | Ü 12-18 months £36 months 


5.3.3 Transit Details (VH-1) 
Purpose: to provide information about the category's requirements. Users have to type the destination country, 
select one option from "Status in Destination" and then an applicable option for each of the three requirements. 


Statusin 
Destination 


Student 
Worker 
Visitor 
Refugee 

Mo Status 
Unkncwn 
Visa Exempt 


| nawst itinerary y Provided p Provided S Ne 
: E < fi&8tonin CMD} C feistepin ND) Provided j | Travelitinerare 
paana l E qi Stop En CONDS 


2 Less than 48 hour: in CDA 


4 Provided 
ied Step in TND 


5.3.4 Short Term Student (SX-1) 

Purpose: For short-term student, "Enrollment Details" field will be unlocked for pre-assessment only if "Proof 
of Enrollment" is "Provided". Note that if prompted and left blank, the enrollment details will show as "not pre- 
assessed" in the notes. 


Enrollment Details : 
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5.3.5 Work Permit Exempt (WX-1) 
Purpose: This blocks works as the same as the "Short-Term Student" block. 


€ Wer Provided 


| Contract Provided @ Not Provided 


Contract Details 


5.3.6 Returning Student and Returning Worker 
Purpose: "Returning Student" et "Returning Worker" block respectively provides two and three self-explanatory 


pieces of information relevant to the category. 


; m s ID TOO 
Transcripts - in = d 
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WP Validity 
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5.4 SP & WP SPECIFIC BLOCKS 


5.4.1 Previous Education 

Purpose: to provide information regarding an applicant's past education. Adding multiple entries is available for 
this block. If there is no relevant information on file, "No Previous Education info provided" checkbox should be 
checked, which will then make the whole block collapse. Otherwise, users must complete all four fields, 
"Education Level", "School", "Marks", and "Abroad". 


Customization(s): The "Education Level" dropdown is customizable, and admin users can determine which levels 
school names need to be pre-assessed (: The "Other" option is mandatory as it unlock the "Other 
Description" field. The "Abroad" dropdown is also customizable with up to 25 options 


E Previos ES Eduraition oo III E Brevis Edu ratio DR TR RS TR nnn 


i” Ne Previous Education info prowded | [o No Previous Education info provided 


Education 
Level 


i Education 
i Level 


Marks i 
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| Vocations! 
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Previous Education 


Customize list of: Educ Abroad 
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5.4.2 LOA Details 
Purpose: to provide information regarding an applicant’s Letter of Acceptance issued by schools in Canada. This 


block follows the same model as the “Previous Education” block. “Validity Date” of CAQ is available for pre- 
assessment, however, this information is already included in MOD3. Therefore, a mission can have its pre- 
assessors NOT pre-assess the field through the customization settings. 


Customization(s): The “CAQ” dropdown is customizable up to 25 choices and admin users can select which choice 
the “CAQ Validity Date” needs to be pre-assessed. “Program Level” works the same way, meaning only selected 


choices will enable “Program Name’ field. 
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5.43 IELTS 
Purpose: This block requires one option box to be selected. If the score selected is 6 or above, "All Bands at 6.0 


or above" field will be triggered. “IELTS verified" checkbox will display as "Not verified" in the pre-assessment 
notes if left unchecked and "Verified" if checked. 


Customization(s): No customization options are available for this block. 


io Not provided {40 - 10 iv Hot provided £v pre m s 


£E 5orabove POLOS eee £3 P cy oa 35999 


Wo C) an 


n 
iun 

SOP or fess 45 : 
* 


mo en 


| All Bands at 6.0 or above yer © No | iv IELTS verified 


5.4.5 SP Financial Items 
IMPORTANT This block's name has been updated in a previous version. If you plan to import your previous 


customization into the new version, make sure you double check the imported blocks and replace the block 
listed with the old name with the new one. Not doing so will cause the block not to be prompted for pre- 
assessment at all. 


Purpose: This block is non-mandatory, as the covered information is not applicable to all cases. If it is 
not pre-assessed, no alert message will pop up, and no "Not Pre-assessed" remark will show up in the 
pre-assessment notes. If there is information on file, pre-assessors should use appropriate items. 
"Amount & Info" fields are open text and are enabled when checkboxes in front of them are checked. 


Customization(s): No customization options are available for this block. 


D 


p Ap Financial Items A nna 


10K paid on ABC date 


Tuition Fees © Unpaid ® Faid Amount & Info 


| Guaranteed Investment Certificate [GIC] Amount & Info | 


i" Scholarship Amount & Info | 15K p 


5.4.6 First Program/Second Program 
Purpose: This block is still available but is not part of the defaults and may not be relevant anymore. The “LOA 


Details” block ensures a higher level of pre-assessment of an applicant's intended study programs. However, it 
remains available should your office prefer to use it. 


Customization(s): No customization options are available for this block. 


f^ No pre-requisite required 


& ^ ESLITSÀ + program to fo ON 
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5.4.7 LMIA Details 
Purpose: LMIA Details block has two display possibilities. 


Note string 


Character Count 


LMIA DTLS: PA named; VU 2020/12/31; X names on LMIS Edu, Reg.: Required- 
MetlExp. Reg.: May be Reg.- Meti Not Met Lang. Reg.: Ho infa 
availabis | | 


The display appears by default and covers pre-assessments when a LMIA is required. The four sub- 
blocks, , should be fully pre-assessed by selecting appropriate options. 


For t» Applicant named on LMIA, three fields must be pre-assessed and for tZ) Education Requirement 
and xperience Requirement, two fields must be pre-assessed for each sub-block. If any filed is left 
blank, "Not Pre-Assessed" remark will appear in the pre-assessment notes for each missing field. 
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e. O. OA Rote String um 


Character Count 


|| Citizenship é 


Application # : Country of Residence 


| LMIA-EXEMPT: Cat, C20|REQ MET:|-Ltr from receying. CDM institution] REQ NOT 
| MET:|-Work contract with evidence of reciprocity)! **Dtis on 
i empl level and duration ^" |-LMIAE exemption and E 


ji Comment RN 


2 | Age 
: Marital Status 


Colego py 


Override Category 


. MI Regs Met 


Mat Mot 


ALERT! 

E LMIA-EXEMPT: Cat, C20 
i REQ MET: 

à -Ltr fram receving CDN institution 


ERHS-EXERAIPT: 1 ar more RES unspecified 


E. LEXIGEREE OF re 
Dis on emg, level and duration" 
1 : -LMISE exemption and ECF paid 


- LABA Detalla eee o — | 
e : Other Desc. | T 


; LMIS Exempt Requirements No Rags Met 


i Metiat 


cie or ard. level ard 


at d kam, 


[E 


The second display appears only when LMIA Exempt checkbox is checked. Exemption Cat. 
includes a dropdown of exemption categories. When one category is selected, its list of requirements 
will be automatically display under "LIMA Exempt Requirements". Pre-assessors then need to confirm 
whether each requirement is met or not by checking "Met" or "Not Met". To reduce the number of 
clicks, either “All Reqs Met" or “No Reqs Met" checkbox can be checked. 


NOTE: If a requirement is not indicated as met or not met, an * ALERT! message will pop up after 


clicking the "Generate Notes" button, and it will appear as "REQ UNSPECIFIED" in the pre-assessment 
notes. 
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The Exemption Category you are trying ta modify iz a default entry and 


renen roro therefore name could nat he changed 


Do vou want to create Neve Entry using 011-2 as template instead? 


: Offer of empl. AR or INVI 5802 
; Empioyer compliance fee paid E 
c" i E Valid CSQ- entregreneur/seif-empl. | 
| | Request from MIDI for early entry | 
| | Business plan / details of business 
| E Test: Requirement ABC 


: Search: : Category tame: 


: Requirements: 


Note from PG under UCI 
Offer of empi. A# or IMM 5802 
Empioyer compliance fee paid 


Valid CSQ- entrepreneur/seit-empt. 
Request from MID: for early entry 
Business olan / detalis of business 
Tesi: Requirement ABC 


: C44-Post-Doctoral Fellows E 
44- Research and Award Recepients | 


a 
hi 
a 


aan on AU 


21 
22 
41i 
42 Added Requirements: 
IA A: 243 Mote from IP under UCI 
e Offer of empl. Se or AM 5802 
C44-Post-Doctorai Fellows Employer compliance fee palet 
C4A-Research and Award Recepients valid CSG - entrepreneut/seif-empl, 
PS I P Request from WHDI for early entry 
: pu tés Business plam / details of business 
i Ttem Count: 7 i Cot Test: Requirement 480 


| Item Count: 7 


Picture 07: LMIA Exemption Category/Reguirements customization 


Customization(s): + LMIA Exemption Category list is customizable. The "Other" is mandatory which 
will trigger the "Other Description" field. Each category requirement list, is also customizable and 
contains up to 10 requirements each. You can add new requirements by simply typing in the blank filed. 


As the current available categories are the default setting, renaming a category will result in creating a 
new category with a new name and the same template as the current category. To avoid confusion, 
admin users should remove the duplicate this would create. 


Example: Renaming "C11-Qc" category to “C11-Quebec” will not remove the "C11-Qc" category, 
but will create a "C11-Quebec" category with the same template as the “C11-Qc”. 


When customizing the requirements, the number of characters should be taken into consideration. As 
the default setting does not use much abbreviation, if LMIA-exempt pre-assessment notes often go 
beyond 1000 characters, working modifications should be considered. 
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5.4.8 WP Additional Requirements 

Purpose: This block had been added to provide a quick solution while the "LMIA Exempt" part of the "LMIA 
Details" block was being developed. The block remains available, however, missions should consider removing it 
from the WP LoB and complete the customization of the exemption categories in the "LMIA Details" block 
instead. 


Customization(s): List of “WP Additional Requirements" is customizable. 


BEL D a SZ ZE C E t D EET z F 
WP Additional Requirements Customize list of: WP Additional Requirements X 


a All Met we O 
Dipioma o 
Empi. Ltr &«  … 
i support Ltr 
E » | Commit. Cert. GCMS 
1 Ef ttr- At Prov. : Commit. Cert. 
| IMMSBO2/LMIAES 
Emmi. Campi. Fee 
CHAI Fee 
OCO met 
Med 
Rfr. Lir- Ati. Prov. 
i Foreign Lang. Cert. 
| Transcript 
| Cmpition Ltr Schoo! 
PNC 
Marriage Cert, 
Biz Pla al 


: od 
ME PAET 


Comments fifany} | Comments here 


5.4.9 WP Caregiver 

Purpose: to provide additional information to decision-makers on this specific WP category. This block is non- 
mandatory as it would not apply to all pre-assessments. Offices without such caseload may wish to remove it 
from their WP LoB. 


Three situations are covered. When one is selected, additional pre-assessment items, as well as “Applicant 
related to employer?” checkbox, with turn from grey to white and must be completed. 


Customization(s): No customization options are available for this block. 


A3244685 237-000237 


Immigration, Refugees Immigration, Réfugiés 
i + il and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


5.4.10 Offer of Employment 
Purpose: to provide information regarding an applicant's offer of employment in Canada, if there is 
one. Only if "Provided" checkbox is checked, "Salary" and "Conditions" sub-blocks will be prompted. 


Customization(s): No customization options are available for this block. 


205/hour MatchesLMiA ves © No 


ABC, XYZ 


| Conditions 
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Welcome to the Chinook Module 5 Indicator Submission Template! 


In order to submit a new set of indicators for inclusion in Chinook Module 5, you must complete 
the attached submission template. 


The submission will be reviewed by NHQ and if approved, added to the following Module 5 
indicator database for use across IRCC. 


How to Complete the Form 


IRCC Office Name: Select from the dropdown to match Chinook Module 5 Source List. 


Summary of Submission: Indicate here a brief summary of the submission, including how it was 
encountered. This is your opportunity to explain why this indicator set should be included in 
Module 5. 


Source: Select from the dropdown to match Chinook Module 5 Source List. 
Rule Origin: Select from the dropdown to match Chinook Module 5 Source List. 
Rule Type: Select from the dropdown to match Chinook Module 5 Source List. 


Criteria: Indicate the criteria/filters that will be used to identify the applications/clients which will 
be filtered for in Chinook. 


Ex. Client COB equals 
Employer CONTAINS "Engineer" 
DLI does NOT equal University of Ottawa 


Please be precise and try to ensure your criteria do not capture too wide of a group. Ensure you 
select criteria only from one module OR the other. You cannot combine criteria from Mod! and 
Mods. 


You can use equals (==), does not equal (!=), or contains (~=) 


Validity Period: 4 months is the default period for an indicator set to be included. Only provide 
justification if anything other than 4 months is required. 


Rule Logic: Provide a short explanation of the logic for rule inclusion in Chinook Module 5. 
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s.16(2)(c) 


Ex. 


Rule Instructions: Indicate here the information/instruction to be displayed to user if the 
indicators are matched. 


Examples: 


Sample Application Numbers: Use this field to provide some sample application numbers which 
should match the criteria you have provided that can be tested. If the sample application 
numbers do not get flagged in Chinook, we will revert to you for additional information. 


Other: Use this section to provide any other pertinent information which could not be included in 
the above. For example, if you have suggestions for how to expand the source, origin or type 
lists, include this information in this section. 


How to submit the form: Once the form is complete, please save with the following naming 
format: 


Mods Submission — [Office Name] - [Submission Date DD.MM.YYYY] — [Sequence +] (if submitting 
multiple submissions on the same day, the sequence # should increase 


Ex. “Mod Submission — 190211 - 1” 


The saved submission is to be sent to: RCC.INRAO-AORRI.IRCC@cic.gc.ca 


Distribution within IRCC permitted 
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IRCC Chinook Module 5 - Indicator Submission Template 
Submission Date: 2021-06-23 


Summary of Submission: 
s.15(1)(i)i) 


Rule Type: Choose an item. 


Criteria: 


*A list of all possible filters that can be selected from is attached as Annex A. 


Validity Period: <> 
Justification: 


Rule Logic: 


Rule Instructions: 


Sample Application Numbers: 


Save as: Mod5 Submission - - 23.06.2021 - # 


Distribution within IRCC permitted 
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IRCC Chinook Module 5 - Indicator Submission Template 
Submission Date: 2021-06-23 


s.16(2)(c) 


Annex A: 


Distribution within IRCC permitted 
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IRCC Chinook Module 5 - Indicator Submission Template 
Submission Date: 2021-06-23 


Distribution within IRCC permitted 
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SISENE) IRCC Chinook Module 5 - Indicator Submission template 
Submission Date: 2021-06-23 


Distribution within IRCC permitted 
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IRCC Chinook Module 5 - Indicator Submission Template 
Submission Date: 2021-06-23 


Distribution within IRCC permitted 
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IRCC Chinook Module 5 - Indicator Submission Template 
Submission Date: 2021-06-23 


Distribution within IRCC permitted 
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& 


TRV Journey Lab :: 


Chinook+ & GCMS Chinook Tab 


USER MANUAL v. 3 


CHINOOK / GCMS CHINOOK TAB USER MANUAL 1 
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s.17 
Revisionist History 
Draft Version Description Date Author 


Description and detailed instructions of how to 
Draft vO use new Chinook + and GCMS Chinook Tab 27FEB2020 Lisa Catana 


(Stage 2 of Rollout) 


v1 Amendments to Biometrics Logic 10MAR2020 
Amendments to Logic 
g v2. Inclusion of SP/WP/EXT functionality — 4/AFRé020 Lsa Catana ——— 
V3 Minor edits 18JAN2021 Zal Karkaria 
Contact 


For any questions and/or comments relating to Chinook + or the GCMS Chinook Tab, please contact the TRV 
Journey Lab — Officer Team at the following email: 


IRCC.JL.Officer-JL.Officier.|RCC@cic.qc.ca 
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New tools at a glance 


The TRV Journey Lab has recently created new features in Chinook and GCMS to help improve the decision- 
maker experience while processing TR applications. 


Several features have been built to create a link between Chinook and GCMS, which will now allow decision- 
makers to: 


1. Automate Final Decision Administrative tasks: 
Using the new tools, decision-makers can now automate tasks that were previously done manually such as: 

e Final Decision entry, 
e Pasting notes from Chinook into Notes Tab 
e Entry of refusal grounds 
e Generation and sending of passport request/refusal letters 
e Generating counterfoils 
e Setting counterfoil print queue 
e Modifying SP/WP Permit Details 


3. Automate Biometrics Administrative tasks: 
Decision-makers can now indicate their Biometrics decision in Chinook, and the entry will be automated in 
GCMS 


To take advantage of the new features, you will need access to two new tools: 


Tool Description 


Chinook + = New version of Chinook that includes new 
functionality including: 

o New Biometrics Action column 

o New functions in Action column 

o Export to GCMS button 

o Support for TRV/SP/WP/SP-EXTs 


= New Chinook Tab in GCMS that allows users to input 
data directly from Chinook then automates associated 
administrative tasks for final decisions and biometrics 


= Support for SP/WP/SP-EXTs as of JUNE 2020 with 
GCMS Release 23 


= Restricted Access: During the testing/rollout phase, 
the Chinook Tab will only be visible to users 
participating in the testing. Once full rollout is 
complete, the Chinook Tab will be added as a default 
for all GCMS Users with Visa Officer responsibility 


CHINOOK / GCMS CHINOOK TAB USER MANUAL 4 


A3244685_250-000250 


$ Immigration, Refugees Immigration, Réfugiés 
and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 


L'information divulguée en vertu de la loi sur l'accès à l'information 


Set up and get started 


Prepare Chinook * | 1. Open ChinookPius ~ Module 3 Viewerxdsl 


: s.16(2)(c) 
| 2. Read the Disclosure dialogue box and click OX 


1 3. Enter your GCMS ID: When prompted, enter your GCMS ID 
o NOTE: you must enter a GCMS ID to use Chinook+ with the GCMS Chinook Tab). 


| Please enter GOMIS ID: 


| 4. Set your data path: If data path is not already set up, navigate to the 
o Chinook»Data folder on your computer and click GG. 


Documents = Chineck 
3 Organize v Mew tolder 
; Microsoft 


ies Pictures 


4 Libraries 


dé Network 


i Documents 
4 Downloads 


"y Favorites 


= Local Decuments {Personal} 


: meafee dip quarantined files 


: Microsoft 


8i This PC 
x Libraries 


$ Metwork 
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Prepare Chinook+ 5. Ensure that the Data folder contains the following files: 


Mod 3 

Mod 5 

Schema 

REGION NAME - Mod 3 — Cols 

REGION NAME - Mod 3 — Hist 

{NEW} Chinook — Mod 3-Biometrics Ready 
(NE VO Chinook — Mod 3-Biometrics Roll Up 


MEM 


(continued) 


SM 
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6. Setup your Selected Region and GCMS ID: 


1. Click on the Settings button . 
2. Under the User Info window: 
e Select the relevant Region 
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NOTE: The GCMS ID used in Chinook+ must match the GCMS ID of the user, 


when using the Chinook Tab in GCMS. 
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PrepareChinook 7. Open a new session of GCMS 


Tab 
8. Click on the new Chinook Tab 


| 9. If not visible in your tabs, navigate to Site Map»Chinook and select Chinook 


* Addresses 

" Administration - Ex 

* Administration - Defauit OF 
= ÉdministraBion - User 


* Application Summary 


NOTE: The Chinook Tab is currently restricted only to officers involved in the 
testing. Once the new tools are fully tested and rolled out to all missions, the 
Chinook Tab will be available to all GCMS users with Visa Officer responsibility. 


Chinook Tab layout 


DIT Actes Events Events Medical - HE- Correspon Parties | Qnganizations & Entit miens IAM Correspondence 


hinpok Upload session 


Complete - Ni 
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Chinook* :: Whats New 
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Export to GCMS button 
to facilitate moving 
informatiori to GCMS 
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Using the new - 1. Hover over feature: Hover over any cell in the Biometric Action column to quickly 
view the biometrics details for an application, hover over the cell. 


es 


Biometrics Action 
column 
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| 2. To view the Biometrics Window for a single application: Highlight the Biometrics 
Action cell corresponding to an application to launch the Biometrics Window. 


| 3. To view the Biometrics Window for a multiple applications: In the Biometrics 
Action column, highlight multiple cells for the corresponding applications to launch 
the Biometrics Window 


B 
— 


de 
D 


a S O | M 
d de ML 

"WM NNNM LM 
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| 4. Biometrics Window: Use the << & > buttons to toggle through your selected 
e applications. The Application # and Record count will change as you toggle through 
the applications. 
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5 For applications where the Siometrie ~ FCC Detail Activity for US, NZ or AUS is at 
status Keacy to be Assessed, the appropriate check boxes will be activated. 


6 Reviewed: Click on the appropriate checkbox to set the biometrics activity status to 
| Complete ~ Assessed. Once you have checked any of the boxes in the Biometrics 


Window, the Biometrics Action column will subsequently display eviewed for that 
application. 


| 7. Review Required: If further review of the biometrics is required outside of Chinook, 
o click the Review Required checkbox. The Biometrics Action column will 
subsequently display Review Required for that application. 
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Using the new 
Biometrics Action | 
column (continued) | 


| 8. When you have completed the biometrics assessments for the application(s), click 
the Save Siometric Action button to ensure that your assessments are saved and 
included in the Export to GCMS. 
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| 9. Approvals: Counterfoil Details (For all LOBs) 


If the Approval checkbox is selected in the Action Window, decision-makers will now 
be able to select the following details from the Action Window. NOTE: If any of 
these fields are not entered in Chinook, then existing GCMS defaults will be 
followed. 


Counterfoil Print Queue: 


Select your Office from the fice dropdown menu 


Select your desired Counterfoil Print Queue from the second dropdown 
(which will show a list of Print Queues associated to the selected office). 


NOTE: If no Print Queue is selected, your GCMS default print queue will be 
used once you have entered information in the Chinook Tab. 
Counterfoil Validity Date: 


Click on the ate button to launch the calendar window and select a date 
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Using the new - 10. Approvals: Permit Details (For SP, WP, SP-EXT and WP-EXT) 
features in the - 
Action Window | 


L'information divulguée en vertu de la loi sur l'accés à l'information 


For SP, WP, SP-EXT and WP-EXT approvals, , additional fields will appear in the 
Action Window: 
(continued) 


Permit Validity Date: 


Click on the aže button to launch the calendar window and select a date. 
Remarks: 


Enter relevant remarks in the Remarks window as required. 
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features in the 2 


To select Permit Conditions — click on the Approvals 2 tab in the Action 
Action Window - Window and select the conditions that apply for the application. The 
(continued) M 


conditions list will correspond to the selected Application Type. " 
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Generate Refusal Letter Checkbox: 


If the refusal checkbox is selected in the Action Window, the Generate 
Refusal Letter Checkbox will be checked as a default. 


If a refusal decision is exported to GCMS using the Export to GCMS button, 
a refusal letter will automatically be generated in GCMS based on the 
exported refusal grounds. 


Unchecking the box will stop the refusal letter from being automatically 


generated. This will allow additional edits or amendments to the refusal 
letter (i.e. adding comments for an "Other" refusal ground etc. 
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Using the new E The new Export to GCMS button can be used in lieu of the Action List button. Once 
Export to GCMS 2 clicked, the button will copy instructions for GCMS onto your clipboard that can then 
button - be pasted directly into the GCMS Chinook Tab to perform the final decision 


administrative actions that typically would have been done manually. These actions 
are the following (See Annex B & C for full details of actions completed in 
GCMS, including logic): 


e Final Decision entry 

e Biometrics FCC Detail Assessments 

e Pasting notes from Chinook into Notes Tab 

e Entry of refusal grounds 

e Generation and sending of passport request/refusal letters 
e Generating counterfoils 


e Setting Counterfoil Print Queue 

e Setting Counterfoil Validity Date 

e Setting Permit Validity Date (SP/WP/SP-EXT/WP-EXT only) 

e Setting Conditions & Remarks (SP/WP/SP-EXT/WP-EXT only) 
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Usingthe new 2 
Export to GCMS - NOTE: AI actions that are automated in GCMS, will be tagged in GCMS against 


button (continued) the user's GCMS ID. 


| 13. To use new Export to GCMS: Once decisions have been entered in the Action 
e column, click on the Export to GCMS button. 


NOTE: Applications that have “Other” in the Action column OR Applications that 
have already been Sent to GCMS will not be exported for decision. 


| 14. The following window will pop up to confirm that the Export has been copied to your 
clipboard. 


: There is now text copied to your clipboard: 


| 15. Navigate directly to the GCMS Chinook Tab to paste the information into GCMS. 
| (see Chinook Tab instructions below). 
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Sentto GCMS - 16. Once an application's information has been Exported to GCMS, a checkmark will 
appear in the "Sent To GCMS” column... 
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GCMS Chinook Tab :: It's All New 


Basics | Quick basics about the Chinook Tab: 
- e Decisions entered in the Chinook Tab, will never overwrite existing decisions in 

Chinook (including Eligibility and Findecs) 

e Any application processed in the Chinook tab will always be tagged to the 
Chinook Session ID — so it can be queried at a future time. 

e All Chinook Tab data will be available via Answers Queries Errors that typically 
prevent applications from being finalized (i.e. Cost Recovery fee outstanding, 
Biometrics not assessed, open Criminality/Security assessments or 
Verifications etc) will continue to be returned in the Chinook Tab. 


| There are three sections to the new Chinook Tab: 


1. Chinook Upload Session 
e To Create new Chinook Upload Session (much like creating a group) 


2. Paste Chinook Decision Data 
e Paste data here after clicking "Export to GCMS" button in Chinook 


3. Uploaded Chinook Apps List 
e Review uploaded Chinook Application information 


Creating a new | 1. Before pasting information from the Export to GCMS Chinook button, a new 
Chinook Session - Chinook Session must be created. 


2. |n the Chinook Upload Session window, click Ve button 


ww Navigate ; Query: fools : Het: | 


3. Session ID: A new Chinook Session ID £ will appear in the ID column 


4. Name: The Session name can be edited in the name column. The name will 
default to the Session ID if not modified by the user 
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Pasting Chinook | 5. Inthe Paste Chinook Decision Data section of the tab, paste (CTRL+V) your 
Data into Chinook - data from the Export to GC S button in Chinook. 


Tab 


; Paste Chinook Decision Data 


Gunook Application Numbe: 
Chinook Eligibility Assessmeiui»» 
Dhinook Final Decisionidi 
Gunook Decision Byi 

hinook Generate Decumentsly 


NOTE: A"$' sign will appear at the end of the pasted Chinook information. This 
indicates the end of the information. Do not hit enter, or enter any other characters 
after this $ - it will cause an error. 


6. Click the Upload Chinook Data button to review your application information. 


NOTE: This will not process the decisions, it will pull the Chinook decision 
information into the Uploaded Chinook Data list for review. 


Review Uploaded | 7. The application information entered in Chinook will appear in the Uploaded 
Chinook Apps : Chinook Data window: 


List 


E Not Started : Auproved 


8. The following information can be reviewed in the relevant columns: 


Column Title Description 


Upload Chinook Apps List Columns: 
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Using the 9. Once applications have been reviewed — click the Process Chinook Decisions to 
Process Chinook : complete the final decision activities for the applications. 


Data button 


Approved 


NOTE: Depending on the number of applications being processed, the delay may 
be several minutes. The buffer wheel will only appear for 90seconds and then 
will disappear. This does not mean that the processing has crashed. Status 
will change to Complete or Complete- Error once processing is done. 


SUGGESTIONS: 
e Do not process more than 25 applications at a time. 


e Continue review of remaining applications in Chinook while you wait for the 
Chinook Tab to finish processing. 


Upload Statuses | The Chinook Upload Session status will indicate the processing status of the group of 
& Summaries applications in that session. 
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The Chinook Upload Session window also provides a summary of the # Apps, # 
Approved, # Withdrawn, # Refused, # Errors as well as the elapsed time for each 
complete session. 
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Application Error As mentioned above, errors typically returned to a user to indicate that the application 
cannot be finalized, will still appear in the Chinook Tab under Application Error Status. 


Statuses | 
1 There are several new errors listed below that are specific to the Chinook Tab: 
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| 10. Should an error occur on an application, click on the Application Number hyperlink. 


Fixing 
Application | i vum aaa —— m m m p a 
E plo: 


H-aPHVGU  Erre 


-Upiosd Faded 


Errors | s 


Buunetcs Ancesement is required, 


PIMENT Accessmen ES 
Final Decision already exists in application 
Final Decision alresdy exists in spplicstion 


Final Decision alresdy exists in sonication 


Final Decision already exists in anplication 


Final Decision already exists in application 
Failed 


Final Decision alresdw exists in soglicatinn 


zi 
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| 11. Fix the error, if possible and use the breadcrumb to return to the Chinook Session 
| Tab 


Deleting |. 12. Click the Process Chinook Decisions button, and all applications that are not at 
Applications i Status= Complete will be re-processed. 
from a Session | 
: 13. To delete an application from a Session, highlight the application(s) and click 
Menu> Delete Record. 
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Troubleshooting 


The Chinook+ and Chinook Tab are new and there may be bugs that have not been identified.. 


There are a few known issues that are identified below to assist with troubleshooting: 


issue Workaround 
The buffer wheel disappears and it looks like the In GCMS, the buffer wheel automatically disappears 
Chinook session has crashed. after 60-90second. Unfortunately, this isn't 
something we could easily fix. 
OR Chrome gives me this Page Unresponsive 
message: oo trust it and let it run — the Session Status will 
UM OREMUS change to Complete — No Error or Complete — Error 
i once it's done. 


Do not click the Process button again as this will 
actually make it crash. 


When I paste my information from Chinook into To avoid errors in the Chinook Tab, ensure that 
the Chinook Raw Data window, | see a $ and there are no extra characters or spaces after you 
then some other symbols: paste in the Chinook Data window: 


Ex: Paste Chinook Decision Data 
V1|Chinook Application Number|V1 E 
V1|Chinook Eligibility Assessment|33 : bedene  : 
V1|Chinook Final Decision|01 dno dm RE 
V1|Chinook Decision By| 
V1|Chinook Generate Documents|Y 
$ >p 
Delete all extra characters and spaces after the $. 
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Immigration, Refugees Immigration, Réfugiés 
i d i and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


s.16(2)(c) 
Biometric Action Column 
Biomeiric Action Column Display Biometrics Details Column: Lead fag Line Logic 
POT ERROR - SEE GCMS Potential Info Sharing Error - see GCMS 
ERROR Q1 - SEE GCMS Info Sharing Q1 Failure - see GCMS 
ERROR Q2 - SEE GCMS Info Sharing Q2 Failure - see GCMS 
NOT ASSOCIATED Biometrics Not Associated - see GCMS 
OR 
ALL NOT ASSOCIATED 
POT ADV - SEE GCMS Potentially Adverse Info - see GCMS 
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NZL Pending 

AUS pending 
USA/NZL/AUS pending 
USA/NZL pending 
USA/AUS pending 
NZL/AUS pending 


COMPLETE (COUNTRY) COMPLETE 
OR 
ALL COMPLETE 


(COUNTRY) NRT ALL NRT 
OR 
ALL NRT 


EXEMPT (COUNTRY) ALL EXEMPT 
OR 
ALL EXEMPT 


INCOMPLETE FINGERPRINT INCOMPLETE 
(COUNTRY) 

OR 

INCOMPLETE NOT STARTED 

OR 

ALL INCOMPLETE 


CHINOOK FORMS CHINOOK TAB USER MANUAL 


s.16(2)(c) 


Immigration, Refugees Immigration, Réfugiés 
il se d and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


NOTE: The detailed information for this record will not be provided in Chinook. Decision- 
Maker will be required to review information in GCMS and the Biometrics Assessment 


checkboxes for this application will be disabled in Chinook. 


25 


USA pending Additional Info - see GCMS 
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de Immigration, Refugees Immigration, Réfugiés 
and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 


L'information divulguée en vertu de la loi sur l'accés à l'information 


REVIEWED If the user has reviewed Biometrics and clicked on an 
assessment check box and "Save Biometrics Action" 
button 


REVIEW REQUIRED "se a OIN S RORIS INTE 
Biometrics Action Column 
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ANNEX B 


E E E E 
: $ ee 
i $ ÓN rn 
$ ARRETE EIRE TELE EY RR IIIS APEX EET IIRI op 
i - 
Ver, 
2, 
- 
- 


€———————————————————————————————————————— OT RER 


Eligibility &Findec — 


H 


: Final Assessment H 


————————————— M ———————————————————————————— TROT OTR ER SEE OTE ER 
H 


| Notes 


Refusal Grounds.  Finalize Application>Refusal Grounds | 


E" i 
PPP q 
n XXX tcr i 

: —— 


i 
i 


E 
$ 
E 
E 
E 
3 
E 
3 
E 
i 
i 


| Counterfoil | Finalize Application» Document Issuance | 


ons ; 
Sex a 
BEL 
i ees 
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IE Approval : 
"——————————————————— —X——————— ————————————— E ~ Eligibility: (blank — unless already TTT 


: Eligibility: Failed 
| _ Passed or Failed) 


©! |f Received Via Other/VAC = set letter. 


: to Sent 


- Refusal Letter = Generate — —™s 


de Immigration, Refugees Immigration, Réfugiés 
and Citizenship Canada et Citoyenneté Canada 


Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


s.16(2)(c) 


Finai Decision 


“Refusal — Withdrawal 


No letter generated — cannot automate | 


Refusal Letter = Generate ^ 
: letters that have to be picked from the 


a T:Drive 


© If Received Via Other/VAC = set letter Send withdrawal letter — 


to Sent 


Set Validity Date if changeisrequired = 


RI 
“À 


A3244685_273-000273 


td dE A hp RR rede ome t e toa A al EP di ia ie sata tula ep e as 


———————————ÓÓÓ— BÓ 


"RefusalGrounds: Finalize Application>Refusal Grounds 


serrer he ides 1 
HE 


————— 


OCR 


~~" Finalize Application» Document ^ | 


: Counterfoil 
: Issuance 


“Finalize Application >Document — 


1 : Issuance>Type = Permit — SP 


o 
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Immigration, Refugees Immigration, Réfugiés 
i d i and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


s.16(2)(c) 


Final Decision 


—————————M—Ó—————Ó—M ste a8) 6 ace: (——— "Withdrawal — 


Approval 


etes Eligibility: Failed D See le du O UE nn Eligibility: (blank — unless already NERINE MERE ARRI 
: ; Passed or Failed) | 


| Final Decision : Refused Final Decision: Withdrawn — : 


Final Decision : Approved 


“No letter generated — cannot automate | 
: letters that have to be picked from the ! 


^ Refusal Letter = Generate — 
_ : T:Drive 


POE Intro Ltr = Generate  RefusalLetter= Sent — 
Study Permit = Authorized : 
Original Ppt Request = Sent : 


Set Validity Date 


iCounterfoil = Generate 


$ 


ieTA = Authorized 


¡Sel Validity Dato = = 


User Remarks based on Chinook entry 


Conditions based on Chinook entry 


: Send withdrawal letter 


0 If Received Via Other/VAC = set letter 1 If Received Via Other/VAC = set letter 
: to Sent | to Sent 


——————————————————e——————————TÁ—— 
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Immigration, Réfugiés 


Immigration, Refugees 
il b i and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accés à l'information 


s.16(2)(c) 


Final Decision 


© Activity/Field inGCMS || WhathappensinGCMS ——— | Approval  Refusal © Withdrawal — 
I eiii Passed IRE | T oT BERE T o” : 
jj : : Passed or Failed) | 


ee 
an, 


= Final Decision : Withdrawn ^. 


A | Eligibility Assessment A ats 


Eligibility & Findec 
Bones deed | 


| Refusal Letters Details» Paragraph 
_ Type based on Chinook entry 


- No letter generated — cannot automate o 
: letters that have to be picked from the - 


0 Refusal Letter = Sent 


; Refusal Letter = Sent 


EE EE MEN 
E 


Generate and set Print Queue 


Counter à Finalize Application» Document D. : 
E : Issuance E 
Set Validity Date 
Counterfoil = Generate 


` eTA = Authorized 


“Finalize Application >Document ^ 


| : Issuance> Type = Permit — SP 
` User Remarks based on Chinook entry ` 


: Conditions based on Chinook entry 


: Send withdrawal letter 


——————————————————————————————————————————————————————oÁ—————————————————————————————————————Á————————ÓÓÓ—— M— E 
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Immigration, Réfugiés 


Immigration, Refugees 
et Citoyenneté Canada 


il d d and Citizenship Canada 
Information disclosed under the Access to Information Act 


L'information divulguée en vertu de la loi sur l'accés à l'information 


s.16(2)(c) 


[Decision 
| Withdrawal 


Refusal 


COUUUUUUUUU 777777 Eligibility: (blank — unless already 
: Passed or Failed) 


Approval 
Eligibility: Failed © 
Final Decision : Withdrawn 


nen 
cron vn 


Final Decision : Refused 


Final Decision -ogic - - WP 
i What happens in GCMS | 
"Eligibility: Passed 


Activity/Field in GCMS | 
"ue 
| v ^ NA^ 


ARA 


"Eligibility Assessment 


Eligibility &Findec — 
Final Assessment 
| Refusal Letters Details> Paragraph 
Type based on Chinook entry 


| Refusal Letter = Generate 
No letter generated — cannot 
automate letters that have to be 


: picked from the T:Drive 


Generate | 


" Rétusal'Groünds: “Finalize Application» Refusal Grounds 
Refusal Letter Details» Paragraph Type 
~ Refusal Letter = Sent 


Sent : 
| Refusal Letter = Generate 


enerate — 
eee ce 


" Correspondence» Outgoing 
uest = = Generate : 


H 
FE 
H 
E 
H 
gi 
ii 
HE 
E 
Fi 
E 
z 
E 
f 


|! Correspondence 
Generate and set Pr t Queue 


nae Applications eaa = * i 
| (Set Validity Date 
| “ Counterfoil = = Generate | 
i lea Authorized 0 : 


: : Issuance 
rr anat neon Got oy a 


en een 
SR 
> 


ee en Re a eee FEinalize jeneMensponumen E 
: |ssuance» Type = Permit — WP 4 
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Immigration, Refugees Immigration, Réfugiés 
ii de fl and Citizenship Canada et Citoyenneté Canada 
S.1 6(2)(c) Information disclosed under the Access to Information Act 
L'information divulquée en vertu de la loi sur l'accès à l'information 


| If Received Via Other/VAC = set letter If Received Via Other/VAC = set letter : Send withdrawal letter: 


| Things GCMS won't Let us automate that you'll still have to do: o 
; ij to Sent | to Sent 


NANA SUIT AAA AAA TRATA 


Final Decision Logic - WP-EXT |. | 0 2 


¡UN Approval | Refusal : Withdrawal | 


A 


Activity/Field in GCMS 


© Eligibility: (blank — unless already 


EET I | || É ÉÉ;| 
: ; Passed or Failed) 


Eligibility: Passed ^ ^ ^ 


Eligibility &Findec ^ Eligibility Assessment — 
7j “Final Decision: Approved Final Decision : Refused ^ Final Decision: Withdrawn 


: Final Assessment ^ 


(Notes Notes tab  '" 
"RefusalGrounds:  Finalize Application>Refusal Grounds - INA v. —— — o ||| | NA a 


Tex 
Bib ER 
TTE 


Refusal Letter Details» Paragraph Type 
| Refusal Letters Details> Paragraph 


| Type based on Chinook entry 


 |ReluselleHer- Generale = E: 


"= No letter generated -cannot ^ 
: automate letters that have to be 
_ picked from the T:Drive 


: | Refusal Letter = Sent ^ 


| Counterfoil 
; : Issuance 


| Set Validity Date 
| Counterfoil = Generate 


| eTA = Authorized 


A ———— ———— MH —————Ó—— Le 
H 
H 


e Permit 


NOIA] 


O AA RR OA ORO ARANA duet 
X 


0 If Received Via Other/VAC = set letter : Send withdrawal letter 


| If Received Via Other/VAC = set letter 
: to Sent 


: to Sent 
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ANNEX C 


Eligibility Logic 


Immigration, Refugees Immigration, Réfugiés 
i de i and Citizenship Canada et Citoyenneté Canada 
Information disclosed under the Access to Information Act 
L'information divulguée en vertu de la loi sur l'accès à l'information 


TET A A A CTI EET D eanceusunucenuduuddununnuunkubnsustuneucseussesuegsucsascsespspessershesseaetubecnsseseessbusnbbbebbbtbsbubberusubvevudsnsessesssebussaserscsnsctuushscvstshecrsesssewscsusetsbennststussebusbsebstsnse busses bubwutesscsuvesccchustessdsseuescsvevesusvecusesdeusudessuuususvuunsbsbuvubustecususvscusccsecescscccesseunqnede ORO REI 


| Decision-Maker Entry in 


Chinook 


mm ——Á——————————————————————————————————————————»———————————————A—————————————————————————————————————————————————————————————————————————————M———-R—P———————————————————— 


_ If Chinook . THEN Chinook 


: If Existing GCMS 


: Final Eligibility will — | Eligibility = 
: Decision = . be set to: - 
| Approved Passed | ^ o Blank PSS M o s 
| ANM LLL In Progress... Passed — ^. 4(U /— 75 Ma 
A Not Started. Passed — — 0000 eM 
La Recommend Interview... Passed Va nn 
Recommend Passed — Passed —— 00000 des nnn 
E Review Required Passed UM s 
Passed : Will not overwrite existing Eligibility decision, but will | n/a 
— ——— continue with remaining Final Decision actions 2. 
_NotMet — NO actions will be completed. Will return Error to Officer. ^ "Eligibility is Not Me" — — — — 
Failed No actions will be completed. Will return Error to Officer "Application's Final Assessment cannot be 
T —  ————O—" AR — OO — € updated due to Eligibility Assessment value” 
, Refused Failed .— Blank a Palled »1( (1»1(1(0Q l| MA nnn 
E SS OMM ZZ. In Progress |... Failed … l|  ——— 
= Not Started me MC ne 
_Recommend Interview: Failed MA 
Recommend Passed AA — 2d MA 
_ Review Required Failed Va 
Passed No actions will be completed. Will return Error to Officer "Application's Final Assessment cannot be 
Le dM Nc OE Eee updated due to Eligibility Assessment value” ^ 
(Not Met —. Failed de 
Failed : Will not overwrite existing Eligibility decision, but will 
| Withdrawal © Blank | 0 Bla Blank LLL 
MEM "1M + In Progress a Blank te 
NUECES 
NS — ^ Blank mii d 
, Recommend Passed — .. Blank a 
Review Required BA Kñ O a 
Passed Will not overwrite existing Eligibility decision, but will 
A: continue with remaining Final Decision actions 
.NotMet — 1 No actions will be completed. Will return Error to Officer. ' “Eligibility is Nt Met. .— — .-  -/. , 
Failed . ^ . |, No actions will be completed. Will return Error to Officer. "Eligibility is Failed" 
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